17124

IEEE TRANSACTIONS ON POWER ELECTRONICS, VOL. 40, NO. 11, NOVEMBER 2025
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Abstract—Converter-based microgrids are modern decentral-
ized energy systems that integrate distributed energy resources,
communication networks, and control systems. They manage en-
ergy generation, distribution, and utilization to enhance resilience
and operational efficiency in modern power networks. Fourth in-
dustrial revolution technologies, such as automation, Internet-of-
Things, artificial intelligence, and energy storage are integrated to
create resilient, efficient, and sustainable energy systems. Model
predictive control (MPC) is a promising technique for optimizing
microgrid operations by considering system constraints and fore-
casting disturbances. However, standard MPC implementations
struggle with robustness against internal and external uncertain-
ties such as model uncertainties, measurement noise, and cyber
threats, making them less effective for real-world microgrid ap-
plications. This article provides a comprehensive review of robust
MPC techniques designed to enhance the reliability and security of
cyber-physical microgrids. The study explores various robust MPC
methodologies, including adaptive MPC, observer-based MPC,
tube-based MPC, stochastic MPC, and data-driven approaches.
The application of these techniques to mitigate uncertainties across
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different hierarchical levels of microgrid control, in particular, con-
verter and system levels. In addition, this article examines cyber-
resilient MPC approaches to mitigate cyber-attacks, including
false data injection and denial-of-service attacks. Finally, emerging
trends, such as Al-enhanced MPC, digital twin-based testing, and
event-driven control, are outlined to support the development of
next-generation robust MPC strategies for power converter-based
microgrids.

Index Terms—Artificial intelligence, cybersecurity, disturbance,
grid-forming (GFM), measurement noise, microgrids, model
predictive control (MPC), observer-based MPC, power converters,
robust MPC.

NOMENCLATURE
CCS-MPC  Continuous control-set MPC.
CESO Cascade extended-state observer.
CP-ESO Cascade-parallel extended-state observer.
EMPC Economic MPC.
ESO Extended-state observer.
FCS-MPC  Finite control-set MPC.
GFM Grid-forming.
GFL Grid-following.
MMG Multimicrogrid.
MPC Model predictive control.
MF-ESO Multifrequency extended-state observer.
PC-ESO Parallel-cascade extended-state observer.
SAESO Structurally adaptive ESO.
VSC Voltage-source converter.

I. INTRODUCTION

HE increasing grid penetration of distributed energy re-
T sources (DERs), such as solar photovoltaics, wind tur-
bines, and energy storage systems has led to the proliferation
of microgrids—Ilocalized energy systems capable of operating
autonomously or in connection with the main electric power
grid [1]. Unlike traditional power systems, modern microgrids
rely on advanced controllers (with or without communication
networks) to coordinate energy generation, storage, and con-
sumption. Nonetheless, as the spatial distribution of microgrid
physical elements expand, and these elements proliferate, com-
munication networks are increasingly being applied to coor-
dinate their control. The resulting cyber-physical microgrids
introduce new opportunities for enhancing energy efficiency,
reliability, and sustainability. However, they also face major
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challenges, such as renewable energy intermittency, commu-
nication delays, cyber-security threats, and physical component
uncertainties [2]. To address these challenges requires advanced
control strategies capable of enhancing system stability and
optimal performance amidst these unpredictable disturbances.

Linear control techniques are well established for conven-
tional power systems, but rely on linearized system models
that are reliable over a defined operational range [3]. This is
limiting for multihierarchical, multitimescale systems like mi-
crogrids, which in more recent times aggregate a large number
of power converters with nonlinear characteristics. Therefore,
nonlinear control schemes that allow a reliable representation
of the dynamics of nonlinear systems over wider operational
range have become necessary [4]. A recent related study com-
pared several leading advanced control methods (including data-
driven control, MPC, direct power control, sliding-mode control,
passivity-based control, and H ., control) for converter-based
microgrids and showed that MPC has the added advantage of
optimally handling constraints for the safe and reliable operation
of microgrids [5].

MPC has emerged as a powerful control technique for mi-
crogrid applications due to its ability to handle multivariable
systems, constraints, and prediction of future events. Unlike
conventional control methods, which rely on predefined rules
or simple feedback mechanisms, MPC incorporates system dy-
namic models and disturbances into an optimization framework.
By solving a constrained optimization problem at each control
interval, MPC generates a sequence of optimal control inputs
while respecting system constraints such as voltage limits, power
flow constraints, and power converter limitations. This predic-
tive capability makes MPC particularly suitable for microgrid
applications, where proactive decision-making is essential to
maintain system stability under varying conditions [5]. Two
kinds of MPC schemes are applied in converter-based systems:
FCS-MPC and CCS-MPC. FCS-MPC is simpler and does not
require a dedicated pulsewidth modulator, while CCS-MPC
requires a modulator for its operation. This article focuses on
FCS-MPC for converter control, unless otherwise stated.

Despite its advantages, conventional MPC for microgrid
converters [6] is highly sensitive to system uncertainties. In
microgrids, uncertainties arise from both internal and external
factors, such as unmodeled dynamics, sensor inaccuracies load
variations, and grid disturbances. These introduce prediction
errors, which can degrade the performance of standard MPC and
potentially lead to instability [7]. To address these issues, recent
robust MPC techniques enhance resilience against disturbances
and improve microgrid reliability.

Multistep MPC has been reported to improve MPC’s closed-
loop stability, steady-state performance, and robustness to mea-
surable disturbances [8]. However, improved performance is
associated with a tradeoff in computational complexity. To
solve this challenge, improved computational efficiency using
the sphere decoding algorithm has been achieved in multilevel
converters for high-power, medium-voltage electrical drives [9].
However, microgrids require two-level low-voltage VSCs ar-
ranged in parallel, operating at lower power levels [1]. Therefore,
MPC techniques that provide high performance and robustness
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within a single step prediction are preferred for microgrid ap-
plications. Further details on multistep MPC are covered in
Section II-D2.

Robust MPC extends traditional MPC by incorporating worst-
case uncertainty models, adaptive mechanisms, and real-time
learning techniques [10]. Various robust MPC methods exist,
each tailored to different microgrid control challenges. For ex-
ample, adaptive MPC continuously updates the control model
using real-time data, allowing the system to adjust to chang-
ing conditions [11]. Observer-based MPC leverages estimation
techniques such as Kalman filters or ESOs to compensate for
measurement noise and unmodeled dynamics [5]. Tube-based
MPC ensures that all predicted trajectories remain within a
bounded uncertainty region, making it effective for handling
parameter variations [12]. Data-driven MPC utilizes machine
learning to enhance decision-making by learning system behav-
ior from historical data [13].

At the hierarchical level, robust MPC can be applied to both
converter-level and system-level control. Converter-level robust
MPC focuses on maintaining voltage and frequency stability
at the power electronics level, addressing uncertainties in GFM
and GFL inverters [14], [15], [16]. However, system-level
robust MPC optimizes global energy dispatch, frequency
restoration, and economic operation while ensuring stability
under fluctuations in renewable generation. Furthermore, the
integration of cyber-security measures into MPC frameworks,
referred to as cyber-resilient MPC, has become crucial due to the
increasing threat of cyber-attacks on microgrid communication
networks. Attacks such as false data injection, denial-of-service
(DoS), and replay attacks can disrupt microgrid operations,
making resilience against such threats a growing research
focus [17].

While robust MPC techniques offer improved resilience, they
also introduce computational complexity, requiring advanced
optimization algorithms and high-speed processors for real-time
execution. Balancing robustness and computational efficiency
remains a major challenge in implementing robust MPC for
microgrids, especially in scenarios with fast control loops, such
as power electronic converters [10].

In addition, ensuring scalability in MMG systems presents
another hurdle, as robust MPC approaches must efficiently
coordinate multiple distributed controllers while maintain-
ing stability across interconnected microgrids [18]. To ad-
dress these challenges, emerging research trends focus on
Al-enhanced MPC [19] and event-driven control architec-
tures that reduce computational overhead while improving
robustness. Digital twin-based simulation environments are
also being explored to test and refine robust MPC strate-
gies before deployment in real-world microgrid operations
[20].

Several studies have surveyed MPC applications in micro-
grids. Hu et al. [21] studied MPC for converter and grid ap-
plications in microgrids. A comprehensive review of MPC
for hierarchical ac and dc microgrids was reported in [22]
and [23]. Meanwhile, Torres et al. [24] surveyed the design
for microgrid functionalities with MPC. However, to the best
of the authors’ knowledge, no comprehensive and systematic
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Fig. 1. Organization of this article.

review specifically addresses recent advances in robust MPC for
microgrids. In addition, key challenges and research trends in
cyber-resilient MPC for cyber-physical area remain unclear. To
bridge this gap, this article provides an in-depth review of robust
MPC techniques for converter-based ac microgrids, covering
their theoretical foundations, practical applications, and future
research directions. The key contributions of this work include
the following:

1) A detailed classification of robust MPC techniques, high-
lighting their applicability to ac microgrids’ converter- and
system-level control hierarchies.

2) At the converter level of control, robust MPC solutions
are covered for GFM and GFL power converters in micro-
grids.

3) A systematic review of robust EMPC schemes for the
energy management of microgrids is presented. It covers
schemes for ensuring optimal operational cost in the face
of uncertainties in renewable energy, electricity prices and
communication networks.

4) A review of cyber-resilient MPC strategies, addressing
security threats in cyber-physical microgrid environments.

5) A comprehensive analysis of emerging research trends in
robust MPC for microgrids.

The rest of this article is organized as follows (see Fig. 1).
Section II introduces the mathematical model of microgrids
and discusses key uncertainties affecting control performance.
Section IIT reviews robust MPC techniques, including adap-
tive, tube-based, observer-based, and data-driven approaches.
Section IV focuses on converter-level robust MPC strategies,
while Section V discusses system-level control applications.
Section VI examines cyber-resilient MPC methods for miti-
gating security threats. Section VII highlights challenges and
future research directions, including industry trends. Finally,
Section VIII concludes this article with key takeaways and po-
tential research opportunities in robust MPC for converter-based
microgrids.

II. BACKGROUND AND FUNDAMENTALS

This section briefly introduces the dynamical system, con-
trol uncertainties in converter-based microgrids, foundational

models for ac microgrids, conventional MPC for VSCs, and the
impact of uncertainties on the prediction models of VSCs.

A. System Description

A microgrid comprises hierarchical subsystems operating at
different timescales, as shown in Fig. 2. The primary level
(milliseconds) controls fast-switching power converters, using
droop control for frequency and voltage regulation, while virtual
impedance enhances active and reactive power decoupling [1].
The secondary level (seconds to minutes) corrects voltage and
frequency deviations. The tertiary level (minutes to hours) inte-
grates market dynamics, energy pricing, and weather uncertain-
ties to optimize power dispatch across control hierarchies.

A timescale-based decoupling of the primary, secondary, and
tertiary hierarchies is usually invoked based on the assumption
that the converter’s transient response is stable and several
orders faster than the higher secondary and tertiary levels’ [25],
[26]. Without loss of generality, consider a discrete-time linear
system, which represents any hierarchical level at a given time,
with additive disturbances d(k) and measurement noise v(k),
described by

xz(k+1) = Az(k) + Bu(k) + d(k) 0
y(k) = Ca(k) + v(k)

where z(k) is the system state at time step k&, u is the control
input, A, B, C' are system matrices, d € D is the bounded distur-
bance, )V is the disturbance set, v € ) is the bounded measure-
ment noise, and V is the noise set. At each hierarchical level of
the microgrid, the states represent different physical quantities.
For example, at the converter level, the states represent current,
voltage and power, while at the grid-system level, they could be
the power references for distributed generation.

In this article, the control objectives of a microgrid will
be divided into two groups: converter-level and system-level
objectives. The converter-level control focuses on primary ob-
jectives at the local power electronic converter, including volt-
age/frequency control, virtual impedance, power sharing, etc.
Conversely, the system-level objectives encompass secondary
and tertiary control hierarchies of the microgrid, as shown in
Fig. 2, including grid-system-wide control and coordination:
optimal power flow, market participation, etc.
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B. Control Uncertainties in Converter-Based Microgrids

The uncertainties in microgrids are broadly categorized into
internal and external types.

1) Internal Uncertainties: Internal uncertainties originate
from within the microgrid system and are related to its com-
ponents and control mechanisms. Parameter variations (e.g.,
line impedances and filter characteristics) are due to aging,
temperature changes, or manufacturing tolerances, and degrade
control performance. Component failures or degradation of
power electronic devices, sensors, and controllers impact the
reliability and continuity of microgrid operations. Modeling
inaccuracies cause discrepancies between mathematical models
and actual system dynamics and could degrade the control
performance. Load uncertainty, i.e., fluctuations in local demand
due to varying consumption patterns introduce uncertainty in
power requirements. Internal faults like sensor malfunctions,
communication failures, or converter faults can compromise
control performance. Sensor measurement noise due to envi-
ronmental conditions, electromagnetic interference, or hardware
limitations cause measurement errors, and can lead to incorrect
control actions and degraded system performance.

2) External Uncertainties: External uncertainties are intro-
duced by factors, which are outside the microgrid system but
influence its operation. Renewable energy intermittency of re-
newable energy sources, such as solar and wind, cause unpre-
dictable power fluctuations. Grid disturbances including voltage
sags, frequency deviations, etc., can affect grid-tied microgrid
stability. Harmonic distortions from nonlinear loads and external
grid conditions can impact power quality. Communication chal-
lenges of distributed control schemes make the communication
networks susceptible to delays, packet losses, and synchro-
nization challenges. Cyber-security threats due to malicious
activities or vulnerabilities in communication networks, control
systems, and data infrastructure and compromise the integrity,
availability, and confidentiality of the microgrid. Environmental
conditions like changes in temperature and humidity can impact
the performance of passive and active electrical components in
the microgrid.

Prediction error compensation
Quasi-sliding mode MPC
Repetitive control MPC
Stochastic MPC
Data-driven MPC

Sensor noise
Load variability
Parameter variations

Model uncertainties

Control uncertainties and robust MPC techniques for cyber-physical microgrids.

Fig. 3. Topologies of three-phase, (a) GFM power converter with LC' filter
and (b) GFL converter with LC'L filter.

C. Modeling of AC Microgrid Converters

This section will succinctly review the modeling, discretiza-
tion, and conventional MPC for microgrid VSCs.

1) Continuous-Time Model: Assuming the GFM VSC in
Fig. 3(a) has identical filter parameter values in all three phases,
Kirchoff’s current and voltage laws, give the LC filter dynamic
model in continuous-time state-space as

d (1 ; i
A =a{T) B (0 @
dt \ v v io
_ By _ 1 1 0

where A= [t Lf}; B = {Lf L } The variables
o 0 0 o

R¢, L¢, and Ct represent the (inductor) filter resistance, induc-
tance and capacitance, respectively. The filter current is iy =
ito + Jifg; the filter voltage is vr = v, + jvrg; the VSC output
voltageisv; = vjo + Juig;load currentisi, = ioq + Jiog; S is
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Fig. 4. MPC for a system with uncertainties and measurement noise.

the stationary reference frame derived by invoking the Clarke’s
transform on abc signals.

2) Discrete-Time Model: The discrete-time state-space
model of (2) is achieved using zero-order-hold with a sampling
period 7T}, as'

if(k+1) ir(k) vi(k+1)
=A B 3
(vf(kﬂ)) ; (mm) B <i0<k+ 1)) *
N——— N—_—— N———
:=xP(k+1) :=x(k) :=u(k)

where Aq = e2T: and B4 = fOT" eATBdr. In practice, the load
current ¢, is of slow dynamics (grid frequency); thus, it can
be assumed constant within two samples (i (k + 1) = i, (k)),
without any loss of accuracy.

3) Droop-Based Power Sharing in Multiple VSCs: The
droop curve dictates how power drawn by the common load
is shared between parallel-connected VSCs; it is given by the
following equations:

w=w" —ky(P - P") 4)
V=V"—ky(Q - Q) 5)

where k, and k, are droop coefficients for frequency-active-
power and voltage-reactive-power, respectively; [P, Q)] are the
low-pass filtered active and reactive power, respectively. A

virtual impedance can be introduced to improve decoupling
between active and reactive power [1].

D. Conventional MPC for Microgrid VSCs

MPC utilizes measured (or estimated) outputs of the system
along with forecasts of the inputs (where available) to compute
a prediction model of the plant. This is used in an optimization
over a prediction horizon N with the aid of a cost function
Jp, along with control input and state constraints to generate
a sequence of optimal control inputs. However, only the first
input u € U of the sequence is utilized in a receding horizon
manner (see Fig. 4).

1) Cost Function: The objective in this case is to minimize
the Euclidean distance error of tracking v¢, and the single-step
cost function is

Jo = |lvf —ve(k + )12 + xuvl, (k 4+ 1) + Yim(k + 1) (6)

where y, penalizes the switching effort ugsy (k) = > |u(k) —
u(k — 1)|, and the last term accounts for the physical current

!During implementation, the computational delay is compensated as: xP (k +
2) = Agx(k+1) + Bqu(k + 1) [27].
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limits on the device as

0 if if(E)] < imax

7
0o if [ig (k)] > imax. @

Piim (k) = {

The reference voltage is (where Vier, wyer are the reference
voltage amplitude and angular frequency, respectively)

vf = Viet€OS(wreft) + JViersin(wyest). (8

The above model is for a standalone GFM VSC. A similar
procedure can be carried out for GFL mode of operation as
described in [28].

2) Multistep MPC: Long prediction horizons can improve
the closed-loop stability, steady-state performance and robust-
ness to measurable disturbances of MPC [8]. However, this
might not hold true if the cost function is poorly formulated by
the exclusion of the penalized control input as in [29]. Since the
standard approach enumerates all the possible voltage vectors,
this process increases the computational burden exponentially
over the prediction horizon N, increasing the risk of compu-
tational infeasibility. Thus, high performance can be associated
with a tradeoff of high computational complexity. Solutions with
improved efficiency have been demonstrated in multilevel con-
verters (three steps and above) for medium-voltage high-power
electrical drives, which operate at low-switching frequencies.
Notably, the sphere decoding algorithm enables an efficient
solution to the optimization problem [9]. Similarly, the benefits
of multistep FCS-MPC have been demonstrated for LC-filtered
medium-voltage drives [30].

However, microgrids have different requirements from indus-
trial drives because the VSCs are usually low-voltage multiple
paralleled two-level converters, each operating at lower power
levels [1] and, thus, can accommodate higher switching fre-
quencies without exceeding switching loss limits. Therefore,
MPC techniques that provide high performance and robustness
without the high computational requirements of multistep MPC
are increasingly reported in microgrid-related studies. The order
of the microgrid systems also informs the impact of prediction
horizon. First-order systems, e.g., L-filtered grid-tied power
converters, do not have significant improvement in performance
for long prediction horizons. Hence, one-step prediction hori-
zons are justifiable for this case [8]. However, higher order
systems with LC- and LC L-filters introduce higher order dy-
namic interactions that need to be suppressed by advanced con-
trol method. Therefore, this study focuses on MPC techniques
that aim to achieve robust control of microgrid VSCs within a
single-step horizon.

Note: 1) For system-level control, since the computational
requirement is more relaxed, long prediction horizons are com-
mon [31], [32]. 2) Although multistep MPC enhances robustness
against measurable disturbances and transient uncertainties, it
is limited in mitigating parameter uncertainties, measurement
noise and unmodeled dynamics [33], [34].
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Fig. 5.
gradient-based MPC. (f) Data-driven MPC.

3) Impact of Uncertainties: The uncertainties introduce pre-
diction errors into the state prediction x”

aP(k+1)= 2P(k+1) +Azh(k+1)+> Aab(k+1)

. L. v=1
:=Nominal prediction

:=AuxP (k+1)=Total prediction error

)
where Azf)(k + 1) is the prediction error, over one prediction
horizon, due to the total disturbances including unmodeled
dynamics and parameter mismatch. The second term of the total
prediction error is due to the measurement noise harmonics.
Hence, the objective of robust MPC methods, to be discussed
in the following, is to ensure that AzP(k + 1) — 0 within a
reasonable control interval.

III. ROBUST MPC TECHNIQUES FOR MICROGRIDS

In this section, popular robust MPC methods are intro-
duced, namely, adaptive MPC, tube-based MPC, observer-based
MPC, multivariable feedback MPC, state-gradient-based MPC,
stochastic MPC, and data-driven MPC.

The min—max MPC is one of the most popular robust MPC
solutions in control systems, but its significant computational
burden [35] makes it unpopular for microgrid control and in-
spired several other solutions that are more compatible with the
low sample-time of microgrid applications. These schemes are
discussed in the following sections.

A. Adaptive MPC

Adaptive MPC schemes [see Fig. 5(a)] aim to mitigate the
control degradation arising from changes to the system’s pa-
rameters. The focus is on identifying the uncertain parameters
and, therefore, updating the system’s dynamic model to improve
model prediction accuracy. In this case, system (1) can be
described with respect to model uncertainties as

w(k+1) = (A+ AA) 2(k) + (B + AB) u(k) + d(k) (10)
HA_/ E,A_/

=A =B

Robust MPC techniques for microgrids. (a) Adaptive MPC. (b) Tube-based MPC. (c) Observer-based MPC. (d) Multivariable feedback MPC. (e) State

where (.) represents anominal term, { A A, A B} are the bounded
model uncertainties, and (A) is the estimated term. Parameters
can be estimated online or offline, but the latter method in-
creases computational cost, while improving real-time model
accuracy. Most identification techniques focus on the real-time
value of the parameters. So, they estimate the system matrices
A and B directly, from which the parameter uncertainty can
be implicitly determined from the known nominal system, e.g.,
AA = A — A.Somereported identification methods in the liter-
ature include recursive least squares autoregressive model with
exogenous inputs (ARX) [36], [37], virtual flux [38], extended
Kalman filter [39], and singular-value decomposition [40].

B. Tube-Based MPC
Tube-based MPC [see Fig. 5(b)] seeks a control policy u

wk) = ak) +K(z—z) (11)
~—~—
:=Nominal :=Feedback

such that the control and state constraints are not violated by
disturbance d(k). Z is the nominal state, « the actual system state,
K is the unconstrained control gain, and @ is the MPC control
input for the nominal system dynamics. The disturbance-free dy-
namics is utilized with nominal constraints tightened to account
for noise, i.e., t € X © Z,u € U — KZ. NB: Z is the robust
invariant set that keeps all state trajectories within a tube [41].

C. Observer-Based MPC

This scheme [see Fig. 5(c)] seeks to achieve robust MPC by
dual degrees-of-freedom in the controller: by both state feedback
control and disturbance feedforward. The former ensures stable
reference tracking, and the latter guarantees rejection of lumped
disturbances d. The methods utilize an ESO to estimate cz, which
includes known exogenous disturbances, model uncertainties,
and measurement noise. The estimated lumped disturbance is
then used for disturbance feedforward control for active distur-
bance rejection. Thus, improved overall robust control perfor-
mance can be achieved. It should be noted that some approaches
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only focus on state observation and exclude disturbance estima-
tion and rejection. Meanwhile these observers could be linear
(e.g., Kalman filter) or nonlinear (unscented/extended Kalman
filter, nonlinear ESO, sliding-mode observer, etc.), depending
on the class of states/disturbances to be estimated.

D. Multivariable Feedback MPC

One of the advantages of MPC is multivariable feedback
control. However, higher numbers of variables increase the
complexity and computational cost of the control scheme. Some
schemes aim to simplify the controller by reducing the number
of terms being tracked by the cost function. While this can
be accommodated for single-order systems, it makes higher
order systems vulnerable to both suboptimal performance and
instability. In higher order converter-level systems, for instance,
it has been reported that tracking all the states of the dynamic
model suppresses resonances and improves stability [54], [55]
[see Fig. 5(d)]. Thus, multivariable feedback methods capture
the control tracking error of two or more state variables in the
primary objective of the cost function.

E. State Gradient-Based Model-Free Method

The continuous-time form of the system model (1) is
(t) = fz,u) +d(t). (12)

Given sufficiently small sampling interval T, the Euler’s
forward discrete-time approximation is

Tsf(xv U)
—_———
=Ax(k)=z(k)—z(k-1)

x(k+1)=a(k)+ +T.d(k) (13)

where Az (k) is the state gradient derived as the difference of
preceding consecutive discrete-time samples. Equation (13) is a
model-free prediction approach that is parameter-free. Usually,
the set of finite control inputs is mapped to gradients in a look-up
table, and needs to be refreshed each time a control input is
selected [56]. This approach comes with its own challenges:
nonuniform refreshing of the gradients (due to nonuniform
selection of the control inputs in the set), high approximation
errors for higher order systems and need for separate scheme
for measurement noise suppression.

F. Data-Driven MPC

Data-driven control refers to a set of techniques used to
regulate physical systems without requiring an explicit dy-
namic model. Among the widely utilized approaches are fuzzy
logic, metaheuristic optimization, and machine learning, which
includes supervised learning, unsupervised learning, and re-
inforcement learning (RL). The development of data-driven
MPC methods was motivated by the need to improve MPC
performance in three key aspects: simplifying the optimal tuning
of weighting factors and prediction horizons [61], minimizing
computational complexity [59], and enhancing parametric esti-
mation [64].
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G. Stochastic MPC

Stochastic MPC is applied to systems with probabilistic dis-
turbance d(k) ~ D, where d(k) could be a known probability
distribution. This is different from the bounded system described
in (1). In this case, the controller seeks an optimal control input
that minimizes the expected cost E(.J,,) over a prediction horizon
N. This is subject to deterministic state and input constraints,
as well as (probabilistic) chance constraints. Thus, stochas-
tic MPC is more suitable for systems with random variables
and risk tolerance, e.g., microgrid system-level optimization
with probabilistic market and weather conditions. However,
the prior-described deterministic methods are more suitable for
safety-critical applications at the power converter level, which
have disturbances within a permissible range.

Summary: All the afore-described methods are commonly ap-
plied in the literature to converter-level control except stochastic
MPC and tube-based MPC. Stochastic MPC and tube-based
MPC are seldom applied to power converter-level control be-
cause their computational complexity and latency typically ex-
ceed the ultra-fast sampling and control requirements of power
converters. However, both stochastic MPC and tube-based MPC
are common techniques for the system-level where the timescale
can be up to several hours, and parallel-computing devices can
be applied. Besides the robust MPC techniques discussed, some
other methods include: prediction error compensation [7], [65]
quasi-sliding-mode MPC [66], passivity-based MPC [57], and
repetitive control MPC [67].

IV. ROBUST MPC FOR CONVERTER-LEVEL CONTROL

The previous section introduced robust MPC techniques ap-
plied generically to all hierarchies of microgrid control. In
this section, the schemes that are commonly applied to power
converters in microgrids are reviewed, for both GFM and GFL
modes of operation. Furthermore, the role of multiobservers in
robust converter control is explored. These methods are summa-
rized in Table I.

A. GFM Power Converters

GEFM power converters in microgrids are responsible for
providing voltage and frequency references to the network—
without reliance on grid-synchronization. GFM converters with
LC filters [shown in Fig. 3(a)] are usually required for the
supply of high-quality power to the loads when the microgrid
is operating in islanded mode. Among several uncertainties that
cause prediction error in the application of MPC to converters,
parameter mismatch was one of the first to be extensively stud-
ied.

1) Adaptive MPC: The most intuitive way to correct pa-
rameter mismatch is to update the model online. Thus, adap-
tive MPC includes different methods for real-time parameter
identification with online parameter update in the controller.
The ARX model, which is a combination of an autoregressive
model and an exogenous input model is a data-driven method
that models dynamical linear-time-invariant systems. Heydari
etal. [36] first employed the ARX model for real-time parameter
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ROBUST MPC TECHNIQUES FOR MICROGRIDS: CONVERTER-LEVEL CONTROL

Method Approach Advantages Disadvantages
ARX identification [36], [42] (GFM) Interpretable; robust to parameter mismatch. Sensitive to noisy data/disturbances.
Neuro-fuzzy identification [43] (GFM) Improved identification over fuzzy methods. Requires large training dataset.
ARX identification [37] (GFL) Low to medium computational burden. Tuning process can be involving.
%‘%’ﬁve Grid impedance estimator [44] (GFL) Robust to grid-impedance variations. Variable switching frequency.
Extended Kalman filter [39] (GFL) Effective for nonlinear systems. Tuning process can be involving.
Virtual flux-based [38] (GFL) Online inductance identification. Poor measurement noise suppression.
Singular-value decomposition [40] (GFL) Adaptive weighting factor. Poor measurement noise suppression.
Tube-based Two-stage FCS-MPC [12] (GFM) Robust to parameter mismatches. Noise robustness not studied.
Learning-based Gaussian [45] (GFL) Robust to parameter and noise uncertainties. Increased computational burden.
Extended-state observer [46] (GFM) Ultra-local model improves parametric robustness. ~ Noise attenuation varies with ESO.
Kalman filter [47], [48] (GFL) Attenuates Gaussian noise. Sensitive to nonlinearities.
Sliding-mode observer [49] (GFL) Robust to parameter uncertainties. Not robust to unmodeled dynamics.
(b)at;:zrver— Cascade ESO [50], [51] (GFL) Good measurement noise attenuation. Poor disturbance rejection.

Parallel-cascade ESO [34] (GFL)
Quasi-resonant ESO [52] (GFL)
Generalized ESO [53] (GFL)

Good noise suppression/dynamic performance.
Robust to fast-varying disturbances.

Good noise suppression.

Medium to high complexity.
Tuning requires expert knowledge.

Limited disturbance rejection.

Multivariable

LC-ilter i, v feedback (GFM) [54]
LC L-filter 2-/3-state feedback [55] (GFL)

Improved parametric robustness

Resonance damping; improved robustness.

Limited noise attenuation.

Limited noise attenuation.

Gradient-based
Compensation

Passivity-based

Table-based computations [56] (GFM)
Prediction error compensation [7] (GFL)
Passivity-based MPC [57] (GFL)

Improved parametric robustness

Improved parametric robustness.

Robust to uncertainties with stability guarantees.

Robustness to noise is not guaranteed.
Poor noise attenuation.

Increased design complexity.

Data-driven

Kernel methods [13] (GFL)
Learning-based tube MPC [45] (GFL)
Bayesian network [58] (GFL)

ANN emulator [59], [60] ( GFM/GFL)
ANN weighting factor tuning [61] (GFL)
Time-delay NN emulator [62] (GFL)
Recurrent neural network [63] (GFL)

Good overall robustness.

Online learning reduces conservativeness.

Has probabilistic reasoning; handles uncertainty.

Good at handling non-linear relationships.
Some improvements to parameter robustness.
Better robustness to parameter mismatch.

Requires sparse data for training.

High computational cost.

Improved robustness than fixed tube.
Computationally expensive for large
Requires large data-sets for training.
Limited noise suppression.

Limited measurement noise suppression.

Higher complexity; more memory usage.

GFM is grid-forming converter, and GFL is GFL

identification, while an analytical method for computing the
ARX model parameters was proposed in [42]. Although this
approach is simple and interpretable, it is nonrobust to noise
in data, model inaccuracies, external disturbances, and non-
linearities. The model parameters also require intricate design
procedures to avoid tradeoffs between model accuracy and real-
time computational load [42]. The neuro-fuzzy technique was
proposed for identification of filter parameters online [43]. This
technique requires significant data for training, and can have high
computational demands; meanwhile, its online tuning can be
challenging. A nonlinear least-square adaptive Gauss—Newton
optimization approach in [68] for system identification has good
disturbance rejection and robustness to multiple uncertainties.
But its design and implementation are involving, requiring large
computational requirements.

2) State-Gradient MPC: Table-based state gradient differ-
ence method of state prediction is another popular method in the
literature. It computes state predictions by differences between
consecutive discrete time gradients of state variables [56]. This
method has reportedly manifested good robustness to parametric
uncertainties When combined with feedforward of disturbance
estimation, it can also improve disturbance rejection. Nonethe-
less, the scheme does not mitigate sensor noise intrinsically.

3) Observer-Based MPC: The disturbance-observer-based
MPC is one of the methods that is capable of holistic miti-
gation of parameter variations, modeling uncertainties, sensor
measurement noise, and external disturbance. The common
approach as reported in [46] is the use of an ESO to estimate the
state within a model-free framework with lumped disturbance
estimation. Estimated disturbance feedforward compensates for
different disturbances including model/parameter uncertainties,
measurement noise, and external disturbances. The limitation of
this method lies in the classical linear ESO’s high gain, which
creates an intrinsic tradeoff between disturbance rejection and
measurement noise suppression. Nonetheless, some solutions to
this challenge have been proposed, as discussed in Section I'V-C.

4) Multivariable Feedback MPC: The second-order LC-
filter system has state intercoupling that a single-state feedback
control of capacitor voltage v described in [6] is unable to ac-
count for. To improve the steady-state performance, higher pre-
diction horizons were proposed in [29]. Although this approach
can suppress intercoupling harmonics better, it increases the
real-time computational requirements. Meanwhile, the model
discretization approximations further limit the permissible pre-
diction steps. To alleviate this challenge, multivariable feedback
control has been introduced by different researchers. In addition
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Fig.6. Steady-state output voltage distortion in GFM converter due to parame-
ter variations. (a) Conventional MPC. (b) Adaptive MPC. (c) Multivariable MPC
with capacitor current feedback. (d) Multivariable MPC with inductor current
feedback.

to tracking the prediction error of capacitor voltage v s, inductor
current ¢ [70], and the derivative of vy [1] have been proposed
as primary control objectives. This approach gives superior
steady-state robust performance than the previous approaches
(and comparable to carrier-based sinusoidal PWM). Fig. 6 shows
the superior performance of multivariable MPC, relative to other
techniques, under conditions of parameter mismatches. MPC
schemes depicted in Fig. 7, with single-step prediction horizon
applied, were simulated with system and control parameters in
Appendix A. According to [1], additional secondary objectives
like current limiting and switching effort penalization can also
be added to the cost function with low computational expense.

5) Data-Driven MPC and Other Methods: Although most
of the techniques are model-based, employing all or part of
the system’s dynamic model, emerging data-driven techniques
are accelerating the trend of model-free solutions. For instance,
Huang et al. [13] combined robust predictive control and a mul-
tistep predictor of nonlinear systems obtained from regularized
kernel methods. The method, which maintains the fast dynamic
response of MPC, goes directly from data to control, avoiding
time-consuming online learning procedures. Nonetheless, the
computational cost grows with the size of the dataset and select-
ing the right kernel and tuning hyperparameters can be complex.
Also, guarantee on the actual control performance is not deter-
ministic. Another approach involves using supervised learning
to emulate the control actions of MPC. For the same machine
learning model, the surrogate controller has relatively lower
number of calculations and computational times that do not
increase exponentially with prediction horizon [59]. However,
this method requires a large training dataset for good accuracy,
and might require retraining for different load and operating
conditions.

Other methods include the so-called quasi-sliding-mode FCS-
MPC [66], which has a cost function that includes the predicted
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sliding-mode surface. Although the quasi-sliding-mode FCS-
MPC improves in robustness over the classical FCS-MPC, it
does not account for the intercoupling dynamics of the second-
order system, resulting in limited performance. Tube-based
MPC, though popular in control theory, is not yet popular in the
field of power electronics. The tube-based MPC concept in [12]
has two stages of FCS-MPC, where the first stage generates a
space of permissible state predictions and control inputs based
on a nominal model. Then, a second stage-MPC selects the most
optimal predictions and control inputs from the space for the
uncertain system under appropriate constraints. Table I shows a
summary of the performances and structures of these techniques.

B. GFL Power Converters

GFL power converters are current sources and need to syn-
chronize to the grid voltage phase and frequency using a phase-
locked loop or other synchronization methods. LC'L- and L-
filters are popular choices for attenuating the high-frequency
switching harmonics and ensure compliance with the power
quality standards of grid codes (e.g., IEEE 1547). GFL con-
verters can be operated either in current control mode or power
control mode to provide functions including current injection
into the grid, grid frequency/voltage regulation, etc. Many of
the robust MPC schemes for GFM converters explained in
Section IV-A also apply to GFL converters.

1) Adaptive MPC: Adaptive MPC with ARX parameter
identification was proposed in [37]; furthermore, the CCS-
MPC technique was applied to achieve nonvariable switching
frequency—improving the harmonic spectrum for grid-code
compliance. In grid-tied conditions, the grid impedance vari-
ations could deteriorate the control performance. Hence, grid
impedance algorithm in [44] updates the prediction model
real-time, improving robustness to grid impedance variations.
Furthermore, virtual flux-based filter inductance estimation [38]
was applied to adaptive MPC. Nonetheless, the virtual flux
estimator becomes unreliable under distorted grid conditions [5].
Finally, adaptive changes to the weighting factor can be applied
to reduce tracking error of control objectives under parameter
uncertainties [40]. It should be noted that adaptive MPC tech-
niques generally lack inherent capabilities to mitigate model
uncertainties and sensor noise interferences.

2) Observer-Based MPC: Observer-based MPC is also ap-
plicable to GFL converters. The sliding-mode observer is well-
noted for its robustness, simplicity, and ease practical of im-
plementation [71], [72]. The Kalman filter’s strengths with in
mitigating noisy and uncertain signals are beneficial to GFL con-
verters, as reported in [47] and [48]. Nonetheless, the Kalman-
based method is ineffective with non-Gaussian disturbances and
noise. A comparison of the Kalman filter and sliding-mode
observer indicates that the former has better noise suppression
capabilities, at higher computational cost than the latter [74].
However, these two observers do not account for unmodeled
dynamics.

In order to improve robustness to unmodeled dynamics, the
ultra-local model approach, supported by the ESO was applied
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Fig. 7.
FCS-MPC. (b) Adaptive FCS-MPC. (c) Multivariable feedback FCS-MPC.

MPC schemes for GFM power converters, where VSG is the virtual synchronous generator [69], and LP filter is the low-pass filter. (a) Conventional

TABLE II
ASSESSMENT OF ROBUST MPC SCHEMES FOR GFM/GFL VSCS IN MICROGRIDS

Design Computational Dynamic

Technique Cost function’ . Robustness
complexity burden response
Conventional MPC [6] J=lyP(k+1) —y*(k+1)[3 Moderate Moderate High Low
Passivity MPC [57] J=|lyP(k+1) —y*(k+1)|3 High Moderate High High
Data-driven J=|lyP(k+1) —y*(k+1)|3 Moderate Low to High High
MPC [13], [59] to high moderate
Multivar. feedback ly1er(k + 1)II3 + x2lly2er (k -+ 1)1 Moderate Moderate Moderate ~ Moderate
MPC [1] + 4 Xn ||[Ynerr(k + 1) |3 to high to high
Adaptive MPC J=9P(k+1) —y*(k+1)[3 Moderate Moderate High Moderate
[36] to high to high
Observer-based MPC J=gP(k+1) —y*(k+ 1)|12 Moderate Moderate Moderate Moderate
[46], [71]-[73] to high to high to high to high
J1=lyP(k+1) —y* (k+ D)3
Tube-based s.t. tightened constraints High High Moderate Moderate
MPC [45] J2 = ||yhom (k + 1) — Ymeas(k + 1)|13 to high to high

s.t. nominal constraints

TCost functions show only tracking error objectives. yjerr = Y; — yz*,z\ﬁvhere yP is the predicted value, and y™* is the reference.

g is derived from identified parameters in the controller. gj is an observed term.

in [75]. This technique is simple to implement, but has limited
high-frequency sensor noise suppression. Thus, multifrequency
observers (with cascade and parallel features) with superior
noise handling were proposed in [34], [50], and [73]. However,
the multifrequency observers have slightly higher computational
requirements and more tuning parameters.

The subject of estimation and rejection of fast-varying dis-
turbances was addressed with the quasi-resonant generalized
ESO [52], which has multiple resonant controllers tuned to the
specific frequencies, where high-frequency disturbances are to
be estimated. Note that these methods are different from the
technique in [53], where a second-order generalized integral
observer provides grid-voltage sensorless control, without active
disturbance rejection.

Experimental results in Fig. 8 show the overall relative per-
formances of some observer-based methods to the conventional
MPC. The results are for tests under nominal conditions, mea-
surement noise (white noise of standard deviation 0.20 added to
the measured grid current signal), and parameter mismatches

for control schemes in Fig. 9. Details on the experimental
system and control parameters are provided in the Appendix
B. Note the improved robustness to parameter mismatches of
all the observer-based methods, over the conventional MPC.
Also, the multiobserver techniques produce better measurement
noise suppression than the classical ESO, without significant
tradeoff in computational efficiency. The lowest three average
computational times (in ps) per sampling period are: ESOI1
(5.638), MPC (5.859), and PC-ESO (5.877); while the most
computationally intensive is CESO (6.520). Further comparison
of multiobservers is discussed in Section IV-C.

3) Multivariable MPC: The robust predictive control of
single-order L-filtered grid-connected converters is straightfor-
ward. But additional considerations come into play for third-
order LC L-filter systems. Panten et al. [76] showed that while
single-state current feedback is convenient, it has challenges:
tracking only the converter-side current cannot suppress grid-
side filter resonances, resulting in grid-side current that does not
satisfy grid-code distortion requirements. Meanwhile, although
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Fig. 8.  Experimental results for a GFL converter using different robust MPC
methods (from data in [34]). ESO1 represents the conventional ESO, CESO:
cascade ESO, CP-ESO: cascade-parallel ESO, SAESO: structurally adaptive
ESO, and PC-ESO: parallel-cascade ESO.

tracking only the grid-side current produces lower distortion, the
approach is more susceptible to resonance-induced instability
for short prediction horizons. Feedback control of only the
grid-side current (with active damping) also has a lower tracking
error, lowest switching losses, and better dynamic performance
than two or more-state feedback. However, in order to guarantee
stability, a long prediction horizon is required to guarantee
stability.

Long et al. [71] tackled this challenge by an ultra-local model
with sliding-mode observer-based predictions and error tracking
of the converter-side current alone. Its strengths include the
nonlinear state and disturbance observer with superior mea-
surement noise suppression. However, its weakness is that it
lacks active damping and so is sensitive to harmonics from
switching and grid-side voltage distortions. Thus, in general,
the feedback control of at least two to three variables is recom-
mended. Nevertheless, the control complexity increases with
higher state feedback, i.e., weighting factor design and com-
putational hardware requirements. Falkowski and Sikorski [55]
showed that three-state feedback control has lower steady-state
distortion and better robustness than single-state feedback with
active damping; meanwhile, it also has superior robustness to
grid disturbances.

4) Data-Driven MPC: The data-driven methods for robust
MPC in microgrids leverage machine learning techniques to
improve adaptability and robustness in uncertain environments.
Kernel methods [13] provide strong overall robustness by map-
ping input data into higher dimensional feature spaces, enabling
better generalization, but at the cost of high computational
complexity. Learning-based tube MPC [45] refines the tradi-
tional tube-based approach by incorporating online learning,
reducing conservatism, and improving robustness over fixed
tube designs. Bayesian networks [58] offer a probabilistic frame-
work for reasoning under uncertainty, making them well-suited
for dynamic microgrid conditions, though they become com-
putationally expensive for large-scale applications. Artificial
neural network (ANN) emulators [60], [77] effectively capture
nonlinear system dynamics, but they require extensive training
datasets to achieve reliable performance. ANN-based weighting
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factor tuning [61] introduces moderate parameter robustness
improvements, yet struggles with noise suppression. Time-delay
neural networks [62] enhance robustness against parameter
mismatches but are less effective in suppressing measurement
noise. Recurrent neural networks [63] stand out for their ability
to learn from sequential data with sparse training sets; how-
ever, their increased complexity and memory requirements pose
practical challenges in real-time implementations. Collectively,
these methods contribute to more resilient and adaptive MPC
strategies, albeit with tradeoffs between computational cost,
noise sensitivity, and implementation feasibility.

5) Other Methods: These three robust MPC enhancement
methods—prediction error compensation [7], [65], passivity-
based MPC [57], and repetitive control-based MPC [67]—each
address different aspects of uncertainty and disturbance rejec-
tion in microgrid applications. Prediction error compensation
focuses on reducing the impact of parameter mismatches and
discretization errors. The analytic prediction error correction [7]
method provides a more detailed and hierarchical approach to es-
timating and compensating for prediction errors, while the con-
stant error compensation factor [65] offers a simpler but less pre-
cise alternative. Although both approaches effectively mitigate
parameter mismatches, they fall short in handling model uncer-
tainties and measurement noise. Passivity-based control [57], on
the other hand, ensures system stability by using power shaping
and damping injection to counteract disturbances and parameter
mismatches. Its ability to guarantee robust performance comes
at the cost of increased design complexity, which may pose
implementation challenges. Lastly, the repetitive controller [67]
enhances MPC robustness by rejecting periodic disturbances and
improving resilience to parametric uncertainties and grid voltage
variations. However, it introduces multiple tuning parameters,
making the design process more intricate, and its sensitivity to
measurement noise remains a drawback. Unlike passivity-based
MPC, which ensures stability through power-based formula-
tions, and prediction error compensation, which focuses on
error mitigation, the repetitive controller prioritizes disturbance
rejection but lacks a well-defined approach for measurement
noise suppression.

6) Overall Assessment: Table Il shows a general trend of
tradeoff between robustness, performance and practicality,
across most of the techniques. At one end, conventional MPC
has high performance but is limited by low robustness. How-
ever, the other extreme has methods with high robustness and
performance, but characterized by higher computational burden
(tube-based MPC) and/or increased complexity (passivity-based
MPC and tube-based MPC). Data-driven MPC that emulates the
MPC controller can significantly reduce computational burden
without trading off performance and robustness. But since it
completely relies on data, without the dynamic model, it is not
adaptable to different loads and operating conditions. Multivari-
able feedback MPC is promising, especially if its sensor noise
robustness can be mitigated. However, among the techniques,
observer-based MPC (especially using adaptive observers or
multiobservers) appears to have the strongest balance between
performance and practicality. Due to the wide variety of ob-
servers applied to this method, the next section will provide
further clarity on multiobservers in MPC.
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the structurally adaptive ESO [34].

C. Multiobservers for Enhanced Robust Control

As earlier discussed in Sections IV-A and I'V-B, disturbance-
observer-based methods provide robustness with simple struc-
tures and moderate computational cost. This informs why they
are one of the most popular robust MPC methods in the power
electronics research community. These techniques are com-
monly applied in two ways: a) complete system (full-order)
dynamical model with disturbance or state estimation (e.g., grid
voltage sensorless control in [85]), b) ultra-local model with state
and lumped disturbance estimation using ESOs [71], [86]. The
ultra-local model approach utilizes reduced system parameters,
providing intrinsic robustness to unmodeled dynamics.

Classical single state and disturbance observers (e.g., Kalman
filter, Luenberger observer, sliding-mode observer, ESO, etc.)
introduce a tradeoff between measurement noise suppression,
disturbance rejection, and robustness to model/parameter un-
certainties performance [34], [74]. To mitigate this challenge,
several multiobservers have been proposed in the literature,
namely: linear/nonlinear adaptive ESO, interleaved Kalman
filter and ESO, cascade ESO, cascade-parallel ESO, parallel-
cascade ESO, structurally adaptive ESOs, switched high-gain
observer, and the generalized integrator ESO. Their block di-
agrams, dynamic structures, and relative (dis)advantages are
summarized in Table III.

The linear/nonlinear adaptive ESO [78] has a time-varying
gain to vary the active ESO between a linear and nonlinear
ESO. This makes the ESO maximize the best characteristics
of both linear and nonlinear ESOs, results in improved overall
robustness in addition to minimizing the peaking effect during
transients. The Kalman filter has optimal performance in state
estimation of linear systems with Gaussian noise. However,
among its limitations are sensitivity to model and parameter un-
certainties. The interleaved Kalman filter and ESO scheme [79]
improves the Kalman filter by replacing the filter’s traditional
disturbance with the ESO’s estimated lumped disturbance. Also,
the ESO’s output comes from the noise-filtered Kalman filter’s
output. Although this improves the overall robustness, there are
more parameters to be tuned for each of the Kalman filter and
ESO.

(b)

(©)

Control schemes for GFL power converters. (a) Conventional MPC. (b) Observer-based MPC using the classical ESO. (c) Observer-based MPC using

The cascade ESO [50], [80], comprises a compact cascade of
sub-ESOs each with its gain tuned over a range from a fraction
to full bandwidth of ESO. Noisy measured output is passed into
only a low-bandwidth sub-ESO to reduce noise transmission to
other sub-ESOs. The ESO can sustain the parametric robustness
of conventional ESO, but has weaknesses of traded-off lumped
disturbance estimation and poorer disturbance rejection than
the classical ESO. Therefore, several other ESOs, derived from
the cascade ESO, have been introduced to provide overall im-
proved performance than the cascade ESO: the cascade-parallel-
ESO [73], parallel-cascade ESO [34], and structurally adaptive
ESO [34], [81]. Notably, the latter has better overall robustness
than both the conventional and cascade ESOs.

Switching multiobservers with varying gains [82], [87], [88],
depending on the operating conditions is another approach to
mitigate the compromise between measurement noise suppres-
sion and disturbance rejection. Also, in order to track both
low-frequency and high-frequency disturbances, the generalized
integrator ESO [83], [84] was proposed by combining parallel
resonant filters with the ESO. However, this multiobserver has
reduced phase-margin which needs to be compensated by an
appropriately designed gain.

V. ROBUST MPC FOR SYSTEM-LEVEL CONTROL

This section covers techniques for system-level objectives
within the robust MPC framework: distributed secondary MPC
and EMPC for the energy management of microgrids.

A. Distributed Secondary Control

Secondary control aims to restore voltage and frequency
deviations at the converter level. This can be done by cen-
tralized MPC [23], decentralized MPC [98], and distributed
MPC techniques [23]. Although distributed MPC is easier to
scale for larger microgrids, it requires communication networks,
which are associated with uncertainties, such as communication
delay, packet losses, and environmental disturbances. There-
fore, Mottaghizadeh et al. [95] proposed a distributed MPC
with robustness to time-varying communication delay, additive
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TABLE III
MULTIOBSERVERS FOR ROBUST PREDICTIVE CONTROL

Multi-observer Block Diagram Dynamic Structure Pros and Cons

Linear/nonlinear Compute |(t) Linear {2} o Pro: Better measurement noise sup-
adaptive ESO 4 (v | L _ESO t=d+aoau—01(t)(2—y) pression thar} convemlf)nal ESO.
[78] gain ©—| Non-linear Cz _ N Con: Complicated tuning for the adap-
ESO =-e2()(2 —y) tive gain.
5 3 A N - Pro: Improved overall robustness.
2 Y z z — p
gﬁizzvgier and —»| Kalman [%k Eso [~ 2k ‘fzk +Buu+t Byd Con: More parameters to be tuned for
ESO [79] r filter d —ox(Zx —y) both the Kalman filter and ESO inde-
Z=d+ou—p1(2—2) pendently.
d=—02(2—2)
Cascade  ESO (@) e e B T o than comentonal B8O,
d, 2}[sub- di = —o21(51 — ! tonal ESO.
(501, 180] {d Zjsub-es0 ;1 » on(31 —v) N N Con: Disturbance rejection trade-off.
(en) 2o =d2 + au — p12(22 — 21)
da = —022(22 — 51)
Y {di, 21} Pros: Better measurement noise sup-

pression than conventional ESO. Better
disturbance rejection than cascade ESO.

Cascaded sub-ESOs(01) {J, 5 ZL} — (21 +au— 911(21 _ y)
Ic (2) ' ;

Cascade-parallel dy = —021(21 — y)

ascaded sub-ESOs (02
ESO [73] m 0 — d N N Con: Disturbance rejection perfor-
Zp=dz+au— o12(2 = 21)  pance s traded off, Multiple gains to
Cascaded sub-ESOs(en) —— . 4 ~ ~
{dn,2n} da = —022(22 — 21) be tuned.
23 = d3 + ou — 013(23 — £1)
d3 = —023(%23 — 21)

Pros: Better measurement noise sup-

%1 =di +ou—o11(31 — y)

Parallel-cascade y | Paralleled |, 2y | Paralleled | £ 5} | 7 ) pression than conventional ESO and
ESO [34] ) I s“b(‘ES)OS " S“‘E'ES)OS — U'll = f921(21 -v) better disturbance rejection than cas-
o L fy =do+ou—p12(52 —y)  cade ESO.

d‘Q = —02(52— ) Con: Multiple gains to be tuned.
23 = ds + au—013(53 — 22)
ds = —023(23 — £2)
Structurally- Transient ESOss can be cascade ESO or Pros: Good parametric/model robust-
Y ness, measurement noise suppression,
adaptive =~ ESOs | detection cascade-parallel ESO. ESO¢s can A . PP ?
[34], [81] Azt be parallel-cascade ESO and transient disturbance rejection.
’ p ) : Con: Multiple gains to be tuned.
f=d+ou—o01(2—y)
i igh- Gai s x .
S\yltched high iy» - ﬁl. High-gain {d, 2} {d =—02(2 —v), Pro: Improved overall robustness.
gain observer Selection — pro 3
[82] rules CURENEE where Con: Multiple gains to be tuned.

012 = 0124 if |2 —yl| > €
012 = 012p otherwise

Pro: Good robustness to fast-varying
disturbances.

Con: Phase margin is reduced and
needs to be compensated by an appro-
priately designed gain.

Generalized Inte-
grator ESO [83],
[84]

é_ d+au—o1(2—y)
d=—e2 31 Zr((—v)

Paralleled

resonant
filters

disturbances, and data packet losses. It relies on Lyapunov—
Razumikhin stability analysis for determining of linear ma-
trix inequalities to guarantee a stable terminal constraint set.
However, it relies on the min—-max MPC [35], which has high
computational requirements.

B. EMPC for Energy Management

Energy management systems in microgrids aim to balance
the power supply and demand, in a manner that simultane-
ously optimizes several competing objectives, such as oper-
ational, economic, and reliability goals. At the same time,
the constraints of the system (generation limits, energy stor-
age capacity, charging/discharging rate, grid codes, etc.) must

not be violated. Achieving all these goals can be challeng-
ing in the face of uncertainties in renewable energy, electric-
ity prices, and communication links. For example, Fig. 10(a)
shows a microgrid that requires robust economic manage-
ment. It features intermittent renewable supply, electricity
price uncertainties, critical, and controllable loads. Fig. 10(b)
also shows a possible robust strategy implemented across
multitimescales.
1) Optimization Objectives:

a) Operational objectives: Include real-time dispatch of
available resources, optimal power flow management, and seam-
less transitions between grid-connected and islanded modes.

b) Economic objectives: Reducing electricity procure-
ment costs, minimizing operational expenses of local generators,
optimizing the utilization of energy storage systems, revenue
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Fig. 10. Robust EMPC for microgrids. (a) Microgrid and its components.
(b) Robust EMPC scheme using tube-based EMPC: Derived by authors from
combined solutions in [31], [96], [99], [100], and [101].
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Distributed robust MPC for cyber-resilient microgrids [109].

Fig. 11.
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Future Trends (A)

Non-centralized control

Challenges Future Trends (B)

Computational complexity Cloud-based solutions

Robustness vs. optimality Multi-scale control

Digital twins

Scalability: multi-microgrids Event/self-driven control

Security & autonomy

Cyber-attacks Data-driven control

Fig. 12.  Challenges and trends in robust MPC for converter-based microgrids.

maximization through participation in ancillary service markets
and demand response programs.

c) Reliability and environmental objectives: Optimal
scheduling of energy storage to accommodate renewable inter-
mittency and load variations.

2) EMPC Formulation: EMPC is different from classical
MPC formulations that employ quadratic cost functions for
setpoint tracking. Instead, EMPC directly optimizes the actual
economic performance of the system without requiring separate
economic optimization layers or steady-state target calculations.
The cost function for a microgrid’s economic operation is given
by
Np—1
Z (Cg(k)Pgrid(k) + Cfg(k)Pfgen(k) + Cb (k) Pess (k)
k=0

+Cr(k)Pr(k))

s.t. constraints on: power balance, grid power, fuel gen-

Je =

erator operational limits and ramp rate, energy storage

state of charge, power constraints, and load curtailment
(14)

where Cj is time-varying electricity price, Pyriq is grid power,
CY, is generator fuel costs, Prgen is generator power, Cy, is energy
storage degradation cost, Py 1S energy storage power, C, is
the penalty for load curtailment, and Py, is the curtailed load.

3) Robust EMPC Formulation: This can be formulated as
min—-max EMPC [102], tube-based EMPC [99], distributed
EMPC [91], stochastic EMPC [32], [90], scenario-based
EMPC [103], as summarized in Table V. The following is an
example of the cost function for robust tube-based EMPC to
mitigate uncertainties

Np—1

3" (Cy(k) Paia(k) + Cra(k) Prgen(k) + Co (k) Press (k)
k=0

+CL(k)PL(k)) + alle(k)||

s.t. nominal and tube constraints

Je =

15)

where P is the nominal power and «|e(k)|| is the tube constraint
violation penalty, and other variables are as defined for (14). This
approach was employed in [104]: Robust multitime scale coordi-
nation operation is achieved through a two-stage structure where
anominal MPC controller generates robust reference trajectories
in the long time scale, which are then tracked by an ancillary
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TABLE IV

ROBUST MPC TECHNIQUES FOR MICROGRIDS: SYSTEM-LEVEL CONTROL

Key Focus

Solution Approach

Advantage

Limitation

Multi-Microgrid Coordi-

nation

Uncertainty Management

Load
Management

Cybersecurity
Resilience

Data-Driven MPC

and Congestion

and

Stochastic MPC for elec-

tric vehicles

Distributed robust MPC for islanded multi-
microgrids [2]

Distributed MPC with consensus strategy
for isolated microgrids [31]

Robust Data Predictive Control for multi-
microgrid electricity price forecasting [89]
Chance-Constrained Model Predictive Con-

trol for congestion management in net-
worked microgrids [90]

Distributionally robust MPC for multi-area
dynamic optimal power flow [91]

Adaptive MPC for power management in
isolated PV-battery microgrids [92]

Predictive voltage hierarchical controller for
voltage and power sharing in microgrids
[93]

Virtual inertia control under DoS attacks [94]

Distributed robust secondary control for
voltage and frequency restoration [95]

Online learning-based MPC for microgrid
energy management [19]

Stochastic MPC for electric vehicle (EV)
charging in microgrids [32]

Multi-time-scale stochastic MPC for EV
charging dispatch [96]

Enhances economic efficiency
through energy trading, reduces
uncertainty effects.

Operates without knowledge of mi-
crogrid topology, robust to load
variations.

Significant cost reduction and im-
proved prediction accuracy.

Effectively handles uncertainty and
optimizes congestion management.

Addresses distributed generation
uncertainty and energy-reserve co-
optimization.

Robust to intermittent generation
and load conditions, scalable.

Ensures voltage stability and re-
duces data integrity issues under
communication loss.

Protects against DoS attacks, im-
proves virtual inertia and frequency
control.

Handles communication network
disruptions, ensures resilient oper-
ation.

Adaptable, real-time
making capability.

decision-

Minimizes cost with low computa-
tional burden.

Achieves near-optimal real-time
performance, reduces operational
costs.

Complexity in managing energy trading
and multi-microgrid coordination.

Sensitivity to communication issues.

High complexity in forecasting models
and computational demands.

Computational burden due to stochastic
optimization.

Complex optimization model, requires
decomposition for scalability.

Sensitive to communication disruptions
and latency.

Relies on accurate predictions for com-
pensation.

Complex attack detection and estimator
optimization.

Time-varying delays and packet losses
can impact performance.

High computational cost due to model
complexity.

Difficulty in managing diverse scenar-
ios and uncertainties.

Requires frequent recalculations of sce-
narios.

Hybrid MPC Approach Affine arithmetic in isolated microgrids for ~ Provides robust performance with  Requires predefined uncertainty
uncertainty handling [97] minimal recalculations. bounds.
TABLE V
COMPREHENSIVE COMPARISON OF ECONOMIC MPC VARIANTS
EMPC Type Robustness Eonomic Complexity Best for System Advantages Limitations
Performance Characteristics

Standard Low High Moderate Low uncertainty, reliable =~ e Direct economic opti- e No uncertainty handling
EMPC [108] forecasts mization
Min-Max Very High Low- Very High High uncertainty, safety- e Worst-case guarantees e Overly conservative
EMPC [102] Moderate critical systems, guaran- e Suitable for critical appli- e High computational bur-

teed performance cations den, high complexity
Tube-based High Moderate- High Moderate  uncertainty, e Reduced conservatism vs e Complex tube design
EMPC [99] High balanced robustness-  min-max e Requires linear error dy-

performance e Good stability properties namics
Scenario- Moderate- Moderate- Moderate Well-characterized e Computationally tractable e Limited robustness guar-
based EMPC  High High uncertainty, moderate  Good performance-  antees
[103] robustness needs robustness trade-off e May miss worst-case sce-

narios
Stochastic Moderate High High Known probability dis- e Optimal expected perfor- e Requires accurate distri-
EMPC [32], tributions, expected per-  mance butions
[90] formance focus e Intrinsic uncertainty han- e Computationally intensive
dling

Distributed Moderate Moderate- Moderate- Large-scale systems, e Scalable architecture e Coordination complexity
robust EMPC High High communication e Lower communication e Convergence time

[91]

limitations, scalability

e Privacy preservation
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MPC controller in the short time scale that incorporates real-time
renewable correction information. Similarly, Xie et al. [99]
developed a tube MPC-based multicriteria energy management
framework that provides robustness against system uncertainties
while maintaining economic performance and computational ef-
ficiency. In addition, they devised a novel compound alternating
direction method of multipliers to preserve individual nanogrid
privacy and ensure convergence for the mixed-integer nonlinear
optimization problem. Further details on EMPC for microgrids
can be found in a dedicated study on the topic [105].

4) Decentralized and Distributed Energy Management: Iso-
lated microgrids require stable energy dispatch while ensuring
frequency and voltage restoration amid variable loads and gen-
eration. Navas F. et al. [31] proposed a distributed MPC strategy
that eliminates central coordination, reducing communication
overhead, and enhancing robustness to load variations. Mean-
while, the multiobjective capability of robust MPC is deployed
to ensure both frequency regulation and optimal dispatch within
the same timescale. Similarly, Tavakoli et al. [106] introduced
a decentralized MPC approach with a sliding-mode controller
for voltage and current stabilization in islanded microgrids. This
method provides fast tracking and transient recovery, though its
complexity limits large-scale applications. Ingalalli et al. [107]
employed an online identification method using a Kalman filter,
improving robustness against noise.

5) Energy Management in Multimicrogrids: One of the sig-
nificant challenges in MMGs is managing the uncertainty
of renewable energy sources across interconnected systems.
Zhao et al. [104] proposed a distributed dynamic tube MPC
framework, using cooperative MPC controllers to reduce com-
putational complexity and improve energy efficiency. A game-
theory-based energy trading mechanism ensures a balance
between robustness and economic performance. Similarly, dis-
tributed robust MPC strategy, which integrates robust opti-
mization with dynamic energy trading to mitigate renewable
generation uncertainty is reported to produce effective re-
sults [2]. Despite economic benefits, computational complexity
remains a challenge.

Huang et al. [91] addressed MMG uncertainties using distri-
butionally robust MPC in a multiarea dynamic optimal power
flow model. By co-optimizing energy reserves, the approach
improves operational security while maintaining independence
among microgrids. This method ensures resilience but requires
significant computational resources for multiarea implementa-
tion. Omrani et al. [90] proposed a chance-constrained MPC
framework for MMG congestion management. Stochastic op-
timization ensures reliable operation under uncertainty, though
effectiveness depends on well-characterized uncertainties.

A hybrid robust data predictive control framework [89] inte-
grates outlier-robust extreme learning machine for price fore-
casting with a two-layer distributed control approach. This
method enhances cost efficiency in MMGs but is susceptible
to inaccuracies in price prediction and coordination challenges.
Hybrid control strategies also combine robust and decentral-
ized MPC for improved resilience. Scenario-based MPC using
extreme scenarios (minimum and maximum) together with an
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expected scenario to push control trajectories away from opera-
tional boundaries was presented in [103]. The expected scenario
focuses on economic optimization, while extreme scenarios pri-
oritize safety and robustness. This approach produces enhanced
system resilience against low-probability but high-impact events
with a tradeoff in economic losses. These studies highlight the
potential of distributionally robust and chance-constrained MPC
methods for MMG operation. While they enhance stability and
efficiency, computational complexity, and optimization chal-
lenges must be addressed for large-scale applications.

6) Summary: Table IV summarizes the techniques, high-
lighting that traditional distributed and decentralized MPC fo-
cuses on MMG coordination, congestion management, and un-
certainty mitigation. These methods are effective in improv-
ing system stability and efficiency but may require significant
communication infrastructure. Robust and stochastic MPC for
uncertainty management employs optimization techniques to ac-
count for uncertainties in microgrids. Some incorporate machine
learning to enhance prediction accuracy. Al and data-driven
MPC approaches leverage machine learning and online learning
techniques for adaptive control, making them promising for
real-time applications but requiring large datasets. Stochastic
MPC for EV charging dispatch specializes in managing the
uncertainties of EV integration in microgrids, emphasizing
cost efficiency and real-time adaptation. Hybrid MPC methods
provide alternative uncertainty modeling techniques, balancing
computational efficiency with robustness.

VI. CYBER-RESILIENT MPC FOR MICROGRIDS

Microgrid control systems are increasingly vulnerable to
cyber-attacks due to their reliance on digital communication
and distributed control. These cyber threats pose significant
risks to system stability, security, and economic performance.
In particular, the attacks can be targeted at the following five
key system parts [17]:

1) DER and power converter hardware;

2) control algorithms in the controller;

3) communication links;

4) connection to the main power grid; and

5) sensors/smart meters.

A. Cyber-Attacks and Mitigation Principles

One of the most critical attacks, false data injection attacks,
manipulate sensor readings to mislead control decisions, caus-
ing incorrect power dispatch and voltage instability. Al-based
anomaly detection and blockchain technology can enhance data
integrity and prevent such intrusions. The DoS attacks, which
overwhelm network traffic, can delay or disable control actions,
making the microgrid vulnerable to instability. Countermeasures
include redundant communication paths and intrusion detection
systems.

More advanced threats like man-in-the-middle attacks and
replay attacks exploit vulnerabilities in communication links.
They can lead to unauthorized control or repeated execution of
malicious commands, causing grid instability. Secure encryption
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and authentication protocols effectively mitigate these threats.
Also, malware, ransomware, and command/control hijacking
can compromise control devices, leading to data breaches or
loss of control. Regular software updates, role-based access
control, and behavior-based malware detection enhance security.
Global positioning system (GPS) spoofing attacks, targeting
time-sensitive controllers, disrupt synchronization, which can be
prevented through secure GPS receivers and cross-verification
mechanisms. Overall, securing microgrid control requires a
multilayered approach, integrating cryptographic techniques,
anomaly detection, and network resilience strategies.

B. State of the Art Cyber-Resilient MPC Techniques

A few cyber-attack mitigation strategies for resilient MPC in
cyber-physical microgrids have been proposed in the literature.
The enhanced virtual inertia control [94], [110] approach em-
ploys so-called improved resilient MPC and enhanced resilient
MPC to mitigate DoS attacks by using an attack detection
mechanism, an autoregressive-based estimator, and an MPC-
based virtual energy storage system. This method is particularly
effective in restoring control signal losses caused by DoS at-
tacks. It improves frequency stability and reduces the rate of
change of frequency, ensuring smooth operation under attack.
However, the method is computationally intensive and relies on
the accuracy of the autoregressive-based signal estimator, which
may affect its real-time implementation.

In contrast, the privacy-preserving distributed MPC [111],
[112] method introduces parameter-adaptive distributed MPC
to maintain privacy while ensuring microgrid stability. This
approach utilizes time-varying constraints and quadratic pro-
gramming to balance the privacy preservation of real-time values
against the control performance. Although the strategy secures
data exchange and mitigates unauthorized access, the encryption
algorithms introduce delays, affecting the system’s real-time
response.

Another approach is the use of deep RL-based defense [113],
which employs a soft actor—critic-based deep RL algorithm
to dynamically control DERs and minimize voltage violations
during cyber-attacks. This method adapts to unknown attack
scenarios without needing explicit threat modeling and can
provide real-time corrective actions for voltage stability. How-
ever, it is computationally intensive and demands large training
datasets and real-time tuning, which limits its applicability in
resource-constrained microgrids.

The robust MPC strategies for cyber-physical systems in [109]
(shown in Fig. 11) and [114] utilize novel robustness constraints
and multistep transmission strategies to enhance resilience
against DoS attacks. These approaches ensure closed-loop sta-
bility even under prolonged cyber-attacks and reduce commu-
nication overhead by using a multistep transmission strategy.
However, these methods are less effective against sophisticated
adaptive DoS attacks, and their implementation complexity may
introduce response time delays, affecting the overall system
performance.

VII. CHALLENGES AND FUTURE TRENDS

Several robust MPC have been covered in the preceding
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microgrids. However, despite reported advantages in handling
uncertainties while optimizing control decisions, robust MPC
methods face several challenges that hinder their practical de-
ployment. Challenges include computational complexity, trade-
offs between robustness and optimality, and scalability issues.
These challenges and the future research trends (see Fig. 12) are
discussed in this section.

A. Challenges

1) Computational Complexity and Real-Time Feasibility:
One of the key limitations of robust MPC is its high compu-
tational burden, which makes real-time implementation diffi-
cult. At the converter-level, several studies report similar or
slightly increased computational burden than the nominal MPC
schemes. Conversely, at the system level, robust MPC requires
solving large-scale optimization problems at each control step
while considering worst-case uncertainties. Methods such as
tube-based MPC, distributionally robust MPC, and stochastic
MPC involve complex iterative computations that may not be
feasible for fast-response applications. While parallel computing
and real-time solvers offer potential solutions, their practical
implementation remains costly and technically demanding.

2) Tradeoff Between Robustness and Optimality: Robust
MPC is designed to maintain system stability even in worst-
case scenarios. However, this often results in overly conser-
vative control actions, which reduce operational efficiency.
In renewable-dominated microgrids, such conservatism leads
to higher costs and wasted energy resources. While adap-
tive and data-driven MPC approaches have been proposed to
enhance optimality, they introduce new challenges, such as
requiring extensive historical data for training. This tradeoff
between robustness and performance remains a critical bar-
rier to the widespread adoption of robust MPC in microgrid
applications.

3) Scalability Issues in MMG Systems: Many robust MPC
methods have been developed for single microgrid operation,
but scaling these methods to MMG systems is a significant
challenge. Future power systems will consist of networked mi-
crogrids, where multiple DERs must be coordinated efficiently.
Hierarchical and distributed MPC approaches have been intro-
duced to address this, but they require synchronized communica-
tion and real-time data sharing, which introduces new challenges
related to latency, stability, and computational feasibility.

4) Cybersecurity Vulnerabilities: Despite the rapid advance-
ment of robust MPC techniques, there has been limited atten-
tion to their cybersecurity risks. Microgrids are increasingly
reliant on communication networks (wired and wireless) for
real-time data exchange between controllers, sensors, and dis-
tributed generation units. This dependence makes them highly
vulnerable to cyber threats, such as DoS attacks, data tampering,
spoofing, and malware infiltration. A cyberattack on an MPC-
based microgrid controller could lead to suboptimal control
actions, system instability, or even blackouts. To address these
threats, cyber-resilient MPC architectures must be developed,
integrating advanced cybersecurity strategies within the MPC
framework. Some of the most promising approaches include the
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a) Al-based anomaly detection: Machine learning algo-
rithms can detect and classify malicious activities in real time,
allowing proactive response to cyber threats.

b) Blockchain authentication: Decentralized ledger tech-
nology facilitate the authentication and security of microgrid
transactions and data exchanges.

c) End-to-end encryption and multifactor authentication:
Safeguard control signals and data from interception or unau-
thorized access.

d) Redundant communication pathways and intrusion de-
tection systems: These enhance resilience by providing backup
channels and early threat detection.

e) Timestamp verification and secure GPS: These help
prevent replay attacks and ensure accurate synchronization of
control actions in networked microgrids. As microgrids become
more interconnected and reliant on cloud-based and IoT-driven
control architectures, integrating cyber-resilient strategies into
robust MPC frameworks is essential to ensure secure and stable
energy management.

B. Future Trends

1) Decentralized and Distributed Control for Enhanced Re-
silience: Microgrid control has traditionally relied on central-
ized architectures, making systems vulnerable to single points
of failure. A shift toward decentralized and distributed decision-
making will improve system resilience by enabling multiple con-
trollers to collaborate and reach consensus without relying on a
central authority. Distributed control mechanisms will facilitate
more reliable information sharing in microgrids, ensuring that
no single point of failure can compromise the entire system.
Secure energy trading between microgrids will also benefit from
blockchain-based consensus mechanisms, which can prevent
fraud and manipulation by providing transparent and tamper-
proof transaction records. Meanwhile, the latency introduced by
the blockchain layer needs to be compensated proactively [115].
In addition, distributed decision-making frameworks will en-
hance fault tolerance, ensuring that local controllers can operate
independently if communication with the central system is dis-
rupted.

2) Multitimescale and Multispatial Controllability: Tradi-
tional MPC methods primarily operate at fixed timescales, focus-
ing on short-term control objectives. However, resilient micro-
grids require control strategies that function across multiple time
and spatial scales. Also, uncoordinated actions from higher level
MPC could conflict with lower level stability objectives. So, the
possible interactions between hierarchical control levels which
can be triggered by disturbances should be accounted for and
mitigated. Future research will explore methods to coordinate
long-term cybersecurity updates with real-time power system
disturbances, ensuring control decisions remain effective across
varying timescales. This approach will also improve spatial
coordination by integrating device-level, microgrid-level, and
grid-level responses to maintain system stability, even when
communication networks are compromised. Furthermore, the
economic impact of cyberattacks on energy markets must be
considered, as attackers could manipulate pricing signals to
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disrupt energy trading. Future MPC models should incorporate
economic resilience strategies to counteract such vulnerabilities,
ensuring both operational security and financial stability.

3) Event-Driven and Self-Triggered Control: Current MPC
implementations rely on continuous control updates, making mi-
crogrids more vulnerable to data interception and cyberattacks.
A shift toward event-driven and self-triggered control strate-
gies can enhance both cybersecurity and operational efficiency.
Event-triggered MPC updates control signals only when system
deviations exceed predefined thresholds, reducing unnecessary
communication and limiting exposure to cyber threats. Self-
triggered MPC, on the other hand, schedules control actions
based on internal state forecasts, reducing dependency on ex-
ternal data exchanges that could be compromised. In addition,
anomaly detection mechanisms will play a critical role in cyber-
security by identifying inconsistencies between expected control
events and real-time measurements. This approach allows mi-
crogrids to detect and neutralize malicious data injections before
they impact system stability.

4) Data-Driven MPC for Computational Efficiency and En-
hanced Decision-Making: Artificial intelligence is increasingly
being integrated into MPC frameworks to enhance data-driven
decision-making in microgrids. On the one hand, model-free
techniques are increasing, e.g., hybrid methods combining
ultra-local principles with state-gradient and observer-based
MPC [56]. On the other hand, improved learning-based MPC
methods are necessary for computationally efficient advanced
MPC emulation, and adaptive tuning of parameters for sta-
bility and optimality. Al-powered digital twins will simulate
cyberattacks and disturbances, allowing MPC controllers to
preemptively adjust their strategies. RL-based MPC can improve
adaptability by learning from past disturbances and dynamically
adjusting control strategies. Furthermore, ML algorithms can be
used for cybersecurity, analyzing real-time system data to detect
anomalous control commands indicative of cyber threats. The
success of these Al-driven MPC approaches will depend on the
quality and volume of historical and real-time data available.
As such, research will need to focus on developing reliable
data collection and classification methods to ensure accuracy
in Al-based decision-making.

5) Al-Enhanced, Cloud-Based MPC Solutions: In the indus-
try, there is a growing trend toward Al-enhanced, cloud-based
MPC solutions that enable remote microgrid optimization and
cybersecurity monitoring. Cloud-based MPC platforms will
provide software-as-a-service models, allowing energy opera-
tors to access Al-driven optimization tools without requiring
extensive in-house computational resources. These platforms
will also integrate built-in cybersecurity features, such as real-
time anomaly detection and automated threat mitigation. As
cyber threats become more prevalent, regulatory bodies are
likely to introduce stricter cybersecurity requirements for energy
management systems, compelling industries to adopt secure
and compliant MPC solutions. The transition to cloud-based
MPC will improve scalability, allowing microgrid operators
to monitor and control multiple DERs from a centralized in-
terface while ensuring robust cybersecurity measures are in
place.
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6) Digital Twin-Based Testing for Cyber-Resilient MPC: In-
dustries are increasingly adopting digital twin technology to test
and validate MPC strategies before deployment in real-world
microgrids. Digital twins allow energy operators to simulate
cyberattack scenarios, grid disturbances, and equipment fail-
ures to assess the effectiveness of MPC in responding to such
events. This proactive approach enables companies to identify
vulnerabilities and refine their control strategies before im-
plementing them in actual microgrids. In addition, fault and
attack simulation capabilities within digital twins will support
Al-powered optimization, allowing control strategies to evolve
based on historical and simulated data. By integrating digital
twin-based testing into their workflows, industries can enhance
the reliability and cybersecurity of MPC implementations while
reducing the risk of operational failures.

7) Secure and Autonomous GFM Converters: Another key
industry trend is the development of secure and autonomous
GFM inverters that can operate independently during grid fail-
ures. Unlike conventional GFL inverters, which rely on exter-
nal frequency references, GFM inverters can establish voltage
and frequency references autonomously, enabling microgrids
to sustain operations during blackouts. Future MPC implemen-
tations will play a critical role in optimizing the performance
and security of these inverters. Al-powered intrusion detection
systems will monitor inverter control commands for anomalies,
ensuring protection against cyberattacks that attempt to manip-
ulate inverter settings. In addition, blockchain authentication
mechanisms will be integrated to prevent unauthorized access
and ensure the integrity of inverter control data. By enhancing the
security and autonomy of GFM inverters, industries can improve
the resilience of microgrids and support seamless transition
between grid-connected and islanded modes.

VIII. CONCLUSION

Robust MPC techniques have emerged as crucial solutions
for addressing uncertainties in microgrid control. This article
reviewed various robust MPC strategies for both converter-
level and system-level applications, highlighting their strengths
and limitations. Converter-level robust MPC methods focus on
enhancing local control stability in power converters, while
system-level robust MPC ensures coordinated energy manage-
ment across interconnected microgrids. In addition, we explored
cyber-resilient MPC approaches aimed at protecting microgrids
from evolving cyber threats. Despite their advantages, robust
MPC implementations face challenges such as high computa-
tional complexity, tradeoffs between robustness and optimality,
scalability issues in MMG systems, and cybersecurity concerns.
Future research should focus on developing decentralized and
distributed MPC frameworks to enhance resilience, integrating
multitimescale and multispatial control strategies, and leverag-
ing data-driven and Al-enhanced MPC for real-time adaptability.
Industry trends indicate a shift toward Al-powered, cloud-based
MPC solutions, digital twin-based cyber-resilient testing, and
secure autonomous GFM converters. As microgrid deployments
expand, these advancements will play a critical role in ensuring
reliable, secure, and efficient operation. Robust MPC, combined
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with emerging technologies, will be pivotal in shaping the future
of intelligent, resilient microgrids.

APPENDIX

A. GFM Converter Parameters

The GFM converter control schemes shown in Fig. 7 were
simulated in Simulink/MATLAB with the following system
and control parameters. DC-link voltage V4. = 500 V, nom-
inal frequency f* =50 Hz, nominal voltage V* = 250 V,
filter parameters: Ry = 0.1, Ly =2.4 mH, Cy =25 uF;
line impedance (R; = 0.73 2, L; = 13.33 pH); droop coeffi-
cients (k, = 2.1 mV/Var, k; = 5.2 mrad/W); moment of inertia
= 0.64 kg - m?; weighting factor for each of inductor current
and capacitor voltage feedback (A; = A, = 5.0); sampling pe-
riod Ts = 25 ps. Note that the virtual synchronous generator
scheme is the simplified version studied in [116].

B. GFL Converter Experimental Setup

Experimental results in Fig. 8 for the control schemes in Fig. 9
were validated on a laboratory test bench. PLECS software
was used to write the codes for B-BOX RCP3-? controller.
Imperix’s two-level power SiC MOSFET converter modules were
utilized. The key parameters of the system are: dc-link voltage
Vae = 130 V, grid frequency f = 50 Hz, grid voltage (rms)
eg = 25V, filter parameters R; = 0.04Q2, Ly = 5.0 mH, load
resistance Ry = 40 2, sampling period T = 20 us, PI con-
troller gains Kpyqc = 0.3 A/V, kjygc = 40 A/V, ESO bandwidth
wp = 3 krad/s. Methods compared include conventional MPC
(described in [34]), and model-free MPC based on: conven-
tional ESO [117], cascade ESO [50], cascade-parallel ESO [73],
parallel-casacade ESO [34], and structurally adaptive ESO [34].
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