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Dynamic Defense Method Against Malicious Attacks
for DC Microgrids

Zhixun Zhang"”, Jiangiang Hu
Josep M. Guerrero

Abstract—DC microgrids can significantly benefit from the im-
plementation of distributed communication and control, but these
advancements also increase susceptibility to malicious attacks. To
address these concerns, this article proposes a defense method
to resist malicious attacks, including false data injection attacks
(FDIAs) and denial-of-service (DoS) attacks. The proposed method
includes two key strategies. To resist FDIAs, a strategy is employed
that involves dynamically removing security data-assisted equiv-
alence relations. The equivalence relations can detect FDIAs and
compute mitigation vectors to eliminate their adverse effects. In
addition, the dynamic removal of security data strategy reduces the
computational burden and improves the computational efficiency
of the dc microgrid. In response to DoS attacks, a weighted average
estimation method is proposed. Subsequently, the estimated cur-
rent values are transmitted to the controller to ensure the stability
of the dc microgrid. Finally, simulation results on dc microgrid
clusters demonstrate the validity of the proposed defense method.

Index Terms—DC microgrids, denial-of-service (DoS) attacks,
dynamic defense, false data injection attacks (FDIAs).

NOMENCLATURE
A. Parameters of the DC Microgrids Model
T Sampling time.
C; Capacitance of the buck converter.
L; Inductance of the buck converter.
R; Resistance of the buck converter.
Vi(k)  Output value of the voltage.
I;(k)  Output value of the current.
Ry Resistance of the contact line of dc microgrids ¢ and j.
Li; Inductance of the contact line of dc microgrids ¢ and
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V.i(k) Voltage command.

Ryr; Resistance load.

I Current load.

N; Neighbor set of the ith dc microgrid.

Ie; Current sharing ratio of the ¢th dc microgrid.
Vet Reference voltage value of ¢th dc microgrid.
v Coefficient of the dc microgrid cluster.

B. Parameters of the Malicious Attacks and Defense Method
f Upper bound of the false data vector.
b, Sampling time of DoS attacks.

®y Normal sampling time.

o Whole sampling time.

o Constant of DoS attacks.

r Residual matrix.

H Jacobian matrix of the dc microgrid.
L Nominal values of the inductance.

C Nominal values of the capacitance.

1) Percentage deviation.

ri Residual threshold.

o, Standard deviation of residual terms.

(o Adjustment parameters of the confidence interval.
d Upper limit of residual test data capacity.

Copéx Computational cost.

Cré  Memory usage.

w,n  Weighting factors of dynamic data removal method.
w Weighting factor of CPSO algorithm.

n Total number of weighting factor in the swarm.
c1,co  Acceleration coefficients.

w Inertia coefficient.

1,72 Uniformly distributed random numbers.

C. Abbreviation

DC Direct current.

MG Microgrid.

FDIAs False data injection attacks.
DoS Denial-of-service.

AC Alternating current.

CPS Cyber-physical systems.
MTD  Moving target defense.
CPSO Cooperative particle swarm optimization.
RES Renewable energy source.
ESS Energy storage system.
PCC  Point of common coupling.
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I. INTRODUCTION

NDER the trend of vigorous development of renewable
U energy, microgrids have become a critical component of
intelligent power systems due to their ability to effectively con-
sume renewable energy sources [1]. Moreover, the large-scale
distributed energy in microgrids can provide economic benefits
and a reliable source of energy for load supply. There are two
main types of microgrids: dc and ac. In a dc microgrid, the
internal components, such as distributed energy, energy storage
devices, and loads are connected to a dc bus, which makes the
structure of a dc microgrid more efficient and concise com-
pared to an ac microgrid where the internal components are
connected to the bus through power electronics. Furthermore,
in comparison to ac microgrids, dc microgrids operate with
a unidirectional flow of power, eliminating the necessity for
frequency and reactive power management, thus significantly
streamlining reactive power management. This mode of opera-
tion simplifies the entire system, lowers operational expenses,
and boosts overall efficiency and reliability [2], [3]. Therefore,
the development of microgrids, especially dc microgrids, can
contribute to the efficient and sustainable use of renewable
energy sources.

Microgrids are modern CPS that heavily rely on advanced in-
formation and communication technologies to control and com-
municate with each other. However, this increased reliance on
technology also elevates the risk of cyber attacks. For instance,
in December 2015, the Ukrainian national power grid suffered
from FDIAs, leading to extensive power outages throughout
the country. Then, in March 2019, hackers exploited known
vulnerabilities in Cisco firewalls to execute DoS attacks on an
American renewable energy power company. These attacks in-
flicted considerable damage on the nation, including production
interruptions, halted commercial activities, service disruptions,
and significant economic losses [5], [6]. FDIAs are primarily
utilized to inject false data into the microgrid to cause unstable
deviations in voltage and proportional current sharing. Attackers
target the link between sensors and the controller, as it is often
the most vulnerable area with weak defense [7], [8]. On the
other hand, DoS attacks disrupt the transmission of informa-
tion, hindering the timely exchange of critical data between
microgrid neighbors or sensors. This disruption can prevent
the controller from making appropriate adjustments based on
the corresponding information, leading to a significant impact
on the stability of microgrid. DoS attacks often occur on the
communication line between neighbors and can cause cascading
failures of microgrid clusters [9]. Given the severe impact of
FDIAs and DoS attacks on microgrids, it is crucial to ad-
dress their security. By implementing appropriate security mea-
sures, microgrids can continue to provide reliable and efficient
energy services while protecting against potential malicious
attacks.

Considering the destructive nature of FDIAs and DoS attacks,
as well as the reliability and efficiency of dc microgrids, exten-
sive research has been dedicated to exploring protection mea-
sures for dc microgrids. First, countermeasures against FDIAs
can be classified into the following four types.
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1) Signal-based: The signal-based approach focuses on
combating FDIAs by detecting signal characteristics and
changes within the system [10], [11], [12].

2) Model-based: The model-based approaches are mainly
defended by system modeling and parameter information,
including static state estimation[13], dynamic state esti-
mation [14], [15], observer-based [16], [17], [18], matrix
separation [19], [20], and parity-based [21].

3) Data-driven: The data-driven approach is based on his-
torical data and measurement data to develop protection
strategies, including machine learning [22], [23], [24],
[25] and reinforcement learning [26], [27].

4) MTD: The approach of MTD increases the difficulty and
uncertainty of the attack mainly by adding controlled
offsets and variations to the system [28], [29], [30].

Second, research on dc microgrids against DoS attacks, in-
cluding resilient control based on new sampling period and
communication mechanism [31], [32], [33], resilient controller
based on consensus algorithms [34], controller based on control
laws and attack parameters [35], event-triggered control [36],
[37], [38], [39], an enhanced state estimation algorithm [40],
and software defined network [41].

All the above studies are only for FDIAs or DoS attacks,
but FDIAs combined with DoS attacks can cause vigorous
serious impacts on microgrids. Considering the malicious at-
tacks consisting of FDIAs and DoS attacks, some detection
and countermeasures are proposed. In [42], a signal temporal
logic-based method was proposed to detect and locate FDIAs
and DoS attacks, and the damage level of the attacked part
of the system was also determined. Hu et al. [43] proposed
a segmented observer to estimate the system state under DoS
attacks and the unknown FDIAs. In [44], a switching secondary
controller based on current and voltage error was developed
to recover the uniform current and voltage under FDIAs and
DoS attacks. A parallel control network layer was suggested
in [45], which can collaborate with the control network layer
to resist FDIAs and DoS attacks. Chen et al. [46] proposed a
resilient controller with compensation method, furthermore, the
method can cope with unbounded FDIAs and DoS attacks with-
out frequency information. In [47], a distributed event-triggered
communication policy based on bandwidth allocation was pro-
posed, which can maintain the normal allocation of bandwidth
under FDIAs and DoS attacks. In [48], a three-stage defense
framework is proposed where the resilient controller guarantees
the communication of the system in the first stage. Then, the
network partitioning problem caused by hybrid attacks is solved
in the second stage based on software-defined networking, and
the third stage based on local control.

However, most existing works on FDIAs focus only on
detecting FDIAs and fail to provide corresponding protective
measures. FDIAs can be easily concealed in hybrid attacks,
rendering both signal-based detection and observer-based ap-
proaches insufficiently robust against stealthy FDIAs. Moreover,
research on malicious attacks involving FDIAs and DoS attacks
is still limited. Some of these methods may involve complex
computations and algorithms, such as signal temporal logic [42]
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or distributed event-triggered communication strategies [47].
This could result in high computational costs and delays in
practical systems, particularly for large-scale microgrid sys-
tems. Furthermore, the literature mentions certain network-level
strategies, such as parallel control network layers [45], [48],
to counter attacks. However, these methods may require fur-
ther research to ensure the resilience of the network. Specif-
ically, for the network partitioning issues caused by FDIAs
and DoS attacks, more comprehensive solutions are needed
to ensure that the system can maintain normal communica-
tion and control after the attacks. For this reason, simpler and
more efficient detection and countermeasures are preferable
for addressing malicious attacks that include FDIAs and DoS
attacks.

Motivated by the above discussions, this article proposes

a lightweight countermeasure against malicious attacks that
combine FDIAs and DoS attacks. First, this article utilizes an
equivalence relation-based detection strategy, combined with a
dynamic security data removal approach, to detect the presence
of FDIAs in dc microgrids. This approach is designed to be ro-
bust against FDIAs, regardless of unknown system membership
and parameter changes. In addition, if the amount of data in
the equivalence relation exceeds the computational capacity of
the dc microgrids, the dynamic security data removal approach
removes the normal data from the previous m steps. This action
alleviates the computational load on the dc microgrid, thereby
enhancing detection efficiency. Once FDIAs are detected, miti-
gation vectors are computed using equivalence relations and then
injected into the dc microgrids to counteract the negative impact
of FDIAs. Second, a weighted average estimation method is
proposed to estimate the current value that cannot be transmitted
during the DoS attack period. The weighting factor is obtained
using the CPSO algorithm. The historical data of the past k steps
are combined with the optimized weighting factor to estimate
the optimal current value, and then the optimal voltage value is
calculated and transmitted to the controller based on the current
sharing error. This ensures the safe operation of the dc microgrid.
Finally, this article verifies the effectiveness of the counteracting
malicious attacks method in the dc microgrid cluster. The main
contributions of this article are as follows.

1) An equivalence relation-based strategy is employed to
against FDIAs, which is robust to false data and can avoid
the interference of other data and parameters. In addition,
the proposed method calculates mitigation vectors based
on the equivalence relation, which effectively counteracts
the negative effects of FDIAs.

2) A dynamic security data removal approach is proposed to
alleviate the computational and memory burden of the dc
microgrid. By selectively removing security data from the
equivalence relation based on the system-set threshold,
this approach significantly improves the efficiency of the
countermeasure against FDIAs.

3) A weighted average estimation method is developed to
compensate for the missing control information during
the DoS attack period. The weighting factor is optimized
through the CPSO method, ensuring that the final esti-
mated control value is optimal.
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Fig. 1. DC microgrid cluster.

The rest of this article is organized as follows. Section II
illustrates the dc microgrid and its control objects. Section III
introduces the malicious attacks and the countermeasure strat-
egy. Section IV presents the simulation results of the proposed
strategy. Discussions on the proposed countermeasure strategy is
provided in Section V. Finally, Section VI concludes this article.

II. DC MICROGRIDS MODEL

A. Graph Theory

The dc microgrid forms a cluster with other dc microgrids
through interconnection lines that include the resistance and
inductance. Suppose there is a microgrid cluster consisting
of N dc microgrids, and the dc microgrid in the microgrid
cluster communicates with their neighbors through a commu-
nication network, which can be defined as an undirected graph
G ={0,¢, A}, where O = {1,2,...,N} is the set of dc mi-
crogrids, € = O x O is the set of communication links, and
A = [a;;] € R™*" is the adjacency matrix of the undirected
graph. If dc microgrids ¢ and j are connected, then a;; > 0.
Otherwise, a;; = 0. The Laplacian matrix Lpc = [l;;] € R™*"
iscomposed of I;; = —ag;,i # j,andl;; = XN a;,i = j. The
illustration of the microgrid cluster is shown in Fig. 1.

B. Electrical Model of DC Microgrids

In this section, the dc microgrid’s energy is primarily supplied
by a combination of a RES system and an ESS. These systems
are connected to the PCC bus via a buck converter. The PCC bus
has a ZIP load, which includes a constant impedance load (Z),
a constant current load (I), and a constant power load (P). The
constant power load includes a constant negative impedance and
a current load. To linearize the constant power load, the ZIP load
can be modeled as an impedance load and a current load [49].

The model of the ¢th dc microgrid is shown in Fig. 2.
The neighbor set of the ith dc microgrid can be defined as
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Fig.2. DC microgrid model.

N;={j € Oli,j € e}. Since the local controller is imple-
mented by a digital controller, the dynamic of the ¢th microgrid
can be expressed as

Vilk 1) = (1= 3 ) Vilh) & S, (2570
_|_

+)\-1 ) )Llle( )
Li(k+1) = xaVei(k) + (1 = A22Ri)1; (k) — A2Vi(k)
(D
where Ay = T/C;, Ao =T/L;, T is the sampling time and

C;, L;, and R; are the capacitance, inductance, and the resis-
tance of the buck converter; V;(k) and I;(k) are the output
value of the voltage and current; R;; and L;; are the resistance
and inductance of the contact line of dc microgrids ¢ and j;
Vei(k), Rpi, and Iy, represent the voltage command, the resis-
tance load, and the current load, respectively; JV; is the neighbor
set of the 7th dc microgrid.

C. System Model

According to the dynamic (1), the state space equation of the
1th dc microgrid can be expressed as

yi(k) = Cii(k) @

where x;(k) = [V;(k), I;(k)]T is the state of the ith MG;
u;(k) = [Vei(k)] is the control input; d; (k) = [>_;c v, (Vi(k) —
Vi(k))/Rij — Ir;(k)] is the external disturbance including the
coupling with the adjacent MG and the external input. According
to the (1), the coefficient matrix of the ¢th MG can be shown:

A
=1 A 0
—A 1— xR |’ A

2 2R 2 (3)

D. Control Model of DC Microgrids

In a dc microgrid cluster, two key performance indicators are
accomplished to ensure its stability. First, the energy distribution
within the dc microgrid is based on the rated power of the
ZIP load. This measure prevents overloading of the local ZIP
load and mitigates large-scale failures within the dc microgrid.
Second, the bus voltage is kept consistent with the local busbar
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Control model of dc microgrid.

reference voltage to prevent voltage deviations that could lead
to system instability. These two indicators can be expressed as

Li(k) _ Li(k)
—_— = , forVi,j € O
Ici Ic;’ J
Vilk +1) =V (k +1) 4)

where I is assigned according to the rated power of the ith dc
microgrid and the load of each dc microgrid is proportional to the
energy; V! is the reference voltage value of ith dc microgrid.
The control model of dc microgrid is shown in Fig. 3. A dc
microgrid is a decentralized electricity group that can commu-
nicate with its neighboring grids through a communication net-
work. This unique feature of the microgrid allows it to function
autonomously in island mode while also working with the macro
grid. By changing the modes, the microgrid provides security to
the supply, and can transfer power between island and connected
modes. Consider the ¢th dc microgrid as an illustration, it can
transmit I;(k)/I¢; to the neighboring jth dc microgrid while
simultaneously receiving information I;(k)/I¢; from the jth
dc microgrid. According to the received information, the current
proportional deviation of the dc microgrid is shown as follows:

k) =) (Ii(k) - M) : (5)

I Ico;
JEN; Ci Cyj

Based on (4) and (5), the control algorithm for the ¢th dc
microgrid can be expressed as

Vi(k + 1) = Vi(k) — vyi(k) (6)

where v > 0 is the coefficient of the dc microgrid cluster. With
the adjustment of the controller and inner voltage and current
controller, the voltage of the ¢th dc microgrid is equal to the
reference voltage, and the current proportion deviation 7; (k) is
finally restored to the normal value, which satisfies ; (k) = 0.

III. MALICIOUS ATTACKS AND DEFENSE METHOD

In this section, FDIAs and DoS attacks are first introduced.
Then, the corresponding defense strategies are developed for
malicious attacks including FDIAs and DoS attacks in dc mi-
crogrids.
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A. FDIAs and DoS Attacks

In this article, it is assumed that an attacker can access the
communication network of the MG and then launch FDIAs
or DoS attacks. As shown in Fig. 3, the value of V;(k) from
the sensors may carry false data or fail to transmit after being
attacked by the attacker.

FDIAs: Here, the false data vector injected by the FDIASs is
defined as

VP k) = Vi(k) + Fi(k). (7

Then, the state space equations of the ith dc microgrid can be
expressed as

{ fl}'z(k"‘].) = Ajxi(k) + Biui (k) + M;d; (k) ®)
yi(k) = Cizi( )""CMCCFDI( )

where C,; = [1, O}T is the FDIA matrix and z!P!(k) =
[Fi(k),0]" is the FDIA vector.

Assumption 1: The false data vector of FDIAs is upper
bounded. If the false data vector F;(k) = [f1, f2, .., fn]7, then
| fi (k) |lmax < f, which f is the upper bound of the false data
vector.

DoS attacks: As shown in Fig. 3, the next sampling moment
control output of the microgrid requires information from the
previous sampling moment, which is transmitted over the com-
munication network through the sensors. Under the DoS attacks,
the communication channel is blocked during the sampling time,
causing the information collected by the sensors about I; (k) /I,
and I;(k)/Ic; to be untransmitted. The microgrid is unable to
make the next instruction because of the missing information.
The set of DoS attacks can be defined as

L, ki € B3 2 [kar, ko, - K
A T
DoS(k) {0, ke (I)2 [knl, kna, ..., knn]

where ®; represents the sampling time of DoS attacks; @,
represents the normal sampling time. ® = &, | ®, represents
all the sampling time of the MG.
Assumption 2: DoS attacks are bounded in time and number.
1) The duration of DoS attacks are defined as T, which is
less than the sampling time 7" of the dc microgrid, and can
be represented as Tp < T'.
2) The number of DoS attacks condition satisfy

€))

T
In(k)| < a+ 2
D

(10)

where |n (k)| represents the number of DoS attacks in the
sampling time, the constants o > 0, 7p > 0.

Remark 1: In practice, from an attacker’s standpoint, the
constraints on energy and resources make it impractical to
sustain a continuous barrage of attacks. Conversely, from the
viewpoint of a system controller, if there were no limits on
the duration and frequency of attacks, perpetual assaults would
make achieving control unattainable and threaten the system’s
stability. Therefore, it is essential to implement limits on the
duration and number of DoS attacks. Assumption 2 gives limits
on the duration and number of DoS attacks, which below 7" and
a+ Tp/7p. These limits are also easy to implement, such as
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existing low-pass filtering and diffusion techniques. It is impor-
tant to note that these limits may vary based on the workload
and severity of the DoS attacks.

B. Strategy to Resist FDIAs

In the defense strategy against FDIAs. First, an equivalence
relationship between dc microgrid inputs and outputs in the past
m steps is established to detect and defend against FDIAs. Then,
residual terms are generated based on the relationship between
outputs and inputs, and the sensitivity of the residual terms to
the attack vector is increased through optimization to ensure
that the detection attack is not affected by perturbation terms.
Second, the mitigation vectors are calculated to counteract the
false data vector when FDIA is detected, and the negative impact
of FDIA is eliminated. Finally, a dynamic security data removal
strategy is proposed to improve the computational efficiency
of the equivalence relation and reduce the burden of the dc
Microgrids.

The output y(k) of the dc microgrid in the past m steps is
expressed as

E=0:y(0)=cz(0) + cz™'(0)

k=1:y(1) = C[Az(0) + Bu(0) + Md(0)] + C2™'(1)
k=2:y(2) = C[ x(1) + Bu(1) + Md(1)] + Cz™"(2)
= (o) + CABu(0) + CAMd(0)
Bu(1) + CMd(1) + Cz™(2)
m—1 )
kE=m:y(m)= CAm.I'(O)-i-Z CA™ Y[ Bu(i)+Md(i)]
=0
+ CzFPI(m). (11)

The output of the system at the last m steps can be written in
the form of a vector matrix, which can be shown as

Y (m) = Nz(0) + PU(m) + RD(m) + SX™'(m) (12)

where Y (m),U(m), D(m), and X*!(m) are the data for the
last m steps. The coefficient matrices IV, P, R, S are presented
in Appendix.

Remark 2: The dc microgrid system proposed in this article
is completely observable, and the initial state value x(0) of the
system can be determined from the corresponding output value
y(m) of the system within a finite iteration step. In addition, the
dc microgrid of nonsublinear equations determined by (12) has
a unique solution satisfying rank(N) = 2(m + 1).

According to (12), the residual utilized to detect FDIAs can
be defined as

r(m) =r" (Y (m) — HU(m))
=r"(Nz(0) + (P — H)U(m)
+ RD(m) + SX™(m))

=T (VQ(m) + SX™(m)) (13)
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where 7 is the residual matrix; H is the Jacobian matrix of the
dc microgrid; V, Q(m) are as follows:

V =[N,P—H,R] € R[2(m+1)]x[2(m+2)]
Q(m) = [z(0),U(m), D(m)].

In order to make the residual term sensitive only to the
attack vector, The residual matrix 7 should be designed to
be insensitive to noise or disturbances in the system, meaning
it should satisfy 77V Q(m) = 0. However, the reality is that
it is difficult to make the 7'V Q(m) = 0, so the optimization
problem can be described as

min (r’VQ(m))
st. L-0L<L;<L+4L

C-iC<(C; <C+46C (14)

where L and C' are the nominal values of the inductance and
capacitance of the dc buck converter, and ¢ is the percentage
deviation.

Remark 3: In the dc microgrid, the parameters of the LC
filter in the dc buck converter may change in a small range.
Considering the impact of the unknown variation on the residual
term, the deviation value ¢ is set to 5%, and the residual
matrix that minimizes the unknown perturbation is obtained by
taking different values in this parameter range to achieve the
optimization goal.

To more accurately detect FDIAs in dc microgrids, the resid-
ual threshold is established based on residual terms 77V Q(m)
under no attack. First, collect the past N sets of residual terms
7. = {Tr1, 72, ., "rn . The residual threshold can be calcu-
lated using the average of historical states and a bias term, which
can be expressed

N
= ) oG (15)
k=1

where o, is the standard deviation and (,, is the adjustment pa-
rameters of the confidence interval. By adjusting the confidence
interval using the standard deviation o, and adjust parameter
(o, the method gains better adaptability, allowing it to flexi-
bly address various dc microgrid environments or monitoring
requirements. This enhances the reliability and robustness of
detection.

When the residual value exceeds the threshold r;* set by the
dc microgrid, the mitigation vector is computed to offset the
false data vectors. The mitigation vector can be expressed as

Z(m) = S~ (Nz(0) + PU(m) + RD(m) — Y (m)) (16)

where Z(m) = [2(0), 2(1), 2(2), ..., z(m)]T is the mitigation
vector. By injecting the mitigation vector into the dc microgrid,
the output state y; (k) can be expressed as

yi(k) = Cimy(k) + Cuy (xFP1(k) + 2(k)) . (A7)

The mitigation vector can make ztP!(k) + z; (k) = 0. There-
fore, the negative impact from the false data is eliminated, and
the mitigation and resistance to the FDIAs can be achieved by

the residual test and the mitigation vector.
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In addition, considering the memory capacity and the com-
putational burden of the dc microgrid, a dynamic security data
removal strategy is proposed by setting an upper limit of residual
test data capacity d. If m > d, the residual terms that do not
exceed the residual threshold in the past m steps will be defined
as safety data, while the safe data will not be utilized for the
computation of the residual test. By the dynamic data removal
method, not only the storage and computational burden of the dc
microgrid can be relieved, but also the FDIAs can be accurately
detected. Define the set of safety data s = [1,2,...,s], r(c) is
the residuals after removing the safety data, and r(c) Ur(s) =
r(m). The residuals with dynamically removed data can be
expressed as

r(e) =r" (VQ(c) + SX™(c)) ,c < d. (18)

Finally, we rigorously analyze the selection of historical data
steps m and dynamic data removal threshold d to balance detec-
tion accuracy, computational efficiency, and memory usage in
microgrid anomaly detection systems. The historical data steps
m is optimized by maximizing detection performance A(m),
subject to constraints on computational cost Ceomp () < Ciaex

comp
and memory usage Cpem(m) < CP2X “which can be expressed

max [A(m)]

s.t. Ceomp(m) < Clom:

comp
Chmem(m) < Ciehy

19)
where Cggiiy and CEL are the maximum computational and
memory capacities the microgrid’s controller can handle without
jeopardizing its real-time performance.

Similarly, the dynamic data removal threshold d defines the
upper limit of retained safe data, balancing algorithm efficiency
Q(d) and the dc microgrid robustness R(d) through a multiob-

jective optimization problem

max [uQ(d) +nR(d)]

st. d>m (20)

where o and 7 are weights that prioritize either memory effi-
ciency (Q(d) or the dc microgrid robustness R(d), respectively.
Q(d) = 1/T,,,(d) measures the execution efficiency in counter-
ing FDIAs when the dc microgrid is allowed to retain up to d safe
data points in its secure data pool, where T,,,(d) represents the
time required to mitigate FDIAs. Meanwhile, Robustness R(d)
is quantified as the detection performance A(d), which captures
the system’s ability to withstand FDIAs.

Remark 4: The larger the value of m, the more historical data
are required, which improves estimation accuracy. However,
excessive historical data can burden the microgrid’s computing
and storage capabilities. Therefore, m should be selected based
on the scale of the microgrid. The most suitable value of m is the
one that ensures the highest accuracy in detecting FDIAs while
maintaining the necessary computing and storage capabilities for
the microgrid’s normal operation. The value of d is the critical
threshold that affects the normal operation of the microgrid. If
the chosen step size is d + 1, the operation of the microgrid will
be impacted. In summary, the selection of m and d should be
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Algorithm 1: Detection and Mitigation Method for FDIAs.
1: Input: System output Y (m) and input u(m) in the
past m steps.
2:  Create residual term:
r(m) = rT(VQ(m) + SXFPL(m)).
4: Minimize the vectors in the residual term unrelated to
FDIA by optimizing problem (14).
5:  Determine the presence of FDIAs by the residual term.
6: if FDIAs are detected
7: Calculate the mitigation vector z(k) to offset the false
data vector.
8: endif
9: ifm>d
10:  Adopt dynamic data removal method to remove the
safety data from the residuals.
11: endif
12:  Output: FDIAs are detected and mitigated.

(O8]

determined based on the scale of the microgrid. The appropriate
values should be chosen to ensure the highest accuracy in
detecting FDIAs while maintaining the normal operation of the
microgrid.

In this section, a methodology to detect and mitigate FDIAs
in the dc microgrid is proposed. Initially, a residual test is
used to detect the presence of FDIAs in the microgrid. If an
attack is detected, mitigation vectors are employed to offset the
presence of false data vectors and protect the dc microgrid from
FDIAs. Furthermore, to enhance the computational efficiency
of the residual test, we propose a dynamic security data removal
strategy that reduces the computational and memory burden
of the dc microgrid. The detection and mitigation method for
FDIAs are summarized in an algorithm provided as follows.

C. Strategy Against DoS Attacks

In this article, the transmission lines of current proportional
sharing cannot transmitted to the controller due to DoS attacks,
which affects the regulation signal of the controller, therefore,
a strategy based on weighted average estimated current is pro-
posed to resist DoS attacks in this section.

Consider the ¢th dc microgrid, which is assumed to be subject
to a DoS attack at step k, the DoS attacks in this article primar-
ily target the proportional current sharing channels within the
dc microgrid. Attackers exploit by sending a large number of
invalid or malicious requests to consume the resources of the
target dc microgrid, resulting in the blocking of the proportional
current sharing channels. Consequently, the controller is unable
to receive proportional current sharing information from both
local and neighboring dc microgrids. First, the current history
data for the past k& — m sampling periods are selected. Then,
weights are assigned to the current of each period worth to the
weighted average estimated current. Finally, the current of the
ith dc microgrid at k sampling periods can be expressed as

Li(k) = wpmli(k —m) + wp 1 Li(k —m + 1)

+ At wp1li(k—1) 21
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where w is the weighting factor, which satisfies wy_, +
Wk—m+1 + -+ -+ wg—1 = 1. Based on the estimated current val-
ues, the estimated current proportional deviation can be obtained

as
Fi(k) = aij <I_i(k) - I_J(k)) -

I Io;
JEN; Ci Cy

(22)

Based on (21) and (22), the control algorithm for the ¢th dc
microgrid under DoS attacks can be expressed as

Vi(k+1) = Vi(k) — ami(k). (23)

In order to make the estimated control input more accurate, the
weighting factors need to be optimized to minimize the error
between the estimated voltage values and the reference voltage
values of the dc microgrid, the optimization problem can be
expressed as

min ||V (k + 1) — ¥k + 1)

Site 0 < Whemyy Whemt1y- - We—1 < L. (24)

Inspired by [50], a CPSO algorithm can be utilized to solve
the optimization problem (24), where each microgrid is con-
sidered as a cluster. The optimization objective of all micro-
grids is achieved by the optimization of each cluster. Defining
the swarms P;,i = 1,2,...,n, where ¢ is the total number of
swarms

(25)

Pi :{wl,wg,...,wn}

where n is the total number of weighting factor in the swarm
P;, and the velocity and position of the particle updates are as
follows:

vi(t+ 1) =wxvi(t)+c1 Xy X [p?(t) fpi(t)]
ez x 92 % [pI(E) — pilt)]

pi(t +1) =pi(t) +vi(t +1) (26)

where ¢ and ¢y are acceleration coefficients and w are iner-
tia coefficient; 1, v2 € [0, 1] are uniformly distributed random
numbers; p?(¢) and p? ®(t) denote the best personal position and
the global best position of particle ¢ at iteration ¢. The schematic
diagram of the CPSO algorithm are shown in Fig. 4. First,
initialize particles for all swarms at random positions, calculate
their fitness, and set the global bests for each swarm. Then,
the iteration loop and the swarm loop are started. Particles are
reset and the stagnation criterion for the sth swarm is checked.
The global best for the swarm is updated, followed by updating
the velocity and position of s particles within the swarm. The
optimization problem (24) is solved during the iteration loop,
and finally, the control output is obtained.

The CPSO algorithm can minimize the error of the opti-
mization problem and obtain the optimal estimated voltage
value, which can be utilized to fill the voltage value of the dc
microgrid subject to DoS attacks that cannot be calculated by the
estimated voltage value V;(k + 1). In addition, CPSO algorithm
can reduce the computational burden on the dc microgrids by
calculating the weight values offline. This method can be a good
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Initialize particles for all swarms for all swarms 7 at random positions

Calculate fitness and set global bests p,‘gb () for all swarms

Reset particles

Check stagnation criterion for ith swarm

Update global best for
swarm

Iteration loop: 1 to Iter |
Swarm loop: i = 1ton |

Particle loop

Update velocity v,(1+1) &
position p,(z+1)through

swarm size population

Optimization problem (22) has been solved

The control output 7, (k +1) has been obtained

Fig. 4. Schematic diagram of the CPSO algorithm.

Algorithm 2: Strategy against DoS attacks.

1: Input: current I;(k) and I;(k) in the past k — m steps.

2:  Estimate the current ;(k) and I; (k) by (21).

3: Estimate the current proportional deviation 7;(k) by
(22).

4: Calculate the control output V;(k + 1) based on (21)
and (22).

5: Improve the accuracy of the estimated voltage values
through optimization problem (24).

6: Determine the presence of DoS attacks based on
whether the proportional current sharing channels are
maliciously blocked.

7: if DoS attacks are detected

8: Utilize estimated control output V;(k + 1) to issue
commands to the DC microgrid.

9: endif

10:  QOutput: DoS attacks are mitigated.

way to stabilize the dc microgrid and enhance the robustness of
the dc microgrid against DoS attacks.

Fig. 5 presents a flowchart outlining a methodology for de-
tecting and defending against malicious attacks in dc microgrids.
The methodology utilizes equivalence relations to calculate op-
timal residuals, which can detect FDIAs by comparing them
to predefined thresholds. The equivalence relations can also
generate mitigation vectors that counteract the effects of FDIAs.
To improve the effectiveness of this approach, a strategy based on
dynamic removal of secure data are used to assistin removing the
presence of FDIAs. On the other hand, the control information
obtained through current estimation calculations and CPSO
algorithm is leveraged to resist DoS attacks. Furthermore, by

IEEE TRANSACTIONS ON POWER ELECTRONICS, VOL. 40, NO. 7, JULY 2025

Information of

O ¢ d
ptimize
—>
= residuals r(m)
PN “Received datét}
45 5 >
N o ~
L2 R B\
: DosS attacks
Malicious attacks )
v & PN
Inject mitigation Weighted average
vector estimated current =
v !
// N Optimization
< om>d > of weighting factor
\\\ yd ' ® by CPSO
1Y
Optimal voltage
() |  Dynamic data pf:stimation &
removal strategy Vik+1)

L DC microgrid

in stable state

Fig. 5. Countermeasures against malicious attacks in dc microgrid.

utilizing the CPSO algorithm and the dynamic removal of secu-
rity data, the computational demands placed on dc microgrids
can be significantly decreased. This approach provides fast and
effective detection and defense against malicious attacks, while
maintaining computational efficiency.

IV. VALIDATION STUDIES

A. Effectiveness of the Dynamic Defense Method Against
Malicious Attacks

In this section, a dc microgrid cluster formed by four in-
terconnected dc microgrids is utilized to verify our proposed
defense method. This dc microgrid cluster is implemented in
the Simpower System toolbox in Matlab/Simulink, and the
simulation model is shown in Fig. 6. The parameter information
of the dc microgrid cluster is shown in Table I. The RES is
modeled as a photovoltaic panel with maximum power point
tracking functionality. This photovoltaic panel consists of 12
series-connected solar cells, each with an open-circuit voltage
of approximately 0.6 V. The photovoltaic panel is designed to
supply power at alow voltage suitable for the system, specifically
matching the reference voltage of 6 V used in the interconnected
microgrid cluster.

Fig. 7 illustrates the injection time and data volume of FDIAs.
In this article, the FDIAs occurs at the point where the controller
sends instructions. The first attack injects a false data vector of
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Fig. 6. Simulation model.
TABLE I
PARAMETERS CONFIGURATION
Parameters Value
Nominal voltage(V) Vet 6
The buck Converter R;,C;,L; 0.1 Q, I mH, 100 uF

Rated Powers(A)

Line resistance(£2)

Line inductance(H)
Impedance load(€2)
Current load(A)

The Control Model
The dynamic security
data removal approach
The weighted average
estimation method
Communication Network
The CPSO algorithm
Performance parameters

1017 1027 [(‘.37 Ic4
Ri2, R13, Roa, R34
Li2, Ly3, Loa, L3a
Rri, Rre, Rrs, Rra
Ipi,Ip2,103,104
v, T

d, m

n, Iter, s
ai12,a13, a24, a34
n, Iter, s, c1, ca

(C/max

1/14, 1114, 1/6, 1/6
11,11

0.1, 0.1, 0.05, 0.05
0.1, 0.1, 0.05, 0.05
0.1, 0.1, 0.05, 0.05
0.05, 5 x 10~°

15, 6

20, 30, 20

1,1,1,1

50, 100, 25, 1.2, 1.2
4ms, 100 kB, 0.5, 0.5

1
|
|
|
|
|
|
|
|
|
|

max
omp » Cmem > 4> 7

2 T T T
FDIA, FDIA,
FDIA; FDIA,
1.5
2
< o1 1
o)
=
051 1
0 . . . . . s .
0 0.5 1 1.5 2 2.5 3 3.5 4
Time(sec)
Fig. 7. FDIA vector.

2 p.u. into dc microgrid 1 at 0.2 s, and 2 p.u. of false data vector
is injected into DC microgrid 2 at 1.2 s. At 2.2 s and 3.2 s, false
data vectors of 1.5 p.u. are injected into dc microgrid 3 and dc
microgrid 4, respectively. Fig. 8 shows the time and attack area of
the DoS attacks. In this simulation, the communication channel
of the first dc microgrid is occupied by the DoS attacks, and the
duration and quantity of the DoS attacks satisfy the setting of
Assumption 2.

Fig. 9 presents the results of the residual test in this article.
Initially, random noise with a magnitude of sin(0.5¢) p.u. was
applied at 0.35 s, load changes were introduced at 0.5 and 1.5 s,
and a small-scale false vector of 0.5 p.u. was injected at 2.02 s
to assess the robustness of the residual test against other vector
changes. The introduction of load variations and random noise
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Fig. 9. Residual test. (PR1, PR2, PR3, PR, are the proposed residual,

R1, R2, R3, R4 are the traditional residual.).

is primarily intended to verify whether the proposed defense
strategy might mistakenly classify normal system fluctuations
as FDIAs. It can be observed that the proposed residual test
in this article exhibits high sensitivity to FDIAs. In the pres-
ence of random noise and load changes, the residuals remain
below the threshold, while the test is also capable of detecting
low-magnitude FDIAs. In contrast, the traditional residual test
falsely detects FDIAs in the presence of random noise, and load
changes have a greater impact on it, with residuals approaching
the threshold during the load changes at 0.5 and 1.5 s, while
failing to detect small-scale FDIAs. Therefore, compared to the
traditional residual test, the residual test proposed in this article
has stronger robustness and is more sensitive in detecting FDIAs.
Meanwhile, the adjustment parameter (,, of the residual thresh-
oldissetto 0.5 and 1. As the adjustment parameter decreases, the
confidence interval narrows. Therefore, the residual threshold
with an adjustment parameter of 0.5 will be more stringent,
leading to an increased probability of detecting FDIAs.

As shown in Fig. 10, without the defensive measures proposed
in this article, the bus voltage values oscillate accordingly under
both DoS attacks and FDIAs, and the voltage values of all four dc
microgrids do not reach the rated voltage values at the end. The
output current values are shown in Fig. 11, the currentratio is also
affected by the malicious attacks, and finally the current ratio
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Fig. 12.  Voltages of dc microgrid cluster with proposed countermeasures. The

voltage in the normal state is 6 V.

does not reach the rated current value. Therefore, the malicious
attacks cause large oscillations in the voltage and current of
the microgrid, which has a great impact on the stability of the
microgrid.

Figs. 12 and 13 show the output voltage and current values
under the method proposed in this articke. During the FDIAs, the
strategy based on equivalence relations and dynamic removal of
security data reacts quickly to detect FDIAs and calculates mit-
igation vectors to eliminate their impact, with dynamic removal
of security data parameters shown in Table I. When a DoS attack
exists, a weighted average estimation method was utilized to
obtain optimal voltage estimation using the CPSO optimization
algorithm. This approach quickly compensated for the lack of
voltage information during the attack. The statistical results for
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MG3/4is 6 A

TABLE II
STATISTICAL RESULTS FOR VOLTAGE OBJECTIVE

CPSO  RPCPSO PSO DPSO

Objective value average 0.5001 0.8214 0.9648 1.2853
Objective value standard deviation ~ 0.0412 0.1623 0.2301  0.4962
Best objective value 0.4241 0.6453 0.7182  1.0639
Average function evaluations 4920 4810 5020 6140

Average Convergence Iterations 98 120 150 200

Estimated Accuracy 0.0050 0.0080 0.0100  0.0150
16 T :
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14 |- 1
z
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Fig. 14.  Dynamic security data removal strategy.

voltage objective are presented in Table II, which depicts the
mean, standard deviation, and optimal value of the objective
function for 25 experiments, along with the average number of
function estimates for four different methods, including CPSO,
randomly partitioned CPSO (RPCPSO), PSO, and decentralized
PSO (DPSO). From the table, it can be seen that CPSO performs
better in several aspects. Its average objective value is 0.5001,
significantly lower than RPCPSO, PSO, and DPSO, with re-
ductions of 39%, 48%, and 61 %, respectively, demonstrating its
advantage in optimizing the objective. In addition, CPSO has
the smallest standard deviation of the objective value, indicat-
ing more stable results. The average function evaluations and
convergence iterations of CPSO are also relatively low, suggest-
ing better computational load and convergence speed. Finally,
CPSO shows the best performance in estimated accuracy, with a
mean squared error of only 0.0050, further proving its accuracy
advantage. Overall, CPSO has better performance and efficiency
compared to the other methods.

Fig. 14 illustrates the effectiveness of the dynamic secu-
rity data removal strategy. When m > d, the strategy quickly
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TABLE III
MITIGATION PERFORMANCE OF THE PROPOSED FRAMEWORK

Mitigation time(s) Performance metrics

Min Avg Max Q(d) R(d) A(m)
Without a dynamic security data removal strategy 0.0471 0.0632 0.0907 - - -
* With a dynamic security data removal strategy(m = 6,d = 15) 0.0257 0.0336 0.0652 59.5 99.3% 97.6%
With a dynamic security data removal strategy(m = 10,d = 20) 0.0352 0.0485 0.0811 412 99.6% 97.8%
With a dynamic security data removal strategy(m = 2,d = 11)  0.0439 0.0572 0.0896 350 98.1% 96.2%
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Fig. 15.  Voltages of dc microgrid cluster with latest input method [51]. Fig. 16.  Current outputs of dc microgrid cluster with latest input method [51].

removes the safety data, restoring the state to m < d in the
next step. This approach reduces the computational and stor-
age burden on DC microgrids while ensuring the accuracy of
FDIA detection. Table Il illustrates the mitigation performance
for the proposed framework when addressing both FDIAs and
DoS attacks. The data indicates that the strategy effectively
mitigates these attacks. With the assistance of the dynamic
removal of security data strategy, the recovery time of dc mi-
crogrids under different parameter selections was tested. In the
experiment with the initial values of m = 6 and d = 15, the
shortest time for the dc microgrids to return to normal is 0.0257
s, with an average time of 0.0336 s and a maximum time of
0.0652 s, while achieving Q(d) = 59.557 1, R(d) = 99.3%, and
A(m) = 97.6%. Without this strategy, the shortest recovery time
is 0.0471 s, with an average time of 0.0632 s and a maximum
time of 0.0907 s. These results show that the dynamic removal
of security data strategy can reduce the microgrid’s computa-
tional burden and accelerate the microgrid’s recovery time. In
addition, given that m remains within the dynamic data removal
threshold d, itis progressively increased to enhance the detection
performance A(m). the values of R(d) and Q(d) enable the
optimization problem (20) to reach its optimum. It provides an
optimal solution that achieves a practical balance between ex-
ecution efficiency and defense robustness, while staying within
the system’s computational cost and memory usage, ensuring
optimal detection performance. Furthermore, the framework is
capable of promptly responding to and mitigating the negative
impacts of malicious attacks, thereby maintaining the stability
of microgrids.

Figs 15 and 16 give the voltage and current outputs un-
der the latest input method, to ensure a fair comparison, the
method for countering FDIAs is the same as that proposed
in this article. To ensure a fair comparison, the method for
countering FDIAs is the same as that proposed in this article.

It is evident that the utilization of the latest input method may
lead to a temporary instability in voltage and current outputs,
characterized by significant oscillations in both voltage and
current. These oscillations cannot be swiftly corrected due to
the diminished accuracy of voltage estimation during DoS at-
tacks. This is a direct threat to the normal operation of the
microgrid. On the contrary, the proposed weighted average
estimation method combined with the CPSO optimisation al-
gorithm can mitigate the oscillations caused by DoS attacks in
a short period of time and guarantee the safe operation of the
microgrid.

From the above, the effectiveness of the proposed method is
verified as it can maintain the stability of dc microgrid clusters
under DoS attacks and FDIAs, and both control objectives
of the dc microgrid can be achieved under malicious attacks.
When the proposed method detects FDIAs using the residual
test, the corresponding mitigation vector value is calculated
using the residual amount to offset the false data injection vector
value. On the other hand, in the presence of DoS attacks, the
voltage value can be estimated based on the estimated current
proportional deviation to be used as the actual voltage value
when the information cannot be transmitted, thus maintaining
the stability of the dc microgrid cluster.

B. Scalability Test of the Proposed Dynamic Defense Method

To further demonstrate the scalability of our proposed dy-
namic defense method, a simulation model of ten interconnected
microgrids is presented, as shown in Fig. 17. This simulation
model operates at a rated voltage of 48 V, and the current shar-
ing ratio Icy:Ice:log:loy:los:log: Ior:Ios: Ioo
Ic1o=4:3:2:1:4:3:2:1:1:1. The attacker launches
malicious attacks at 0.8 and 4 s, with a DoS attack blocking the
communication links between microgrid 1 and its neighboring
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Fig. 18.  Current outputs of dc microgrid cluster with the proposed counter-

measures.

microgrids 2 and 7. At 0.8 s, the FDIA targets microgrids 1,
2, 8, and 10, injecting a false data vector of sin2¢. At 4 s, the
attacker injects a false data vector of sin4¢ into microgrids 4,
5, 6, and 9. Each microgrid is powered by a photovoltaic array
composed of multiple series-connected solar cells to achieve
the desired voltage levels. Specifically, the photovoltaic panels
consist of 72 series-connected cells, each with an open-circuit
voltage of approximately 0.6 V, resulting in a total open-circuit
voltage of about 43.2 V per panel. To reach the 48 V system
voltage, the photovoltaic arrays are configured with two such
panels connected in series.

Figs. 18 and 19 show the current and voltage outputs of a dc
microgrid cluster with the proposed countermeasures. At 0.8 s,
the current and voltage outputs become unstable due to malicious
attacks. However, within 0.05 s, the defense method proposed in
this article stabilizes the current output ratios to approximately
Iy:lg I3 1y :I5:1g:17:1g: Ig: I1p = 0.31:0.405 :
0.641 :1.221:0.315:0.42: 0.619 : 1.217 : 1.219 : 1.219
and restores the voltage to the rated 48 V. At 4 s, as the
attacker intensifies the attack, both current and voltage outputs
experience more severe instability. Nevertheless, within 0.04
s, the proposed method stabilizes the current output ratios to
approximately Il 131y :I5:Ig: 17 :Ig: 1g: I1g =

IEEE TRANSACTIONS ON POWER ELECTRONICS, VOL. 40, NO. 7, JULY 2025

50 F {\ T T T T T T T m
48 ———“
!
AR
[}
%046- MGlffffMGé_
S === MG, e MG,
l MG, —meme MG, |
_——— MG4 MGg
________ MG5 ""MGIO
42 - 1
| | | | | | | | | |
1 2 .5 8 9 10
Time(s)

Fig. 19.
measures.

Voltage outputs of dc microgrid cluster with the proposed counter-

TABLE IV
‘WORST-CASE RESILIENCY PERFORMACE OF THE PROPOSED METHOD

Simulation model Average Best Worse
4-MGs 99% 100%  75%
10-MGs 99.8%  100%  90%

04:05:08:1.61:043:0.55:0.82:1.59:1.59:1.58
while also restoring the voltage output to the rated 48 V. This
demonstrates that the proposed method can effectively counter
malicious attacks even in more complex and large-scale models,
ensuring the stability and security of microgrids.

C. Worst-Case Resiliency Test of the Proposed Dynamic
Defense Method

To validate the worst-case resiliency of the proposed method,
we calculated the total percentage of the dc microgrid cluster
compromise that can be handled at any single instance. The
total compromise percentage refers to the maximum proportion
of malicious attacks that the microgrid can endure at a specific
time without causing the overall system to fail or collapse.
Assuming that all four microgrids are subjected to both FDIAs
and DoS attacks, we conducted 50 experiments to obtain a
more comprehensive and robust estimate of the average total
compromise percentage. The total compromise percentage can
be expressed as

Pi _ Ncompromised ) % 100%

(27
N, total

where Ncompromised ;s Teépresents the number of compromised
microgrids in the ¢th experiment, NV, represents the total
number of microgrids. The average total compromise percentage
is as follows:

1
P= N ; P; (28)
where NN represents the total number of experiments and P; rep-
resents the total compromise percentage in the ith experiment.
As shown in Table IV, the worst-case resiliency of the pro-
posed method indicates that, within a model of four intercon-
nected dc microgrids, the average total compromise rate is 99%,
with the best rate being 100% and the worst being 75%. In 50
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experiments, there was only one instance where the microgrid
cluster collapsed when three microgrids simultaneously suffered
from FDIAs and DoS attacks. In a model of ten interconnected
dc microgrids, the proposed method achieved an average total
compromise rate of 99.8 %, with the best rate being 100% and the
worst being 90%. This demonstrates that the proposed method
can effectively handle mixed network attacks and maintain high
stability and security for microgrids in most cases.

V. DISCUSSION

The implementation of distributed communication and con-
trol in dc microgrids has brought significant benefits to their
performance, but at the same time, it has also increased their
susceptibility to cyber attacks. Considering the above problems,
this article proposes a method to mitigate malicious attacks,
including FDIAs and DoS attacks, which are common in dc
microgrids.

Implementation: In dc microgrids, a defense method is needed
to target malicious attacks. The proposed method combines
two strategies to combat FDIAs and DoS attacks. For FDIAs,
the method utilizes equivalence relations and dynamic removal
of security data. To efficiently detect and mitigate FDIAs,
this method computes mitigation vectors, undertakes residual
tests, and sets optimization parameters depending on microgrid
parameters. The second strategy employs a weighted average
estimation method to defend against DoS attacks. The method
optimizes the weights using the CPSO algorithm to calculate the
optimal voltage estimates.

Application: Real-world microgrids face challenges such as
increasing matrix dimensions, communication overhead, and
the need for robust coordination within hierarchical control
architectures. In addition, the risk of false positives caused
by actual faults, such as short circuits, must be effectively
mitigated. The proposed framework addresses these challenges
by relying primarily on software updates, requiring minimal
hardware modifications, and thus making it highly compatible
with existing controllers. Moreover, through optimized parame-
ter configurations and parallelized or edge-based deployment,
the framework can scale efficiently with system size while
maintaining real-time performance. Within multilevel control
structures, the algorithm demonstrates strong integration capa-
bilities with local control, scheduling, and upper-layer market
modules, providing an accurate, secure, and flexible defense
mechanism for large-scale microgrids or active distribution
networks.

Drawbacks: The proposed method assumes that the dc micro-
grid is already under attack. A more comprehensive approach
should also consider proactive measures to prevent cyber attacks.

In conclusion, the proposed defense method is a promising
step toward improving the security of dc microgrids against
malicious attacks.

VI. CONCLUSION

In this article, a novel approach for detecting and mitigat-
ing malicious attacks was presented in the dc microgrid. The
method combines two strategies to address FDIAs and DoS
attacks, respectively. The first strategy involves dynamically
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removing security data-assisted equivalence relations to resist
FDIAs. This approach sets optimization parameters based on
microgrid parameters, conducts residual tests, and computes
mitigation vectors to detect and mitigate FDIAs effectively. The
dynamic removal of security data can improve the computational
efficiency of the equivalence relation and reduce the burden of
the dc microgrids. Meanwhile, the second strategy introduces
a weighted average estimation method to defend against DoS
attacks. The method optimizes the weights using the CPSO
algorithm to calculate the optimal voltage estimates. Finally,
the effectiveness of the proposed method is verified based on a
microgrid cluster model. In practical deployments, additional
field tests will be necessary to accommodate heterogeneous
microgrid conditions and ensure compliance with established
cybersecurity standards. Future work will focus on developing
universal approaches to counter malicious attacks in various
operating environments of real-world LFC systems.

APPENDIX

The coefficient matrices in (12)

4(0) u(0) d(0)
y(1) u(1) d(1)
(m): : (m = . D(m): :
y(m) u(m), 7 d(m)
2FPI(0 C
xFDI(l) CA
xFDl (m) ) N =
2T DI (1) 7 CA™ 2(mt+1)x2
- O 0 0
CB 0 0
P =
nl—l ‘—2 ' .
[CA™ B CA™ =B -+ 0]y 0y ()
- 0 0 0
CM 0 0
R:
m—1 m-2 L
_CA M CA M -0 2(m+1)x(m+1)
70 --- 0
o I --- 0
S:
0 0 o Iy iaya(men),
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