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Resilient Control of DC Microgrids Against Cyber
Attacks: A Functional Observer
Based Approach

Mohit Kachhwaha

Abstract—Direct current microgrids (DCMGs) are swiftly mov-
ing toward the realm of communication-dependent distributed
cooperative control strategies. The incorporation of cyber layer for
robustness, scalability, and reliability makes the system vulnerable
toward cyber-attacks. The extent of damage caused by these attacks
on DCMG is substantial, to the point where ceasing the operation
may become necessary. This article proposes a resilient strategy
for the detection and mitigation of the most prominent false data
injection attacks (FDIAs) on actuators of nodes of DCMG. An
accurate error-free detection is guaranteed using a state machine-
based model that makes use of a dynamic signature function that
monitors the actuator signal and its estimated value. Linear func-
tional observer (LFO) based mitigation scheme is proposed, in
which the affected node is switched to LFO upon a true attack
detection. The proposed technique is consistent during transients.
Experimentation and simulation studies are carried out for various
practical situations for a four-node DCMG to validate the proposed
theory.

Index Terms—Cyber physical systems, cyber attacks, direct
current microgrid (DCMG), distributed control, linear functional
observer (LFO).

1. INTRODUCTION

ISTRIBUTED DCMGs offer various advantages over cen-
D tralized DCMGs, such as resiliency against single point
of failure, low bandwidth requirement, robustness, scalability,
etc. [1]. In distributed DCMG, each node communicates in-
formation to its neighboring nodes in a sparse manner mak-
ing overall traffic low and the control units less burdened. In
DCMG, the key objectives are to attain proportional load/current
sharing, voltage regulation and energy balancing using primary,
secondary, and/or tertiary control layers [1], [2].
Layers in the upper hierarchy of DCMG require a com-
munication network to establish coordination among various
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agents. The merits offered by a communication network in
DCMG come at the cost of its vulnerability to cyber attacks.
By examining events reported in the recent past, we can gain
insight into the potential damage that can be caused to the
physical structure of the DCMG in an event of a cyber threat [3].
Any such occurrence has the potential to expose the pregnable
grid and lead to detrimental consequences. There are few inci-
dents of cyber-based attacks reported in the past. An industrial
control system was supposedly infiltrated by a malware [4],
three power companies were exposed [5], and a large power
utility faced a 10 h disruption [3]. Even the control of elec-
tric vehicles was overridden due to communication network
vulnerability [3].

The cooperation between cyber and physical layers of DCMG
has created risks of cyber threats and as mentioned they can
be malevolent, so need of constructing detection and mitigation
strategies has gained notable value recently [4]. The main entities
that can be compromised by a potential cyber attack the integrity
of data, availability of information, and confidentiality. Among
various attacks FDIAs and replay attacks [5], [6] comes under
data integrity attacks in which counterfeit data is injected into
sensor/actuator signals. Major data availability attacks are denial
of service attacks in which partial data is made missing [7]. This
manuscript targets FDIAs, that are considered to be the most
pivotal attacks [8].

The research into FDIA detection in microgrids is an
emerging field and with new possibilities of attacks, the existing
categorization is also evolving but it can be classified into signal-
based, data-based, and model-based detection approaches. In
signal-based technique [9], any deviation or anomaly from the
nominal values is considered as a detection phenomenon. This
does not examine the relationship between the control signal
and the measurement. Data-based detection includes advanced
algorithm-based strategies using deep learning [10], and neural
networks [11]. Despite being advanced techniques, limited
predecided attack scenarios can be detected and they require
substantial computational resources and extensive training data.
Model-based techniques utilize mathematical model of system.
Observer models are generally used to detect attacks such as
unknown input observers [12], [13], generalized state extended
observers [14] and sliding mode observers [15]. They possess
properties like simple implementation, detection of diverse
attacks etc. but are very sensitive to measurement noise and
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model uncertainty. Cecilia et al. [16] utilized a distributed
nonlinear adaptive observer to detect attacks in the presence of
nonlinear constant power loads. A Kalman filter is used as an
estimator, whereas X2 or Euclidean distance as a detectorin [17],
which is robust but requires a precise model and is complicated
to design. Event-driven approach is considered in [18], for
FDIAs. For a more comprehensive research on observer-based
techniques and FDIA detection strategies, readers are referred
to [19] and [20], respectively and the references there
within.

Most of these aforementioned research works threw light
on sensor or communication link attacks. Actuator attacks are
slightly touched upon in the literature [19], [21]. In this article,
we present FDI attacks on actuators. The microcontroller archi-
tecture is vulnerable to cyber attacks and an intruder may gain
access to modify the actuator signal [9], [22]. A detection plus
mitigation scheme is presented that utilizes linear functional ob-
server (LFO) for actuator input estimation. An LFO can estimate
specific states or a linear combination of system states [23],
[24]. The LFO can also provide an estimate of the feedback
control signal if it is represented as a linear combination of states.
Estimation of a few states or their combination is helpful when
some of the states are not measurable [25]. Estimation aids in
the proper implementation of control law in such cases. LFO
is the minimum order observer, thus offering a simple structure
and reduced computational power.

In this work, the detection is carried out using a dynamic
signature function. This function responds to the discrepancy
between actual and LFO estimated control input. This func-
tion accumulates the deviations of actual actuator input from
its approximated value. In an event of an attack, there is
a contrast between actual and reconstructed signals, which
raises the signature value to its threshold. The signature is
enquired in a way that avoids any false detections and the
controller of the attacked node is switched to its corresponding
LFO. This whole process is done using a state machine-based
model, which allows switching among different states depend-
ing upon various conditions [26]. This way detection, using a
dynamic function, followed by mitigation, using an LFO, is
carried out. Thus, proposed strategy is resilient i.e., DCMG
functions normally during attacks and is able to cope with
transients.

The key contributions of this article are as follows.

1) The proposed technique provides an effective state
machine-based modeling of dynamic signature function
based detection scheme.

2) The proposed LFO is computationally efficient as it uses
areduced order structure.

3) The proposed technique reduces the occurrence of false
alarms due to system transients and other variations.

The rest of this article is organized as follows. Section II
consists of cyber & physical layers of DCMG, control layer,
system model, and FDIA model. A brief discussion on LFO and
its structure for a DCMG is presented in Section III. Proposed
attack detection and mitigation scheme are described in Sec-
tionIV. The simulation and experimental studies are discussed in
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Sections V and VI, respectively. Finaaly, Section VII concludes
this article.

II. SYSTEM DESCRIPTION AND MODELING
A. Cyber Layer

The mapping of a cyber network of a physical microgrid is a
ring, as shown in Fig. 1. In this DCMG, each node comprises
a boost converter. The communication links between converters
are denoted as edges. This cyber connection lays the groundwork
for a cooperative control paradigm, where neighbors’ inter-
action can lead to global consensus. The cooperative control
works on each node’s local data and neighbors’ data, for this
communication pattern, a properly directed graph is required.
In directed graph, nodes denoted as Vg = {v1,va,...,v,} are
connected through edges Eg € Vg x V. It is associated with
the adjacency matrix Ag = [a;;] € RN*N, where N is the
number of nodes [27]. The adjacency matrix contains com-
munication weights. If information transfers from node j to
node i then a;; > 0 otherwise a;; = 0. Here, the adjacency
matrix is A =[0101;1010;0101; 1010]. The stability
of communication topology is represented by the eigenvalue
of the Laplacian matrix. The Laplacian matrix is defined as
L= Di(‘} — Ag, which is a square matrix of N x N [18] where,
in-degree matrix DI = diag{d"} is a diagonal matrix with
d;n = EjENf, = Qjj.

B. Control Layer

1) Primary Control: The overall control structure is shown in
Fig. 2. The primary dual-loop PI control configuration comprises
a faster inner current control loop (having higher bandwidth)
and a relatively slower outer voltage control loop (having lower
bandwidth). The control signal obtained is compared with a
high-frequency f, sawtooth carrier wave to generate pulsewidth
modulated (PWM) signals. The inductor current can adapt more
swiftly than the output voltage [28]. The stability of controller is
omitted because of space constraints. The reference provided to
the voltage controller which is to be compared with individual
output voltage is given as

Vi* = Vieri — Raiz1 + AV, (1)
where Vier.i, Rai. 21,5, and AV are the global reference, droop
resistance, inductor current, and secondary voltage correction
term, respectively, for the ith converter.

2) Secondary Control: The secondary controller maintains
voltage regulation and proportional current sharing using in-
formation from neighbors. The current controller, at ¢th node,

compares the local per-unit current it = Zé: with a weighted

average of the neighbors’ per-unit currents to find the mismatch
term AI; [29]. The current mismatch term AlI; is fed to a PI
controller H;(s), which calculates the correction term for each
converter AV [27].

AIZ = Z HiGij (iju — ZI:U)

JEN;

2
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A‘/z = Hz(S)AIIL = (k‘pH,,’ + > Alz
where f; is the coupling gain, and kpy ;, ki are PI gains of
secondary current sharing controller. The A; term reacts to
match the per-unit currents of neighboring converters and hence
an overall proportional sharing is achieved.

C. Physical Layer and Modeling

The physical model of DCMG is comprised of four nodes as
shown in Fig. 1. Each node consists of a dc source supplying
dc loads via an interfacing boost converter. The mathematical
model of ith node can be formulated as

Liiy; = Vini — (1 —ug)za, (4a)
Cidny = (1 —w)z1; — 2, /Ry (4b)
3,5 = Vier,i — %2,i, (4¢)
Fa;= —x15+kpoi(Viety — T2,i) + krvixs,  (4d)
where Vi, ; is the source voltage, 1 ; and x5 ; are the inductor

current and capacitor voltage, respectively, u; is the duty cycle,
L;, C;, and R; are the inductance, capacitance, and load of the
t1th node, respectively. The other two states x3; and x4, can
be termed as flux state and charge state, respectively, as these
are fundamentally integrals of voltage and current, respectively,
as shown in Fig. 2. The control structure is dynamic in nature
therefore it contributes to these additional states. With this
control structure, the control variable is represented as a linear
combination of state variables, as presented in (7). This updation
is added in the control layer of each node, which later assists in
designing the LFO. The proportional and integral gains of the
voltage and current PI controllers are kpy s, krv.i5 kpiyi, Krii-
Perturbations in all the states and control input are considered
as x1; = X1+ T14, o5 = Xo; + Ty, 235 = X33+ T34,
24,5 = Xa; + Ta; andu; = U; + u,. After perturbing, lineariz-
ing and separating dc and ac parts in (4), the dc values are given

_ Xoi Ving X145 U;
as, X = R;(1-U;) (1-U;) Erv,i kEri

terms are given as

] and the small-signal ac

T = Ay + By, i = Cidy ®)
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where the small-signal state vector, system, input and output
matrices are &; = [T1,; T2 T34 T4,), Ai, B; and C; as

U;—1 Xai
(1 0U) ( “ ) o0 )L;
-U; —1 1,1
0 -1 0 0 0
-1 —kpvi ki O 0
C;=[1000; 000 1] (6)

where X ;, Xy ;, and U; are the inductor current, dc bus volt-
age, and duty cycle at the desired operating points for the ith
converter. These matrices will be useful in designing LFOs in
the subsequent section. Moreover

@ == |kpi kpokpi —krkpi —hn|@. ()

D. Modeling of False Data Injection Attack

The FDIA can be defined as an attack where the actuator
or sensor is fed with additional or malicious data and that can
potentially compromise the overall DCMG [6]. The FDIA on
actuator of ¢th converter can be formulated as, %; = u; + V;uq 4,
where 1; is the compromised actuator signal, u,,; is the attack
signal and ~; is a binary scalar which is 1 in presence of any
attack otherwise 0. The updated model of the ith node power
converter considering the attack signal will be

Ligy; = Vini — (1 — u; — Uq i) T2, (8a)
Ciray = (1 —wj — uqi)T1,; — 2, /Ry (8b)
23,5 = Viety — T2, (8¢)
Eas = — 21+ kpoi(Vieri — ©2,i) + kroixzs  (8d)

The upper control layers are totally based on communication,
thus vulnerable to attacks, and if primary layer is compromised
then control input can also be intruded. Here, the attacks on
actuators are considered not on the sensors, however, sensor
attacks indirectly impact control input. The control input can get
corrupted either directly in processor or indirectly due to upper
layer’s intrusion as shown in Fig. 2. Moreover, observer layer is
assumed to be implemented in a read-only section memory using
a memory protection unit, or some isolated hardware/software
solution thus it is intrusion free.

III. LINEAR FUNCTIONAL OBSERVER

The aim of an LFO is to estimate input signal. To estimate
a function Z(t), which is a linear combination of system states
i.e., Z(t) = Fz(t), the observer in (10) is designed [23], [25].
The estimation of actuator input @(¢), which can be expressed
as a linear combination of states as in (7), is carried out. The
following structure is used for a ¢™ order observer:

u(t) = FI(t) = [kpi kpokpi — krokpi —knlz(t) (9)
w(t) = Nw(t) + Jy(t) + Ha(t) (10a)
u(t) = Dw(t) + Ej(t) (10b)
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where gain matrix F' € R™" is known, x € R™ is the state
vector, w(t) € R? represents the observer state, u(t) € R”
represents the estimation @(t). Observer matrices N € R779,
JeR*P, He R, DeR™ and F € R"™*P are con-
structed in a way that u(t) — @(t) as t — oc.

The model (5) is observable considering output matrix as
§i = [Z1.; ©4.4)T, hence an LFO can be designed [23], [25] to
estimate the actuator input of ¢th node power converter. All the
designed matrices can be found in Section V.

The stability of an LFO can be established as follows. Similar
to u(t), estimate of w(t) should be another linear combination
of z;, say Lx;. Then, the error can be given as

e(t) = w(t) — Li(t), é(t)=w(t)— Lz(t). (11)

Using, (5) and (10) then rearranging

é(t) = Ne(t) + (NL 4+ JC — LA)Z(t) + (H — LB)u(t)
(12)
Now, clearly evident from this, the observer matrices should be
designed as

NL+JC—-LA=0, H—LB=0 (13)

then updated dynamics is, é(t) = Ne(t), i.e., matrix N controls
the dynamics of the observer, and when we choose matrix N as
Hurwitz, error dynamics will converge asymptotically

e(t) >0 as t — o0 (14)
Now, the error dynamics of actuator input estimation is
eu(t) = u(t) — Fa(t) (15a)
eu(t) = De(t) + (DL + EC — F)Z(t). (15b)
Using (14) and choosing (16), e, (t) — 0 as t — oo
DL+ EC—-F =0. (16)

This proves the stability of LFO i.e., e(t) converges to 0 which
in turn makes e, (¢) converge to 0 asymptotically given (13) and
(16) along with matrix N designed to be Hurwitz.

IV. PROPOSED ATTACK DETECTION AND MITIGATION
TECHNIQUE USING LFO

The attack mitigation technique commences with a detection
stage. Since the actuator input signal is being attacked, this
strategy involves a dynamic signature function consisting of the
actuator input signal u; and the estimated actuator signal @;. u; is
obtained from primary and secondary controllers of the 7th node
whereas 1u; is accessed from LFO of ith node power converter.
The dynamic signature function is given by

To
Hi/ (Uz 7@1‘)2 dr.
0

The overall scheme can be understood following the state
machine diagram [26] shown in Fig. 3. The detection scheme
is also presented in a simpler form in Algorithm 1. The process
starts with entering the state S1 after initializing all the variables.
The control switches among S1, S2, and S3 states depending

I = A7)
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Algorithm 1: Detection of an FDIA on ¢th Node.

1 Input: u;, 4;

2 Output: 7; which decides activation of i** F.O. on an
event of attack

3 Initialize I'; :==0, o; :=0,5s:=0,7:=0,v:=0,1n;,:=0
4 Calculate I'; using (17)

s 0 (1 <Timae && s<T, && r <T,)then
6 | goto5;

7 else if (Fz < Fi,maw && s> To) then

8 ‘ Reset I'; and s, goto 5 ;

9 else if (I'; < T'imae && (r>T, || v=1)) then

10 | Reset I';, aj, v, s and 7, goto 5 ;

u else if (I'; > T'; ;,42) then

12 | goto 14;

13 end Here && is logical AND

14 if (o < Vimax && 1 < T,) then
15 | Seta; =+ 1, goto 21 ;
16 else if (o; > i mas && r < T.) then

17 ‘ goto 26 ;

18 else if (r > 7T, || v=1) then

19 ‘ Reset a;, v and r, goto 5;

20 end Here || is logical OR

21 if s > T, then
2 ‘ Reset T'; and s, goto 5 ;

23

24 else if (r > 7T, || v=1) then

25 ‘ Reset I';, «;, v, s and r, goto 5;
26 end

27 Set n; = 1 i.e. Switch from u; to 4; i.e. activate it" FO.

I
| uj
) 50— 17>
: square
LFO o o
| i Y 5 (u,'—u,') at

s(t) =1, /(t) =1

r > rI max

=1\ / 77777
Transition P r'zt;—1 | 52 Sg)) :
=l () =
=T ||v=1/ | ———"—= v\,,,, /
i=0,r=0,5:=0
- y:='o,r,- =0 “"<Q’V""”’X/"f=“"” /:i>"i,max

Switch to LFO i.e. Jj |
Set n, = 1 |

‘ Transition Q

=To[Tj=0,5=0

Fig. 3. State machine-based modeling of dynamic signature function based
detection scheme.

upon various conditions and finally reaches state S4 on the
occurrence of an attack.

The value of signature I'; is calculated dynamically in state
S1. T'; resets periodically with a period of T, using a timer
function s(t), k; is a positive constant. Under normal operating
conditions, u; and 4; are nearly the same, so I'; does not increase

sol () False events i E i 4

of I'; > T max : : ]
Iy
40
ok
0 \0: 4. 0.08 0.12 0.16 0.2
i Time(s)
Fig. 4. Behavior of I'; with different ;.

much during its one period and resets. During an attack condition
on ith converter, u; gets compromised and I'; reaches to a
predefined threshold I'; .. As soon as this threshold is reached,
control switches to state S2 (step 14 in Algorithm 1). In state
52, a counter «; is programmed to count the number of times I';
hits the threshold value. If the counter is less than its predecided
count value a; max, control increases c«v; and switches to state
S3 (step 21 in Algorithm 1) where it waits until I'; is reset by
timer s(¢) and switches back to state S1 (step 5 in Algorithm
1). Here, due to presence of attack, I'; hits the threshold again
in this period too. This way control switches back and forth
among states S1, S2, and S3 until counter «; counts up to
«v;,max- Now, whenever the condition (i.e. o; > @ max) 1S met,
control of the state machine switches to state S4 (step 26 in
Algorithm 1), where a binary variable 7); is set to 1 portraying
that an attack is detected and LFO is activated for the respective
node, in other words, switch actuator input from wu; to ;.
Further, a timer function r(¢), which resets with a period of
T is used to avoid any false detection of the attack. Note that,
s(t) and r(t) are basically clock functions having structure
described in (18). In addition, manually raising value of constant
v to 1 will also reset counter «; as described in Fig. 3 and
Algorithm 1.

5(t) =1,

Further, the constants x;, 15, I'; max and a;; max play different
roles in attack detection. x; determines the rate of rise of I';.
With an increasing value of x;, threshold I'; .« can be attained
faster but with a compromise to detect any false events. This
way I'; max and x; work in conjunction, and anyone of them
can be kept fixed and the other can be adjusted according to the
systems’ response to attacks. T, deals with resetting I'; function.
With an increasing value of T, the detection of the threshold
is delayed. Thus, it should be kept on a value where neither it
delays consequent detection of I'; .« nor it resets I'; before a
possible event detection. cv; may is the counter’s threshold value,
which should be kept sufficient enough that the counter gets
saturated only during attacks not during transients.

To illustrate tuning of constants, refer to Figs. 4 and 5, where
an attack of random value changing in the range [—0.1,0.1] is
considered on 7th actuator at¢ = 0.1 s. The value of the threshold
is kept fixed I'; max = 10 for this study. It is clear from Fig. 4,

) = 1. (18)
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with three different values of x; (k} < K7 < k3), all three are
contributing in detecting attacks but with Kv?, false detection
is happening in absence of attack. So, this can be resolved
by keeping 7 low or shifting the threshold up. Moreover,
demonstration with different 7, (T} < T2 < T?2) is shown in
Fig. 5. T} is very small that even with an attack it resets I';
before it reaches the threshold I'; 1.« and TS’ is very large that
overall detection i.e., updation of a; will take a longer duration.

It is clear from the above discussion that choosing optimal
values of constants is a crucial task. Designing «; and T, such
that an optimal I'; .« can be obtained for a given system is
critically important. To deduce a relationship among I'; yax, %,
and T, it should be known how much deviation in actuator input
is permitted i.e., not considered as an attack. For a nominal value
of actuator input U; if a per unit deviation of /3 is allowed, then
using (17), an optimal threshold can be obtained as

T,
Timex = i / (BU)? dr ~ ki(BUDN’Ty. (19
0

Variations of I'; jnax, &4, and T;, with keeping one of them fixed
can be visualized in Fig. 6. This illustration gives an insight into
how a combination of constants can be chosen with one of them
is constrained.

Based on the detection function (17), attacks including FDIA,
replay, DoS, etc. can be detected using proposed technique.
However coordinated attacks cannot be detected until they re-
main covert in nature i.e., system remain stable.

V. SIMULATION STUDIES

A four-node microgrid feeding dc loads is simulated in MAT-
LAB Simulink to verify the proposed technique, as shown
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TABLE I
SIMULATION AND EXPERIMENT PARAMETERS

Symbol Quantity Values
Vin Input source voltage 60 V each
Vbus DC bus voltage 120V
U; Nominal duty ratio 0.5
L; Boost Converter Inductance 2 mH each
C; Boost Converter Capacitance 100 pF each
R 1oad Load resistance 14-2092 o1

N Local volt: 0.06 + ==,
Gv(s), Gi(s) un?ldiur:)cft c:n:?(%ﬁcr 0.08 + %
H;(s) Secondary control 1410
Ki Detector Constant-Simulation, Experimentation 106, 100
T, Detector Period-Simulation, Experimentation 0.01s,1s
Bi Allowed deviation in actuator input 0.1p.u.
T max Signature function threshold-Simulation, Experimentation 25, 0.25
Q4 max Counter threshold-Simulation, Experimentation 4,5
P Power rating 1EW
fsw Switching frequency of boost Converters 20kHz
fs Sampling frequency 100k H z

in Fig. 1. The microgrid primary and secondary controls are
designed by taking motivation from [29]. All the relevant pa-
rameters are provided in Table I. The LFOs for individual nodes
are designed, as mentioned in [23] and Section III as

0 250 0 0
L [10638 —44326 0 0
N 0 -1 0 0
| 1 00657 914 0
™ 0.6000
s |08 o [0 00
0 000 1
0
L= (00168 00054 —6.005 35.6923]
F= {00826 0.0054 —6.0050 —244}
J = [31.17 1939]; D:M; N:[—543.2624]
E = [0.0658 —279.6923}; H:[431.32]

The simulation results shown are obtained for an overall
loading of 1 kW. To cover a practical scenario, unequal yet
proportionate loading is taken for converters (1 : 2 : 1 : 2).

The first set of results is shown in Fig. 7 in which two out of
four nodes are subjected to actuator attacks one after another.
Considering the unpredictable nature of the attack, a random
attack signal coming from uniformly distributed random data
in the range of [—0.35,0.35], is considered. All the relevant
signals are captured in this set of results. At the start, it can be
seen that a steady state is reached and V4, all inductor currents
and actual and estimated values of actuator input are stable.
Since there is no attack, u; = wu; for all converters. An attack
on node-4 is initiated at ¢ = 0.1s, which in turn impacts Vi,
uy4, and various currents. It is worth noticing that fluctuations in
1, are maximum. As a consequence of the attack, the dynamic
signature function I'y increases drastically and crosses threshold
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Fig. 7. Simulation study of relevant signals during attacks.

I"4 max €very subsequent period. This raises the counter ay to
reach ay max, and the controller switches to LFO i.e., ii4 replaces
u4 in the converter control of node-4 at time instant ¢ = ¢1. Once
LFO is activated, all signals attain their steady-state values. At
t = 0.2 s, another attack is initiated on node-1 and a similar set
of events occurs there also. At ¢ = o, this attack is compensated
by LFO feeding the control input % to converter at node-1. It
is observed that the signals u4 and u; are still compromised but
respective LFOs take care of them. After two attacks, current
sharing and bus voltage are maintained.

Further, one more set of results is captured so as to test the
competence of the proposed scheme. The scheme is validated
by subjecting load and bus voltage reference changes after 14
and 4, take over. It can be seen from Fig. 8 that beforet = 0.2s,
converters at node-4 and node- 1 were attacked, respectively, one
after another and their respective LFOs are activated. The system
is subjected to a bus voltage reference change in a sequence
of 120 V — 100 V —133 V — 110 V — 120 V changed
every 0.04s. It is evidently visible that Vi, U4, and @y track
these changes properly. Moreover, the system is subjected to
a load change of about 30% at { = 0.38s and ¢t = 0.43s in a
sequence of 1 kW — 700 W — 1 kW. Clearly, load changes
are also handled promisingly, and proportional current sharing
is maintained during these fluctuations.

VI. EXPERIMENTATION VALIDATION

The proposed attack detection and mitigation strategy is val-
idated through an experimental setup of 1 kW as captured in
Fig. 9. This setup consists of a four-node DCMG, each node
comprises of a boost converter and all converters are interfaced
through a common dc Bus. A variable dc load is connected to

System behaviour after controllers switched to {14 and 1i; (LFOs)
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Fig. 9. Experimental setup.

the dc bus. The complete control algorithm consisting of com-
munication among nodes, primary, and secondary controllers,
proposed LFO-based detection and mitigation technique etc., are
implemented on a high-end OPAL-Real Time Digital Simulator.
Various parameters are as per Table I and LFO design parameters
can be referred from Section V. The power circuit of convert-
ers is equipped with IGBTs of type FGH20N60 and power
diodes of type E30ED1. Voltage sensing and current sensing are
carried out using LEM-based 25-P Voltage sensors and HAL 50-
S current sensors. All the converters are supplied by Keysight-
make power supply. All the results are obtained for the dc
microgrid, while it is functioning under primary and secondary
controllers hence dc load is shared proportionally. All results are
captured in the sense that all scenarios are covered. It should be
noted that wherever equal sharing is mentioned all current are
shared equally. However for unequal (still proportionate) sharing
the loading ratiois 1 : 2 : 1 : 2 for the four nodes.
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The proposed technique is tested for various scenarios, where
one converter is attacked, two converters are attacked, for equal
as well as unequal but proportionate sharing etc., and all the
results are discussed. An attack similar to simulation studies
is considered here also. Consider a case when converters are
sharing a proportional load and w4, 14, inductor currents and Vi
are at steady-state values as shown in the starting of Fig. 10(a).
An attack on node-4 is initiated and it can be seen that the control
input is compromised which in turn impacts bus voltage and
inductor current. However, a parallel active LFO is computing
an estimate of control input and that is not impacted which is
clear from the figure. At t = t,, the controller-4 is switched to

observer i.e., instead of uy now 44 is going as an actuator input
and it is clearly visible that while w4 is still compromised, bus
voltage, and currents are restored back to nominal values. The
detection part can be understood by Fig. 10(b), where ' is con-
tinuously calculated which is the detector function. This value
is based on the difference in u4 and 4 thus it rises drastically as
soon as an attack happens. Since it resets periodically, a counter
a4 counts the number of times it crosses a predefined threshold
I'4,max. As soon as the counter hits a maximum value oy max,
the controller is switched to LFO i.e., from wu4 to 4. It is to be
noted that during normal operation, the rate of rise of I'4 is very
minute thus it resets way before it raises to I'4 max.
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A case of the attack on two of the converters back to back under
equal loading is demonstrated via Fig. 10(c) and (d). Node-4 is
attacked, and the proposed technique switches the controller to
LFO as soon as ay = (g max. As soon as the steady state is
achieved, node-1 is attacked and in a similar way the counter o
determines the switching instant for power converter at node-1
as shown in Fig. 10(c). Fig. 10(d) elaborates the same scenario,
as the bus voltage, and three of the currents (two of the attacked
converters and one of the nonattacked converters) are shown. It
is evidently visible that during an attack on node-4, 1 fluctuates
maximum and the same is the case with I; during the attack on
node-1. Steady-state operation can be seen post two attacks in
terms of bus voltage as well as current sharing accuracy.

A case with unequal sharing with two converters under attack
is also considered to validate the system’s behaviour after two
controllers are switched to their respective LFOs. A study is
captured to check the reliability of the system under load and
bus voltage reference changes in Fig. 10(e) and (f), respectively.
Both the results are captured after two of the converters (node-1
and node-4) are attacked and switched to their respective @. The
system is subjected to a load change of about 30% as described
in Fig. 10(e). The load is changed from 1 kW to 700 W and
back to 1 kW. It can be seen that the bus voltage and @ are
stable through these changes and also currents are regaining
the proportionality. Similarly, the reference for bus voltage is
changed in a 120 V. — 100 V — 110 V — 120 V fashion
as shown in Fig. 10(f). The bus voltage and @ are tracking
those changes properly. Moreover, currents are also changing
and stabilizing as per their load-sharing ratios. A combination
of various experimental studies is shown via proper figures. It
is worth mentioning that the proposed technique is able to cope
with a 50% compromised system.

VII. CONCLUSION

This work was proposed a LFO-based detection and miti-
gation strategy for potential false data injection cyber attacks
on the actuators of DCMG regulated by distributed cooperative
control. The technique was based on constructing an estimate of
actuator input using LFO. This estimate can replace the original
control input in the event of attacks. The detection of such an
event was based on a dynamic signature function. Additional
layers were provided to omit any untrue detection of the attack.
The scheme was tested on a 4-node DCMG with up to 50%
agents compromised in both equal and unequal load-sharing
conditions as shown in Fig. 10(d). Moreover, once LFO takes
over, it was able to cope with load and reference voltage dis-
ruptions as described in Fig. 10(e) and (f). Simulation-based
studies were carried out for various possible test cases and their
experimentation validation was also performed on a laboratory
prototype of 1 kW.
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