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Smart Plug 2.0: A Solid-State Smart Plug Device
Preventing Fire and Shock Hazards

Zhixi Deng Y, Member, IEEE, Yuanfeng Zhou

Abstract—Electrical faults cause fire or shock hazards in homes
and offices. Flexible power cords are particularly susceptible to
metal or insulation degradation that may lead to a variety of
electrical faults. This article introduces a new Smart Plug 2.0 device
which offers all-in-one protection against short-circuit, overload,
arc, and ground faults in addition to the wireless power control
and monitor function of conventional smart plug devices. It offers
microsecond-scale time resolution to detect and respond to a fault
condition, and significantly reduces the electrothermal stress on
household electrical wires and loads. A new arc fault detection
method is developed using machine learning models based on
load current di/dt events. Comparing to other solid-state circuit
breaker designs which typically respond to overcurrent conditions
only, Smart Plug 2.0 integrates additional protective functions into
the same hardware structure with minimal cost penalty. A 120
V/10 A solid-state Smart Plug 2.0 prototype using power MOSEFTS
is designed and tested. It has experimentally demonstrated the
comprehensive protection features against all types of electrical
faults.

Index Terms—Arc fault detection, circuit fault, machine
learning, smart plug, solid state circuit breaker.

I. INTRODUCTION

that 44 880 residential electrical fires occurred between 2012
and 2016, resulting in 440 deaths, $1.3 billion in property
damages, and 1250 injuries on average per year in the U.S.
[1]. Approximately half of the residential electrical fires involve
some form of arcing faults. An arc fault occurs in degraded or
damaged power cords or electrical connections. When a partial
disconnection between strand wires and connectors causes a
high resistance hot spot which carbonizes the insulating ma-
terials, a series arc is formed on the carbonized path. The center
of the arc can reach a temperature well over 5000°C and ignite
the surrounding materials [2].
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Ground faults caused by degraded or broken insulating ma-
terials between the line and ground wires are another type
of electrical faults that can cause shock hazards, resulting in
roughly 500 deaths in the U.S. each year [3]. A short-circuit
fault between the line and neutral wires is yet another type of
electrical faults that result in excessive fault currents (10-30
times of nominal current) and potentially fire hazards if not
protected properly [4]. An overload fault is similar to a short
circuit fault, but usually at a lower fault current level (several
times of nominal current). It is worth noting the difficulty to
distinguish between an overload fault current and a normal
overcurrent scenario such as inrush and motor starting surge
current.

Overcurrent protection in homes and offices, including short
circuit and overload protection, is provided by molded case
circuit breakers (MCCBs) based on thermal, thermal-magnetic,
hydraulic magnetic, or magnetic tripping mechanisms in the
power main panel boxes [4]. Different time-current response
curves are provided based on the application to react to fault con-
ditions while accommodating normal inrush currents. Ground
fault circuit interrupters (GFClIs) for residential use are the most
effective way to prevent deadly electric shocks. A GFCI protects
personnel by interrupting the ground leakage circuit when a cur-
rent to ground exceeds 4—6 mA [5]. Arc fault circuit interrupters
(AFClIs) interrupt the circuit when the presence of dangerous
electrical arcs is detected, while avoiding nuisance tripping of
electric arcs generated by normal load operation (relay switches,
electrical power tools, motors, etc.). Combination type of GFCI
or AFCI circuit breakers start to come into the market in recent
years. However, their installation is currently limited to newly
constructed or renovated homes, which count only 1% of all the
homes in the U.S. [2].

In comparison to fixed wirings in homes and offices, flexible
power cords plugged into wall receptacles are subject to more
mechanical stress and fatigue and are more susceptible to degra-
dation of insulating materials and conducting metal wires. A
common example is the repeatedly overstretched power cords of
laptop computers. This may result in two scenarios: breakdown
of wire insulation or partial disconnection of strand wires. A
bad insulation between line and neutral or line and ground
can cause short circuit faults. Even more dangerously, ground
faults (broken line to ground insulation) or series arc faults
(intermittently broken line or neutral wire) can happen, which
are not protected by the conventional upstream MCCB due to
their low fault current levels. A ground fault can cause dangerous
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Fig. 1.

Examples of Smart Plug 1.0 products.

shock hazards while an arc fault is a major cause of fire hazards.
According to the Electrical Safety Foundation International,
roughly 3300 home fires and 50 deaths originate from faulty
power cords in the U.S. alone each year [3]. Considering the
vast number of consumer products and the power cords used
with them worldwide, it would be highly impactful to develop
a protective solution at the wall outlet to provide protection
against all sorts of electrical faults on the plug-in power cords.
This would be particularly beneficial for 99% of the homes and
offices which do not have AFCI or GFCI to cover every single
wall receptacle.

Recently, Smart Plug products (referred to as Smart Plug
1.0 in this article) are becoming increasingly popular in the
consumer market with a global revenue growing from $710M in
2016 to $2.59B in 2021 [6]. Smart Plug 1.0 offers an affordable
and user-friendly way to transform ordinary home appliances,
lighting, and any other residential electrical loads into smart
home devices, enabling remote control, energy management,
or demand response [7]. It currently uses an electromechanical
relay to connect or disconnect a load from a power outlet via Wi-
Fi communication and control [8]. It can easily enable demand
response, which changes the normal consumption patterns in
electricity use by end-users in response to changes in the price
of electricity over time, so that utility companies can directly
control some of the non-time-critical home appliances (e.g.,
washer/dryers and refrigerators) depending on the real-time
power demand and supply [9]. Demand response is generally
considered an effective and easy-to-implement approach to re-
duce fossil fuel consumption and carbon emission. Numerous
manufacturers around the world offer Smart Plug 1.0 products,
as shown in Fig. 1.

Smart Plug devices would be an ideal vehicle for realizing the
aforementioned fault protection for the plug-in power cords and
loads. However, none of the existing Smart Plug 1.0 products
offers such protective features, largely because the electrome-
chanical relay is not capable of interrupting a large fault cur-
rent. Tens of milliseconds will pass before the upstream circuit
breaker can shut down the power supply, during which time the
smart plug itself, the load appliance, the power cord, and the
house wiring system must endure a very stressful fault current
(hundreds of amperes or higher), a scenario both dangerous and

3141

detrimental to the properties and occupants. When the upstream
circuit breaker (CB) eventually trips, all other non-fault outlets
on the same branch would lose power, resulting in an annoying
situation in residential homes and a major disturbance and loss
of productivity in offices.

The purpose of this article is to develop a solid-state smart plug
device (termed Smart Plug 2.0 in this article) that provides all-
in-one protection against short circuit, overload, ground, and arc
faults, and prevents fire and shock hazards in homes and offices
in addition to the common smart features of Smart Plug 1.0
[10]. The authors reported the basic concept of Smart Plug 2.0
in [11], but this article further expands the work scope with new
results, particularly related to arc fault detection and protection.
It should be mentioned that some prior work in the literature
proposed to replace the mechanical relays of Smart Plug devices
with thyristors to realize a dimmer-like power control function
[12], [13], but none investigated any fault protection options so
far. In comparison to other solid-state circuit breakers (SSCBs)
which typically react to an overcurrent condition, Smart Plug
2.0 integrates additional important protective functions, such as
arc and ground fault protection, into the same hardware design
with a minimal cost penalty.

The remainder of this article is organized as follows. Section II
introduces the basic concept and hardware design of Smart
Plug 2.0. Section III discusses the protection control strategy,
including overcurrent, and ground fault. Section IV presents a
machine-learning based arc fault detection strategy. Section V
demonstrates the experimental results. Discussion and conclu-
sion remarks are presented in Section VI.

II. BASIC CONCEPT AND DESIGN

The main advantages of the new Smart Plug 2.0 include all-in-
one protection functions, ultrafast response time (microsecond-
scale), and low overcurrent (only 2-3 times of nominal cur-
rent) stress on wires and loads. In addition, Smart Plug 2.0
can distinguish between arc from normal load operation (e.g.,
relay switching or brushed dc motor) and dangerous arc faults,
using a new machine learning based arc fault detection method.
Furthermore, Smart Plug 2.0 can also distinguish between a
normal inrush current during load startup and a true short circuit
fault current even though both exceed the preset overcurrent
threshold. Table I gives the functionality comparison of Smart
Plug 2.0, Smart Plug 1.0, and commercial circuit breaker, GFCI,
or AFCI products. Beside the basic smart functions, Smart Plug
2.0 offers all-in-one protection against shock or fire hazards
that are not available in Smart Plug 1.0 devices. Smart Plug 2.0
offers smart communication and control functions that are not
offered by commercial CB/GFCI/AFCI products. Furthermore,
Smart Plug 2.0 uses power MOSFETSs instead of a mechanical
relay to switch the load current, thus can respond to a fault in
microseconds instead of tens of milliseconds as in the other two
cases. This results in significantly reduced fault current stress
on the wiring systems, receptacles, and loads. For example,
Smart Plug 2.0 is designed to limit the fault or inrush current to
2-3 times of the nominal current rating, while the conventional
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TABLE I
COMPARISON OF SMART PLUG 2.0, SMART PLUG1.0, AND COMMERCIAL
CIRCUIT BREAKER/GFCI/AFCI PRODUCTS

Function Smart Plug 1.0 Commercial Circuit Smart Plug 2.0
[6] Breaker/GFCI/AFCI
Wi-Fi control Yes Some Yes
Smart power Yes Some Yes
metering
Switching device Mechanical Mechanical Power MOSFET
Response time ms ms us
Overcurrent stress >10X nominal >10X nominal 3X nominal
Short circuit No Yes Yes
protection
Overload protection  No Yes Yes
Arc fault protection ~ No Yes (AFCI) Yes
Ground fault No Yes (GFCI) Yes
protection
Protection coverage ~ N/A After panel box After outlet
Fault locating and N/A Difficult (entire Easy (plug-in
isolation branch) power cord)
Surge protection Some No Yes
Input Plug
E
.\
N 00
o
Socket
l Gate Driver
= Tin [ Combined
As':n::‘;‘ ; \'o;;e Analo:; Il;i;im
| Sensing Controller
. Current signal
Arc signature signal C::';;ﬁ“
Ad
N g P 1|
[ Circuit || Supply | WiFi | LED Manual
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Fig. 2. Conceptual block diagram of Smart Plug 2.0.

circuit breaker in the power panel box trips at 20-30 times of
the nominal current rating [14].

Fig. 2 shows a conceptual block diagram of Smart Plug 2.0
hardware design. It comprises an input plug for connecting to
an electrical outlet, an electrical socket for a power cord to
plug in, a Wi-Fi module for receiving and transmitting data,
and a microcontroller for controlling the circuit operation based
on wireless communications and sensor signals. The microcon-
troller is programmed with control algorithms to be described
in Section III.

Smart Plug 2.0 uses two back-to-back connected silicon
power MOSFETS as a bidirectional switch to control the cur-
rent flow from the outlet to the load along with a MOSFET
gate driver integrated circuit. A Hall effect current sensor is
used to monitor the load current and detect any overcurrent
conditions. It constantly sends the current sensing signal to
the analog-digital-converter (Adc) port of the microcontroller
for the control algorithms. At the same time, the sensing sig-
nal is also constantly monitored by a fast-acting overcurrent
analog sensing circuit, which generates a microsecond-scale
fast overcurrent fault signal. This signal is sent to a combined
analog/digital controller circuit when the load current exceeds
a preset threshold (e.g., twice the nominal current) without
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waiting for the relatively slow digital control signal from the
microcontroller. The combined analog/digital controller uses
a simple flip-flop logic circuit to latch the overcurrent fault
signal and rapidly turns OFF the power MOSFETs. Then, the
microcontroller will authenticate the overcurrent condition and
determine whether the overcurrent condition results from an
inrush current or a true short-circuit fault. If it is deemed to
be an inrush current, the power MOSFETs will turn back ON
again. If it is deemed to be a short circuit fault, the MOSFETs will
stay off. This hybrid analog/digital control method combines the
fast response of analog control and flexibility of digital control
[15], [16] and offers an excellent solution for the Smart Plug 2.0
application.

A ground fault current sensor (i.e., a differential current
transformer) and a corresponding analog detection circuit are
used to sense the ground leakage current and generate a ground
fault control signal for the microcontroller. A resistor voltage
divider differential amplifier circuit is used to measure the ac
line voltage, which is sent to the Adc port of the microcon-
troller for power metering measurements and the detection of
voltage zero crossing for the control algorithms. A voltage
surge protection circuit is also included to suppress voltage
surges across the wires. Several isolated ac/dc and dc/dc power
converters are used to input power from the ac wires and provide
+3.3 V and +5 V for the sensors and control circuits, and
+15 V for the MOSFET gate driver. A capacitive touch button
is used to send a manual control signal to the microcontroller
to turn ON and OFF or reset the Smart Plug 2.0 device, and
a dual LED indicator is used to indicate the operating sta-
tus. Note that all the protective functions are implemented by
sharing the same basic hardware platform, including the power
MOSFETS, microcontroller, current sensors, and auxiliary power

supply.

III. FAULT PROTECTION STRATEGY

In this section, the circuit fault protection strategies are
discussed. To illustrate the control architecture and strategies,
program flowcharts are used, which would be explained in
detail. The top-level program architecture is explained, followed
by each fault protection feature, including short circuit fault,
overload fault, and ground fault.

A. Control Architecture

The top-level control program is responsible for the initial-
ization of Smart Plug 2.0 upon powering on. It starts when the
Smart Plug 2.0 is powered up. The microcontroller starts with
a system initialization program, then enables timer interrupt. It
is followed by an infinite loop which does not terminate until
the Smart Plug 2.0 is reset or powered off. In the meantime, a
main program responsible for the operation of Smart Plug 2.0
runs periodically. As illustrated in Fig. 3, the timer interrupt
program starts running with a fixed cycle time of 48 ps, which
is longer than the maximum execution time of the timer interrupt
program. The program first starts Adc conversion and reads all
GPIO states. Next, the microcontroller waits for the ADCs to
complete conversion by polling Adc data, then processes the
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Fig. 3.

data. The timer interrupt program then checks the Wi-Fi or
manual control command signal. If it receives an off command,
it will branch into a turn-OFF program. If the Smart Plug 2.0
has already detected a fault and the MOSFETs are OFF, the
capacitive touch button can reset the system. Otherwise, it will
turn OFF the MOSFETSs at the next line voltage zero crossing. Then,
the program continues to read the SYSTEM_STATUS flag. If
the SYSMTEM_STATUS flag shows an off-state (OFF_STATE
flag) from the previous interrupt cycle, the program will branch
into a turn-ON program. If the SYSMTEM_STATUS flag shows
an on-state (ON_STATE flag) from the previous interrupt cycle,
the program will branch into a fault detection program. If the
SYSMTEM STATUS flag shows that an overcurrent condition
has been detected (OC_DETECTED) from the previous inter-
rupt cycle, the program will branch into a short circuit fault
authentication program. All the branch programs will return to
an internal data communication program to communicate with
the Wi-Fi module before exiting the timer interrupt program.
Finally, the timer interrupt program returns to the infinite loop in
the main program and waits for the next timer interrupt to restart
the program. Since ac line voltage and load current are sampled
every 48 us by the periodic interrupt program, Smart Plug 2.0
has much higher time resolution than a typical Smart Plug
1.0.

Various fault protection programs run in sequence, such as
overcurrent, ground, arc, overtemperature, and overload faults
protection. Fig. 4 illustrates a conceptual fault detection program
flowchart of Smart Plug 2.0. The sequence is based on the
priority level of each fault. The highest priority is overcurrent
protection. The OVER_CURRENT_GPIO signal indicates that
the hardware instantaneous trip has occurred, and software
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Fig. 4.  Fault detection program flowchart.

protection would take over. The program will turn OFF the
MOSFETs immediately upon detecting an overcurrent condition
by the current sensor and set the SYSMTEM_STATUS flag
to OC_DETECTED. Otherwise, it will go through other fault
detection programs one after another, and branch into a cor-
responding protection program if a particular fault is detected.
Ground fault detection has a response time of half ac cycle (8.33
ms); therefore, it has second priority. Arc fault detection follows
since it has a response time of 0.5 s. Next is over-temperature
detection, which has a response time of tens of seconds. The
lowest priority is overload fault detection, since it has a response
time of tens of seconds to minutes, depending on the tripping
curve. After going through all the fault detection programs, the
power metering data will be processed and stored, and the LED
indicators will be refreshed before returning to the timer interrupt
program if no fault is detected.

B. Overcurrent Faults Protection Strategy

An overcurrent condition can be caused by a short circuit,
inrush startup, or overload. The analog overcurrent protection
circuit of Smart Plug 2.0 responds to a short circuit or inrush
overcurrent nondiscriminatively. After the initial shutdown re-
sponse, it is up to a short circuit fault authentication program to
distinguish between a true short circuit fault and a normal inrush
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Fig. 5.

current condition occurred during load startup, as illustrated in
Fig. 5. The power MOSFETs will be instantly turned OFF once
an overcurrent condition is detected by the overcurrent analog
control circuit but will be turned back on (“reclosed”) again after
a full half ac cycle (roughly 8.3 ms) at the next ac voltage zero
crossing by this program to authenticate the fault. If it is deemed
atrue short circuit fault, it will turn OFF the MOSFETS permanently
and set the SYSMTEM_STATUS flag to OFF_STATE and the
FAULT_TYPE flag to SHORT_CIRCUIT. If it is deemed to be
an inrush current case, the MOSFETs will continue to conduct
until the current exceeds the overcurrent threshold again. This
inrush current charging process may repeat until the MOSFETSs
turn ON permanently and the SYSMTEM_STATUS flag is set
to NORMAL_ON and the FAULT_TYPE flag set to INRUSH.
However, if the MOSFETs are damaged after interrupting a
short circuit current, the system goes into OFF_STATE and
the FAULT_TYPE flag will be set to MOSFET_FAULT. Then,
the upstream circuit breaker would trip. Note that the reclosing
action is designed to occur at the next ac voltage zero-crossing
to charge the load capacitor from 0 V to minimize the inrush
charging current, and to reduce the overcurrent stress on the
Smart Plug 2.0 and the wiring system.

Fig. 6 illustrates an overload fault detection program
flowchart. It is responsible for detecting a fault condition in
which the accumulated transmitted energy over a preset rolling
time window exceeds a certain preset value (e.g., 125% of
the nominal power rating for 1 second) while the instanta-
neous current is still below the preset overcurrent threshold
(2-3 times nominal current). Using Joule’s Law, the normalized
electric energy Qgsum transferred over a preset rolling window is
expressed as

twindow
Qun = [ it ()
to

where ijp,q 1S the load current and findow 18 the preset rolling
time window. The actual thermal energy dissipated on the wiring
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Fig. 6.

or load can be easily calculated by multiplying Qgum by the
respective resistance value.
The overload threshold Q,,.x can be expressed as

Qmax = (aIrated)2twindow (2)

where I ateq 1S the nominal load current rating, a is a safety
margin factor typically in a range of 1.0-1.5. The wiring sys-
tem can usually sustain a load current slightly higher than its
nominal rating for a short period of time. However, under no
circumstances should the accumulated Qg over any rolling
time window exceed Qn.x to ensure the safety of the entire
system. The program starts with calculating the root mean
square (RMS) value of the load current I,,,5 over the past ac
cycle in a rolling basis, followed by calculating the accumulated
transmitted energy Eg,,, over a preset rolling time window. If
the accumulated energy Eg,., exceeds a preset threshold Ey .,
it is deemed to be an overload fault, and the FAULT_TYPE flag
will be set to OVERLOAD before the program returns to the
fault detection program, where an overload protection program
will be activated and the MOSFETs will be turned OFF at the next
ac voltage zero-crossing.

C. Ground Fault Protection Strategy

A ground fault detection program will calculate the RMS
value of the ground current Igr_gais over one full cycle (16.7 ms
for 60 Hz ac) on a continuous rolling basis during each timer
interrupt cycle. If Igr.rms exceeds 5 mA, it is deemed to
be a ground fault, and the FAULT_TYPE flag will be set to
GROUND_FAULT before the program returns to the fault de-
tection program, where a ground fault protection program will
be activated and the MOSFETs will be turned OFF at the next
voltage zero-crossing.

IV. ARC FAULT PROTECTION METHOD

Smart Plug 2.0 needs to protect against series arc faults
originated from partially broken wires, worn out switches, faulty
relays, or other forms of poor electrical connections. For ex-
ample, loosened electrical connections due to vibration over
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Fig. 7. Arc fault di/dt event detection circuit schematic.

time, improperly installed connections, severed conductors with
intermittent continuity, or carbon-based contamination around
the exposed conductors can all induce series arcs and cause fire
hazards [17]. In this section, a new arc fault protection method is
introduced. The proposed method detects and isolates series arc
faults before they become dangerous and prevent fire hazards
in homes and offices. The method is based on sensing abrupt
changes or glitches of the load current (referred to as di/dt
events in this article). First, a di/dt event detection circuit is
introduced. Then, the detection strategy is explained, followed
by its implementation based on a machine learning method.

A. Arc Fault Detection Circuit

The proposed arc fault detection method requires an analog
di/dt event detection circuit to sense abrupt changes in the load
current as a result of poor electrical connection or series arc. The
circuit schematic of the di/dt event detection circuit is shown in
Fig. 7. An inductor is connected in series with the line wire.
The voltage induced across the inductor is proportional to the
inductor current rate of change

di
U=1L 7 3)
where U is the self-induced voltage across the inductor, L is the
inductance value, and di/dt is the inductor current rate of change.

Arc fault detection concepts were previously proposed to use
an inductor or the primary winding of a transformer to monitor
the di/dt in the ac line wire and integrate the di/dt signals
within a time window [18], [19]. However, the di/dt signals
are processed differently to identify an arc fault in this article.
The overall arc fault detection circuit combines the use of both
analog and digital circuits. According to (3), the sensitivity of
the analog di/dt detection circuit is determined by the inductor
L1. Capacitors C1 and C2 form a high pass filter/isolator to pass
the high frequency di/dt signals and provide voltage isolation.
Meanwhile, the capacitors have very small impedance to high
frequency di/dt signals resulting from arc, which are in a typical
range of 1.5-30 MHz [20]. Resistor R1 provides a discharge path
for the residual energy stored in the components to ensure safety.
Input protection TVS diode D3 protects the circuit components
against excessive voltage across inductor L1. Since the ac current
across the inductor L1 is bidirectional, the di/dt signal can be
either positive or negative. The di/dt event detection circuit splits
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into two identical parts to capture +di/dt (rising edge) and -di/dt
(falling edge) signals, respectively, using diodes D1 and D2. The
+di/dt sensing circuit consists of D2, D3, C3, C4, C5, R2, R3,
R4, and U1 while the -di/dt sensing circuit consists of D1, D4,
C6, C7, C8, RS, R6, R7, and U2. The operation of the +di/dt
capture circuit is explained next.

The di/dt pulse detection circuit includes capacitor C3 and
discharge resistor R2. When di/dt induces a voltage across L1,
the magnetic energy in L1 is stored as electrostatic energy in
C3 instantly. The integrator circuit consists of C4 and R3. C4
integrates the stored di/dt energy in C3. The time constant 7;
of the integrator circuit determines the time resolution of the
di/dt detector. For example, C4 can be charged by a series of
di/dt pulses, followed by a time interval ¢+ = 7, without any
di/dt pulses. Consequently, the voltage across C4 goes to zero.
The resulting output of C4 is one pulse, whose magnitude and
pulsewidth correspond to the total di/dt energy and the number
of di/dt pulses respectively. In this article, a single di/dt pulse
across the inductor corresponds to one pulse with a width of
approximately 5 us across C4. Output protection diode array
U1 absorbs the energy from C4 when its voltage exceeds the
voltage tolerance of the next stage circuit. First order low pass
filter consists of R4 and C5 with a cutoff frequency of 1.59 MHz
is used to filter out high frequency noise coupled from the ac
line. The output of the di/dt pulse detection circuit is connected
to a voltage comparator, which generates a time-stamped di/dt
pulse train to feed the microcontroller, which stores and analyzes
the di/dt pulse data using the arc fault detection strategy as to be
discussed next.

B. Arc Fault Detection Strategy

It is essential to define the type of arc faults to be protected by
Smart Plug 2.0. Arc faults can be categorized as series or parallel
type and reproduced in the laboratory environment using parallel
point contact, wet arc (saltwater drip), poor contact, carbonized
path, and other testing methods [17]. Parallel arc faults usually
generate an excessive fault current similar to that of a short circuit
fault. UL1699 AFCI standard requires a combination type AFCI
circuit breaker in every branch/feeder in new or newly renovated
homes to protect against parallel arc faults [21]. Series arc
faults, on the other hand, are much more difficult to detect since
the fault current is usually below the parallel arc fault current
trip point, but nevertheless are equally hazardous. Furthermore,
many household appliances, such as power tools, light switches,
or dimmers, generate load current glitches similar to those of
series arc faults, and potentially cause nuisance tripping [17].
For this reason, most commercial AFCIs do not provide series
arc protection [22].

Various arc signatures are used to detect series arc faults
in the prior art. Signatures uniquely associated with series arc
can be extracted from voltage, current, or non-electrical signals
(e.g., light, heat, etc.). It is a common practice in residential
applications to extract arc signatures from the load current in
frequency or time domain. Frequency domain arc signatures
include high frequency energy [18], high frequency noise [19],
frequency spectrum [23], and power spectral density [20]. For
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example, Yang et al. [20] proposed a machine learning model
using power spectrum signatures to detect series arc faults. Time
domain signatures include abrupt changes of the load current
(di/dt events) [18], current amplitude variation [24], current
waveform anomaly [23], and chaotic nature of arc currents
[22]. For example, Le et al. [24] developed a machine learning
model using current amplitude variation as an indicator of series
arc faults. Moreover, Miiller et al. [23] proposed an arc fault
detection method using both frequency spectrum and current
waveform features to detect series arc faults.

The aforementioned di/dt event detection circuit in Fig. 7
captures the load current glitches by detecting both positive and
negative di/dt events of the load current. A rolling time window
of 0.5 s is selected per UL1699 standard [21] to monitor the
time-stamped di/dt events. Both load current intermittencies due
to poor connection and actual series arcs can generate a series
of di/dt pulses to be analyzed by the microcontroller. These
di/dt events will be distributed along the time axis within the
rolling time window. Smart Plug 2.0 analyzes the di/dt events
data by defining two characteristic parameters: the total number
of di/dt events n and the total number of ac cycles containing
at least one di/dt event m (referred to as “noisy ac cycles” in
this article) within each rolling detection window that is made
of 30 ac cycles. Series arcs usually generate more di/dt events
than normal operation of household appliances, thus parameter
n is a good indicator of series arcs. However, n alone may be a
necessary, but not sufficient criterion for identifying series arcs
since some normal load switching or dimmer operation may
generate a similar number of di/dt events. Therefore, parameter
m, representing the time distribution of the di/dt events across the
entire rolling window, is used as a second criterion. For example,
normal load switching through arelay generates arelatively large
number of di/dt events (a large n) but mostly within a single ac
cycle immediately after the relay action (a small m). In contrast,
an arc-inducing poor electrical connection generates a large n
and a large m (that is, the di/dt events randomly spreading out
across many “noisy” ac cycles within the 0.5 s rolling window).
One tends to stipulate that using the n and m characteristic
parameters can effectively distinguish between normal loads
and arc faults. However, due to the vast variety of household
loads and their diverse behaviors, and the random and chaotic
nature of bad electrical connections, using fixed n and m arc fault
thresholds may lead to either nuisance tripping or no response
to a true arc fault. In addition, as the load current /), increases,
flame starts sooner from a carbonized path. When the load
current is less than 3 A, the arc energy is less than the electrical
energy due to incandescence and is insufficient to ignite the
cable. When the load current exceeds 10 A, flame can start
without carbonized path, and the two broken conductors could
be wielded together [25]. The probability of flames outbreak as
a function of load current is experimentally measured in [25].
Flame outbreak is most likely to happen between 3 and 10 A.
Therefore, the n and m arc fault thresholds need to be adjusted
according to the load current, making the arc fault detection
extremely complex and difficult. As a result, a machine learning
based detection method is introduced next to determine an arc
fault using all three parameters of n, m, and l15aq.
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C. Machine Learning-Based Arc Fault Detection

Support vector machine (SVM) is a popular machine learning
method widely used in bioinformatics due to its high accuracy
in classifying high-dimensional data [26]. In this article, data
points are separated into two classes: the arc fault group and
normal load group. SVM then creates a decision boundary
which best separates the data points by learning to correctly
classify the classes. To minimize nuisance tripping, the decision
boundary should be drawn as far away from both classes as
possible. What’s unique about support-vector machine is the way
it chooses the decision boundary that maximizes the distance
from the nearest data points of both classes. SVM is also known
as maximum margin classifier. Therefore, SVM is selected over
other machine learning models.

The data set is labeled based on the experiment condition of
each data point. Due to the limited normal load samples, /joaq
only has five discrete values: 2; 4; 6; 8; and 10 A in this article.
For the data points labeled as “normal load,” the experiments
are conducted using a variety of household or office appliances
under normal operation, such as resistive type loads (water kettle
and space heater), nonlinear type loads (thyristor-type light
dimmer and LED light), inductive type loads (handheld power
tools and vacuum cleaner), and combined-type loads (hair dryer
and microwave oven).

On the other hand, “arc fault” data points are generated by
emulating poor electrical connection, which is a major cause of
series arc faults. It is conventionally simulated in the laboratory
environment using the point contact arc test method, in which
two electrodes are controlled to make and break in different
speeds. The arc generator consists of a static graphite rod elec-
trode and a moving copper rod electrode. The moving electrode
is mounted in a slider and driven into contact with the static
electrode by a stepper motor [21]. In this article, a similar arc
generator is used, which consists of a fixed 14 AWG wire and
amoving 14 AWG wire, both being stripped with metal strands
exposed. The moving wire is rotated in contact with and away
from the fixed wire by a rotary knob. The two conductors make
contact and separate rapidly in a random manner to reflect the
chaotic nature of arc faults [22]. The poor connection and arc
faults SVM data samples are generated using this method at
five load current levels of 2, 4, 6, 8, and 10 A using different
load resistors. A total of 300 samples are collected with an
observation time window of 0.5 s. At each current level, there
are 30 samples from poor connection or arc faults and another
30 samples from normal load operation. The parameters n, m,
and [),.q are extracted from each sample using MATLAB and
labeled as arc fault or normal load. As a result, a 3-D (n, m,
and I),,q) feature space is constructed in the form of five 2-D (n
and m) feature spaces to provide training dataset for each load
current level, as is shown in Fig. 8.

Fig. 9 shows the arc fault detection program flowchart based
on the SVM machine learning model. First, the program will
count the total number of di/dt events (n) and noisy cycles (m) in
a 0.5 s rolling window. Then, it will calculate the average load
current Ijo,4q.avg within the same 0.5 s rolling time window.
According to the value of jpaq-ava, a corresponding SVM
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Fig. 8. Trained arc faults predictive SVM models using three characteristic
parameters: number of di/dt events (n), number of noisy cycles (m), load current
(I). The load current variable has five discrete values: 2; 4; 6; 8; and 10 A. The
3-D model consists of five 2-D SVM models stacked along the I-axis. The 2-D
SVM models correspond to a load current range. For example, the 10 A SVM
model, which sits on “10” on the /-axis, corresponds to load current of 810
A. The triangles are normal load samples, and the arc fault samples are circles
corresponding to their respective 2-D SVM models.
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Arc fault detection program flowchart based on machine learning

Fig. 9.
method.

model is called to predict if an arc fault is present based on n, m,
and [1paq-ave. If the model determines that arc fault is present,
the FAULT_TYPE flag will be set to ARC_FAULT before the
program returns to the fault detection program, where an arc
fault protection program will be activated and the MOSFETs will
be turned OFF at the next voltage zero-crossing.

V. EXPERIMENTAL RESULTS

A 120V/10 A Smart Plug 2.0 prototype is designed and built to
demonstrate the comprehensive protection functions previously
discussed, as shown in Fig. 10. Hardware component details and
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Fig. 10.  Actual photo of the Smart Plug 2.0 prototype.
TABLE II
MAJOR HARDWARE COMPONENTS LIST
Component Mfg. Part Number Quantity
Microcontroller STM32L432 1
Power MOSFET IXFP8ON25X3 2
MOSFET gate driver SI8271GB-IS 1
Hall effect current senor ACS733KLATR-40AB 1
Wi-Fi module ESPO1 1
Temperature sensor NTC NCU18XH103F60RB 1
di/dt sensor inductor 744314047 1
Ground fault sensor INA826AIDR 1
Over-voltage MOV B72214P2151K101 3
Voltage sensor amplifier LMV358AIDGKR 1

experimental results as well as the arc fault detection machine
learning model performance evaluation are discussed in this
section.

The major hardware components used in this design are given
in Table II. An STM32L432 microcontroller is used in the
Smart Plug 2.0 prototype. Two power MOSFETs rated 250 V/80
A/16 m) (IXYS IXFPS8ON25X3) are used in a back-to-back
configuration, offering a total on-resistance of 32 m{2. The Smart
Plug 2.0 has a maximum power dissipation of 3.2 W at full
load and does not need any heat sink. The MOSFET gate driver
is an isolated driver IC from Silicon Lab (SI8271GB-IS). A
bidirectional Hall effect current senor (ACS733KLATR-40AB)
is used to monitor the load current with a response time of 200
ns. A 4.7 pH inductor is used as the di/dt sensor for detecting
arc faults. An analog signal processing circuit processes the
di/dt signals and sends the resulting time-stamped di/dt pulse
train to the microcontroller. The ground fault current sensor is a
differential current transformer with the line and neutral wires
going through the center of a small ferrite core. An amplifier
circuit is used to amplify this signal before sending it to the Adc
of the microcontroller. A low-cost commercial Wi-Fi module
ESPO1 is used to provide Wi-Fi communication.

Fig. 11 shows the measured load current and MOSFET gate
driver signal waveforms under an overload condition. The over-
load threshold is set to be 9.7Ag\s in this experiment. If the
continuously monitored electric energy transferred over a rolling
window exceeds a preset maximum energy (similar to the Pt
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Fig.11. Measured load current waveforms of Smart Plug 2.0 under an overload
condition. The initial load current is at 5.6Apeak or 4.0ArMs When an overload

current of 16.7Apeak or 11.8Agrns occurs. The Smart Plug 2.0 shuts down after
0.676 s.
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Fig. 12.  Measured load current, outlet voltage, and MOSFET driver voltage
waveforms under a short circuit fault condition. A peak fault current of 27.7 A
is detected and the MOSFETs are turned OFF immediately. After a full half ac
cycle, the MOSFETs are “reclosed” at the first voltage zero-crossing. After the
fault current reaches 19.8 A again, a short circuit fault is authenticated and the
MOSFETSs turn OFF permanently.

overload response of a mechanical circuit breaker), the Smart
Plug 2.0 turns OFF. It is observed that a resistive load (an electric
kettle) with a current of 4ARs is present initially, and then
another resistive load of 7.8 Arng is added in parallel. The total
load current now becomes 11.8Arns. The Smart Plug 2.0 shuts
down after the overload condition sustains for 676 ms. Note
that the power MOSFETs are programed to be turned OFF at the
next voltage zero-crossing point to minimize the need to absorb
the inductive energy in the circuit loop. This is the preferred
operation for the Smart Plug 2.0 except for the instantaneous
trip.

Fig. 12 shows the measured load current, outlet voltage,
and MOSFET gate driver waveforms under a short circuit fault
condition. An electric kettle is initially connected to provide
a nominal load current of 7.8Arnms. A 0.5 Q resistor is then
connected in parallel to emulate a short circuit fault. A peak
fault current of 27.7 A is then detected and the MOSFETs are
turned OFF immediately by the analog control circuit. After a
full half ac cycle, the MOSFETs are “reclosed” at the first voltage
zero-crossing by the microcontroller. After the fault current
reaches 19.8 A again, a short circuit fault is authenticated and
the MOSFETs are turned OFF permanently. It is shown that the
MOSFETs are turned ON for 164 us during reclosing and fault
authentication process.
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waveforms under an inrush current condition. The MOSFETS are turned OFF upon
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Fig. 14.  Measured voltages across the grounding resistor, load current, and
MOSFET driver voltage waveforms under a ground fault condition. A normal
load current of 8.0 Arnmsg is present when a grounding resistor of 20.02 k2
is purposely inserted between the line and ground wires to emulate a ground
fault condition. The ground leakage current reaches a peak value of 7.8 mA or
5.5 mARws. The Smart Plug 2.0 turns OFF the power MOSFETs after a full half
ac cycle at the next voltage zero-crossing point.

Fig. 13 shows the measured load current, outlet voltage, and
MOSFET gate driver waveforms under an inrush current condi-
tion. At first, the electric kettle is present with a nominal load
current of 7.8Arms. Then, a 20 uF capacitor is connected in
parallel with the load to induce an inrush current to emulate the
startup situation of charging the input capacitor of a load. The
sudden connection of the capacitor causes a peak inrush current
of 27.7 A and the Smart Plug 2.0 turns OFF the power MOSFETS
within a few microseconds. When the Smart Plug 2.0 runs its
fault authentication program next, the MOSFETs are turned ON
at the first zero-crossing point after a full half ac cycle. This
time the capacitor is partially charged and continues charging
from zero voltage and does not induce a high inrush current. The
Smart Plug 2.0 therefore remains in the on state afterwards. It
is observed that the Smart Plug 2.0 prototype can distinguish
between a high inrush current and a true short circuit fault
current.

Fig. 14 shows the measured voltage across the grounding
resistor, load current, and MOSFET driver voltage waveforms
under a ground fault condition. A normal load current of 8 Ag s
is present when a shorting resistor of 20.02 k{2 is purposely
inserted between the line and ground wires to emulate a ground
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Fig. 15. Measured +di/dt and -di/dt signals from the output of the arc fault
detection circuit (detector), +di/dt and -di/dt signals from the output of the
comparator circuit (comparator), load current, and outlet voltage waveforms
under poor connection and series arc fault conditions. The time window shown
is 0.5 s. A normal load current of 2ARrmg is present when broken ac line wires
contact and separate rapidly to emulate a poor connection condition. The current
shoulders are typical series arc current waveform.

fault condition. The microcontroller turns OFF the power MOS-
FETs after a full half ac cycle at the next voltage zero-crossing
upon detecting a ground fault current greater than SmARgs.

Fig. 15 shows the +-di/dt and -di/dt signals from the arc fault
detection circuit and the voltage comparator circuit, load current,
and outlet voltage waveforms under poor connection and series
arc fault conditions. A resistive load current of 2AR s is present
when the broken ac line conductors make contact and separate
rapidly to emulate a poor connection condition. It is observed
that the di/dt events occur at the time of contacting and separation
of the two conductors, as well as when series arcs extinguish and
re-ignite. The typical series arc current signature waveform is
observed, which occurs at the load current shoulder near current
zero crossings [23]. The densely distributed di/dt events near
the current shoulder indicate the presence of series arcs. On the
other hand, intermittent contacts and separation generate less
di/dt signals than the series arc, similar to normal load switching
using a relay.

To develop a machine learning model that can distinguish
between normal load and poor connection or series arc, based on
parameters n, m, and [}, 4, the dataset mentioned in Section IV is
used to train and validate the model using MATLAB classifica-
tion learner App, which makes it easy to select training dataset,
specify validation schemes, train models with different types of
SVM, and compare the results using different SVMs. Although
validation dataset is not used to train the model and is used
to validate the model predictive accuracy compared to training
dataset, cross-validation is used to fully utilize the dataset. A
re-sampling procedure is used in model training to make use of
all the data [27]. In this article, a five-fold cross-validation is
used. The whole dataset is randomly re-ordered and generates
five splits of training and validation sets. For each split of dataset,
the training set is used to train the model while the validation
set is used to evaluate the model. Then, model is trained and
evaluated five times with all five splits, and the accuracy of the
model is the average.

To illustrate the effectiveness of the SVM model, the 2 A load
current dataset is used to train SVM models. The comparison of
the predictive accuracy of different types of trained SVM model

TABLE III

PREDICTIVE ACCURACY COMPARISON OF SVM MODELS

SVM Model Type Accuracy
Linear 76.70%
Quadratic 98.30%
Cubic 96.70%
Fine Gaussian 96.70%
Medium Gaussian 93.30%
Coarse Gaussian 76.70%
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TABLE IV
CONFUSION MATRIX OF THE QUADRATIC SVM MODEL
Predicted Class
Arc Normal Total
True Class Arc 30 0 30
Normal 1 29 30
Total 31 29

@Bon fs0a [vOJA) @Beoov fndes2v  (vOJA|@Bliov  nfio2v [vOfA]®< 2|

A

lIoad 5.8A

A AAAAAAAR I O
x;\(\ﬂ«.‘:’w:\;\Q;EM‘}J\Mﬂ:‘w,”
e AMANRNAY! Y \ WAREN Ll

MOSFET Driver

o R

ss8ms 348 me 2sams s 158ms anms r9ms a1ms 2tme s2ame wam 2

Fig. 16. Measured load current, outlet voltage, and MOSFETs driver volt-
age waveforms under a poor connection condition. A normal load current of
5.8ArnMs is present when broken ac line wires contact and separate rapidly
to emulate a poor connection condition. The wires contact and separate four
times in 0.5 s. The Smart Plug 2.0 turns OFF the power MOSFETs at the next
voltage zero-crossing point when the machine learning model predicts arc fault
condition is present within the 0.5 s rolling window.

is shown in Table III, the accuracy of Quadratic SVM has the
highest accuracy of 98.3%. As is demonstrated in [26], nonlinear
SVM provides better accuracy. The confusion matrix in Table IV
describes the performance of the model, the diagonal values
in bold number show the number of samples being correctly
classified. All five SVM models corresponding to each current
level are trained and selected in the same manner. The resulting
3-D SVM model is demonstrated in Fig. 8. The red triangle
data points in Fig. 8 are classified as normal load, while others
are classified as arc fault. As a result, the model could be
programmed in the microcontroller. In machine learning, a test
dataset is used to evaluate the model once a model is completely
trained. It should contain data that covers most scenarios the
model would face in the real world. Therefore, the model is tested
using Smart Plug 2.0 prototype under household loads and arc
fault or poor connection conditions. The results show that the
model can detect 100% of the arc faults in areasonable number of
experiments.

Fig. 16 shows the measured load current, outlet voltage,
and MOSFET gate driver waveforms under a poor connection
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condition. The line wire of the load is severed, and poor
connection condition is simulated using the method described
in Section IV. At first, a small heater with a current of
5.8ARrms is present when the broken ac line wires start to
contact and separate rapidly. The wires contact and separate
roughly four times within the 0.5 s time window. Smart Plug
2.0 calculates and average the load current RMS value every
half ac cycle. If incomplete half cycle is present, only the
nonzero values are used in averaging. Then, an SVM model
corresponding to the calculated load current level is used to
predict if arc fault condition is present in the 0.5 s rolling
window. If arc fault condition is confirmed, Smart Plug 2.0
turns OFF the power MOSFETSs at the next voltage zero-crossing
point.

VI. CONCLUSION

Smart plug devices offer a cost-effective way to automate
homes, restaurants, hotels, and other businesses, and can eas-
ily enable the demand response concept for improving energy
efficiency. Conventional Smart Plug products on the market,
however, do not offer any protection against fire or shock haz-
ards commonly caused by degraded power cords and electrical
connections.

This article introduces a new Smart Plug 2.0 concept which
provides comprehensive protection and prevents fire and shock
hazards caused by degraded or damaged power cords and electri-
cal connections in homes and offices in addition to the wireless
power ON/OFF function offered by the Smart Plug 1.0 products on
the market today. Smart Plug 2.0 can also distinguish between a
dangerous arc fault and normal load operation, using a machine
learning model prediction method. The basic concept and control
algorithms of the Smart Plug 2.0 are discussed in this article. A
120 V/10 A Smart Plug 2.0 prototype is built using cost-effective
microcontroller, Wi-Fi module, silicon power MOSFETS, vari-
ous sensors, and other components. A new arc fault detection
method is developed, and a highly accurate machine learning
model is validated experimentally. The intended Smart Plug
2.0 protective functions under overload, short circuit, inrush
startup conditions, ground fault, and arc fault are experimentally
demonstrated. Note that our proposed design method allows the
integration of all the protective functions by sharing the same
basic hardware platform with minimal cost penalty, a distinctive
feature from other solid state circuit breaker designs. Future
work includes development of user-friendly mobile applications,
integration into smart home eco-systems, optimization of cir-
cuit fault protection algorithms, and commercialization of the
prototype.
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