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Vulnerability of a VOC-Based Inverter Due to Noise Injection and Its Mitigation

Sourojit K. Mazumder *“, Mateo D. Roig Greidanus

Abstract—Even though virtual oscillator control (VOC)-based
inverters do not communicate with each other, they need to
make local measurements for control. The impact of tampering
with these measured or sensed signals on the performance of
a VOC-based inverter and synchronization of multiple such
inverters is an important but open-ended issue. As such, this letter
explores the impact of intentional side-channel noise intrusion
(SNI) on the synchronization of VOC-based communication-free
self-synchronizing inverters (CFSIs). Two different scenarios
are investigated via experimental and analytical studies using a
half-bridge neutral point clamped (NPC) single-phase CFSI. They
address the impact of SNI on the ability of a CFSI to ensure a
stable 60-Hz limit cycle and on the parallel operation of two such
CFSIs to ensure synchronism to a common 60-Hz load frequency.

Index Terms—Inverter, noise, oscillator, synchronization, virtual
oscillator control (VOC).

1. INTRODUCTION

ECENTLY, the authors in [1] explored the impact of
R side-channel noise intrusion (SNI) on the performance of a
communication-based inverter (CBI) and how such noise injec-
tion can lead to subsynchronous inverter output. While CBI has
been the workhorse of the power-electronics industry, recently
self-synchronizing communication-free self-synchronizing in-
verter (CFSIs), based on virtual oscillator control (VOC) [2],
have gained traction. This is mainly because they operate in
a decentralized fashion without information exchange and can
scale in network size without their performances affected by
communication latency.
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Fig. 1. Tllustration of N COs feeding a load (Zjoaq) via network impedances
(Zner)- Further, for all COs g(v) = f(v) — ovand f(v) = 20(v F @) if £v >
por f(v) =0[2].

While such VOC-based CFSIs do not use a data network
for communication, they do use local measurements for imple-
menting control. So, an open-ended issue, in this regard, is to
assess the efficacy of VOC-based CFSI if such measurements are
tampered with using SNI as motivated by [1], [3], and references
therein. Specifically, and unlike [1], we investigate the effect
of SNI on the ability of an inverter to ensure a stable 60-Hz
limit cycle and the impact of SNI on the parallel operation
of such CFSIS to ensure synchronism to a common 60-Hz
load frequency. Section II captures the background regarding
the condition for synchronization of coupled oscillators (COs).
Section III outlines how VOC-based CFSIs can be synchronized
as COs and the incorporation of SNI in the feedback current.
Section IV investigates experimentally the impact of SNI on
the performance of a single-phase half-bridge NPC-based CFSI
and, subsequently, on two such CFSIs connected in a parallel
configuration. Finally, in Section V, the relevant conclusions
are provided.

II. CONDITION FOR SYNCHRONIZATION OF NONLINEAR COS

Reference [2] outlines that a network of N identical nonlinear
COs, as illustrated in Fig. 1, synchronizes in the sense of (1) if
the condition (A3) is satisfied

lim v; (t) —vx (t) =0 V), k=1,---N (1

vV—00
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Fig.2. VOC-based (half-bridge-NPC) CFSIs operating as COs emulating the
network structure shown in Fig. 1, where ky v, (Vo =1, -+, N) represents
the xth modulating signal.

where v, (t) represents the output voltage of the jth CO. Further,
it follows from Lienard’s theorem [4] that an oscillator system
described by the following:

V47 (v)o+m(v) =0. )

with symbols defined in Appendix B, has a unique and stable
limit cycle if conditions (B2)—(B5) are satisfied. An electrical re-
alization of (2) [2] is shown in Fig. 1 for an oscillator which needs
to satisfy w, = (LC)_l/ 2 (synchronizing angular frequency),
€ = VLC-1(0 — R')is minimized (to realize a circular phase
plane), and o > R~ (for stable limit cycle).

III. VOC-BASED CFSI FOR SYNCHRONIZED CO AND SNI

To operate a network of (half-bridge NPC [5]) CFSIs like a
network of COs at 60 Hz, as illustrated in Fig. 1, each such
CFSI is controlled using a VOC, which is implemented in a
digital-signal-processor-based platform. However, unlike the
COin Fig. 1 that powers the load directly, in Fig. 2, it is the CFSI
that powers the load. Hence, a scaled value of the output current
(e.g., k;t1 and k;i v for the first and the Nth CFSI) provided by
a CFSI to the load is fed to the corresponding VOC to close the
control loop.

Injection of SNI in the CFSI current feedback, as illustrated
in Fig. 2, may negatively affect the performance of the inverter
and the inverter network. The mechanism to inject such noise
has been indicated in [1], [3] for non-VOC-based inverters and
references therein. However, unlike [1], the VOC [2], which
behaves like a bandpass filter (centered around the 60-Hz load
frequency), is less sensitive to the frequency of SNI outside the
bandwidth of the filter. Based on Section I, it is obvious that
a larger value of R, for a given o, yields a larger e. This yields
higher distortion in the limit cycle waveform (or CFSI output)
[2] even though the bandwidth of the VOC bandpass filter is
narrower. In contrast, a smaller value of R, per Section II, makes
the limit cycle (or the CFSI output) more vulnerable to instability
[2] even though it yields lower e that yields lower distortion in
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Fig. 3. Experimental setup of the single-phase half-bridge NPC-based CFSI.

CFSI output. In addition, it yields a higher bandwidth of the
VOC bandpass filter.

IV. IMPACT OF SNI ON A VOC-BASED CFSI LiMIT CYCLE

To begin with, we explore the impact of injecting noise on
the stability of the 60-Hz limit cycle associated with a CFSI
output. The experimental setup for the single-phase half-bridge
NPC-based CFSI is shown in Fig. 3. The relevant nominal
parameters for the half-bridge CFSI are as follows that also
ensure the synchronization condition (without SNI), as outlined
in [2] (and briefly captured in Section II) is satisfied as well:
output frequency: 60 Hz (yields Tgo = 1/60 s);
output voltage: 75 V;
input dc voltage (Vi,): 170 V;
switching frequency: 20 kHz;
sampling frequency: 20 kHz;

Znet (Buet; Linet, Cher): 67 m£2, 500 pH, 3.9 uF;
Zload: 20 Q;

Zose (R, L, C):10 €, 500 puH, 14.07 mF;
o=1,¢=0.4695, k; = 0.04, k, = 72.25.

Fig. 4 experimentally investigates the impact of SNI in ¢; (as
illustrated in Fig. 2) on the performance of a CFSI. Based on
the Zo parameters based on its circuit configuration shown in
Fig. 2, the nominal bandwidth of the bandpass filter (centered at
60 Hz) is determined to be 7.1 Hz. As such, an SNI frequency of
57 Hz, which is close to the bandwidth of the filter is selected,
and the amplitude of the noise is set at 100% of the nominal ;.

To differentiate the impact of the SNI from the nominal
performance of the CFSI, Fig. 4(a) shows a baseline open-loop
(OL) and VOC-based performances of the inverter without
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Fig. 4. Performance of a single CFSI without and with SNI. (a), (b) Using
phase-plane plots of v,. (¢), (d) Using time-domain plots of v,, and ¢1. Further,
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Fig. 5. Increasing THD of v, with increasing SNI (at 57 Hz) in 4.

noise. Since the CFSI is a single-phase inverter, a phase-plane
plot (that captures the limit cycle) is captured by plotting v, (t)
against v, (t — Tgo/4). The slight variation in the VOC-based
performance (compared to the OL performance) is attributed to
the choice of € [2], which controls the limit cycle’s deviation
from an ideal circular profile.

Fig. 4(b) shows the impact of SNI on v, of the CFSIL. It is
evident that the noise injection disturbs the periodic dynamics
of the inverter (obtained without noise), and the CFSI is no more
able to synchronize to the fundamental 60-Hz output frequency
for which the VOC was tuned. This is evident in the loss of the
60-Hz limit cycle. This deviation is also evident if one compares
the time-domain (v, and ;) plots shown in Fig. 4(c) and 4(d)
corresponding to the cases with and without SNI. The loss of
the 60-Hz operation is also evident in Fig. 4(d).

Fig. 5 shows an experimental parametric plot that captures
the impact of the SNI in ¢; on v,. Fig. 5 shows that with the
SNI, the total harmonic distortion (THD) of v, is higher than
that obtained without SNI. The minor deviation in THD with
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increasing noise is attributed to the fact that, with SNI, since the
periodicity of the 60-Hz cycle is lost; the calculation of the THD
can be obtained only in an approximate sense [6].

Having demonstrated the impact of SNI at a noise frequency
close to the resonant frequency of the VOC impedance exper-
imentally, we now explore the impact of variation analytically
in SNI noise frequency with varying VOC bandwidth and noise
amplitude. The averaged model of the VOC-based half-bridge
ANPC inverter (ignoring parasitics and noting that Z, is an LC
filter) is captured by (3) where 7 is the noise

LnetdiLnel/dt = dv;n — UChets (d = k’UU517 Vo = UCnet) (33)

CnethCnet/dt = ULnet — anet/Zload (3b)
Ldip /dt = ve = v (3¢)
Cdve/dt = —g (ve) — ki (Venet/Zioad + in) —ir, —ve /R

(3d)

where g(.) is outlined in [2] and illustrated in Fig. 1. Equations
3(a)-3(d) shows that without noise (i.e., ¢y = 0), one of the
equilibrium solutions is the origin. However, this is not the
equilibrium one desires in a VOC-based inverter model and
instead one seeks a period-one orbit (limit cycle) [2]. Using the
Lyapunov function 4(a) and its derivative 4(b) obtained using
3(a)-3(d)

1 1_. 1
V= netZLnet +35 Cnﬂv%’net + iLl% + 501’%’ (4a)
. kz clc
V' = EyVeiLet — Ugnet/Zload -9 (,UC) Vo — Z’U = - UE/R
load
(4b)

following the Lyapunov theory [6], and noting that the first,
second, and the fourth terms in 4(b) for k, > k; and 7pne =
Venet/ Zioad and in the vicinity of the origin, the third term (which
is positive) is greater than the fifth term given o > R™! [2], the
origin is not a stable equilibrium since V > 0. Further, for higher
values of v, when g(ve) and ve have the same polarities [2],
V < 0. This change in polarity of V is indicative of the presence
of a limit cycle.

For i # 0, this (60-Hz) limit cycle is affected depending on
the frequency and amplitude of i and the bandwidth of the
VOC. This is investigated using a numerical solution of (3) (and
using a Poincaré map [6] to get discrete points) since an analyt-
ical solution is not feasible. Fig. 6(al) and 6(a2) manifest that,
as the noise (SNI) frequency approaches resonance frequency
(60 Hz) of Zg, it yields the progressively higher peak amplitude
of v, that is more pronounced at higher noise amplitude and less
pronounced with smaller VOC bandwidth. In contrast, Fig. 6(b1)
and 6(b2), indicates that if one uses smaller VOC bandwidth for
higher noise immunity, it comes at the price of an appreciable
increase in time to reach the steady state of v,, thereby yielding
a slower inverter.

V. IMPACT OF SNI ON STABILITY OF TWO PARALLEL CFSIs

Section IV demonstrates that SNI in a CFSI leads to a loss
of periodicity of the 60-Hz limit cycle (i.e., the CFSI output
cannot be synchronized to the desired 60-Hz output frequency
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even though the VOC is tuned for 60 Hz). Subsequently, in this
section, we first explore what happens to the synchronism of
the two CFSIs (i.e., N = 2 in Fig. 2) connected in a parallel
configuration if one of the CFSI is subjected to a SNI.

Fig. 7(a) and 7(b) demonstrates the experimental phase-plane
plots of i1 (¢) and i2(t) against i1 (t — Tgo/4) and io(t — Tso/4),
respectively, when the CFSIs work without SNI under OL con-
ditions and with VOC. In contrast, Fig. 7(c) demonstrates the
impact of the SNI only in ¢; on the dynamics of the parallel
CFSI. The SNI frequency is set at 57 Hz, which is close to the
bandwidth of the VOC filter, and the noise amplitude is set at
100% of the i1 obtained without noise.

Itis evident from the phase-plane plots involving ¢; and i5 that
the periodicity of the 60-Hz limit cycle is affected by the SNI
and more importantly, the dynamics of the two inverter currents
are different. Since v, is common output voltage for both the
CFSIs comprising the same Z,, the additional difference in
the two currents is attributed to the differences in v; and vs.
This, following (1), implies that not only is each CFSI not
synchronized to a common 60-Hz output frequency, but the two
CFSIs are also not synchronized to each other in the sense of
(1). Thus, VOC operation is compromised.

Fig. 7(d) shows experimentally the impact of SNI in ¢; and 75
corresponding to CFSIs 1 and 2. The magnitude of the injected
noise is kept the same as that used to obtain Fig. 6(c). However,
the frequencies of SNIs for ¢; and i, are set at 60 &= 3 Hz. The
results demonstrate, following arguments made for Fig. 6(c),
that, SNIs lead to loss of periodicity of the noise-free 60-Hz
limit cycle and loss of synchronism between the two CFSIs per
(1). This result also indicates, following [1], that, even if the
equal-magnitude SNIs for ¢; and 72 were injected at the same
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frequency (that is higher than the Nyquist sampling frequen-
cies of the two digital VOC controllers) but sampled by the
controllers at different frequencies, then, for specific sampling
rates, the aliased signals can have 60 £ 3 Hz components, which
will have the same effect, as shown in Fig. 6(d).

Next, in Fig. 8, we demonstrate experimentally the time-
domain responses corresponding to the four separate cases
considered in Fig. 7. Fig. 8(a) and 8(b) shows the noise-free
OL and VOC results for the two CFSIs. Fig. 8(c) and 8(d)
shows the performances when SNI is injected in ¢; and SNIs
of equal magnitude are injected in 7; and i, respectively. The
latter results clearly demonstrate the loss of 60-Hz periodicity
of the CFSI dynamics and the difference between ¢; and 79,
validating the loss of synchronism between the two CFSIs.

VI. KALMAN FILTER-BASED ESTIMATION TO MITIGATE THE
IMPACT OF SNI IN A CFSI

Given that the feedback signal (¢;) is tampered, a static
Kalman filter-based estimation algorithm is used to suppress
the effect of SNI. This is achieved, following [1], by replacing
the tampered measurement of ¢; with its estimation. The
estimation is obtained by minimizing the estimated error’s
expected value subject to predetermined observation noise
covariances [1]. This, so that, in the steady state, one obtains

E(§kjr-1) =0, with  {£€R: g1 = Tppp—1 — T},
Le., {zk\kflv Tht1lks -+ 7xk+n\k+n71} —
{xg, Tkt1, .-, Tptn}, where xy, stands for measured states of

the CFSI for the kth sampling cycle while 2, represents the
a posteriori estimate of  for the kth sampling cycle.
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Fig. 9(a) experimentally demonstrates the efficacy of the VOC
using the Kalman filter-based estimation. It is evident that the
VOC is able to stabilize the 60-Hz limit cycle using the estimated
11. Fig. 9(b) demonstrates the closeness of the performance of
the CFSI using estimation-based VOC (when 7; feedback is
tampered) to the nominal case when no noise is injected.

VII. CONCLUSION

This letter illustrates experimentally along with paramet-
ric analysis that, while VOC-based CFSIs nominally self-
synchronize to acommon output frequency (e.g., 60 Hz) without
coordinated communication, which is a desired feature, their
global synchronization is vulnerable to malicious SNI in their
local feedback(s). The results indicate that, depending on the
SNI frequency and amplitude, given a set of VOC parameters, the
ability of a VOC-based CFSI to ensure a stable 60-Hz limit cycle
is compromised. For a parallel CFSI configuration, comprised
of two inverters, it is found that SNI affects not only the stability
of a common 60-Hz limit cycle, but the synchronization of the
parallel CFSIs as well. It is found that even if SN is injected into
the feedback of only one CFSI, it eventually affects the dynamics
of the noise-free CFSI as well given the coupling of the CFSIs
via the power network. An additional result suggests that even
if SNIs of equal magnitude are injected at the same frequency
(which is greater than the Nyquist sampling frequencies of the
two digital VOC controllers) and sampled by the controllers at
different sampling rates; if the aliased signals are in the close
vicinity to the common 60-Hz frequency, then the synchronism
and stability of the limit cycle can still be affected negatively.
Finally, a potential noise mitigation approach using the Kalman
filter-based estimation method for a CFSI is described. Fur-
ther, experimental results detailing the method’s efficacy are
provided, illustrating that the mitigation method aids the VOC
methodology in maintaining CFSI synchronization. It can be
conjectured that, the issues explored in this letter for VOC-based
CFSI are relevant to other classes of self-synchronizing inverters
(e.g., those based on other forms of Kuramoto oscillators) and
variations [7], [8], [9] of core VOC outlined in [2] and interesting
subjects of future investigation.

APPENDIX A
SUPPORTING EQUATIONS FOR SECTION II [2]

The network of N oscillators coupled through

i(s) = (i1 (8)...in ()T =Y (5) (v1 (5)...vn (5))"
=Y (s)v(s) (A1)
with the admittance matrix
Y(s)=a(s)In+8(s)T (A2)

where a(s), 3(s) € C, Iy isan N x N identity matrix, and I’
is the network Laplacian [2], synchronizes in the sense of (1)

tlirn v;(t) —v(t)=0Vy, k=1,---N (1)
—00
provided that

IF(C(s), B (s) )20 < 1. (A3)
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In (A3), A5 is the smallest positive eigenvalue of I'

C(8) := Zosc (8) /1 + @ (8) Zose (8) (A4)

and

‘F (g (S) aﬁ (5) )"2) (5))71Z0scm (S)
(A5)
where 7 is the differential Lo gain of g(v) in Fig. 1 and

Zoscm(s) = Zosc<s> . IN'

=N + Zosc (5)Y

APPENDIX B
LIENARD’S THEOREM [2], [4] FOR SECTION II

Consider the system
v+r@o+mw)=0 (2)

where v : [0,00) — R and r(v), m(v) : R — R are differen-
tiable with respect to v. The functions 7(v) and m(v) are even
and odd, respectively. In addition, define

R(v) = /OUT(T) dr.

The system in (2) has a unique and stable limit cycle provided

(B

m (v) > 0 Vo (B2)
R (v) has one positive zero for some v = p (B3)
R(v) <0Owhen0 < v < p (B4)
R (v) monotonically increases forv > p, lim R (v) = 0.

V=00

(B5)

(1]

[2]

[3]

[4]

[5]

[6]
(7]

[8]

[9]
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