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Abstract— As hardware security becomes a crucial challenge for
modern electronic devices to protect information privacy, this ar-
ticle presents an encrypted on-chip power supply to combat power
and electromagnetic (EM) side-channel attacks (SCAs) for crypto
cores. By splitting power and security into separate paths, random
parallel power injection and charge recycling are realized to en-
crypt supply power activities for high SCA immunity while largely
minimizing power and performance overheads. Despite of crypto
core power variations, the proposed power supply can maintain
uncorrelated input profile by adaptively modulating parallel noisy
power injection. Moreover, its EM leakage is highly attenuated
by spreading the spectrum energy to a wide frequency range and
increasing noise floor. To achieve such, a recycled masking power
stage with an encryption interface is designed to randomly inject
power noise and recycle system charge with random ON-time mod-
ulation while still retaining nominal power delivery. A silicon IC
prototype of this design is fabricated using a 65 nm CMOS process
with an active die area of 0.19 mm2. Measured input power profiles
are fully encrypted to improve power SCA immunity. Operating at
a nominal switching frequency of 10 MHz, random parallel power
encryption reduces peak EM interference noise from 64.57 dBµV
to 43.12 dBµV to meet EN55032 Class B standards and verify EM
spectrum profile encryption. In response to a step-up load change
from zero to full load current of 200 mA, the power supply achieves
1% settling time of 0.78 µs, with measured voltage droop of 54 mV
with no other performance overhead. It achieves a peak efficiency
of 90.5%, only suffering the maximum power overhead of 4.9%.

Index Terms—Charge recycling, encrypted on-chip power
supply, hardware security, power/EM side-channel attack, random
ON-time (ROT) modulation, random parallel power injection.
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I. INTRODUCTION

TODAY’S information explosion drives a significant num-
ber of electronic devices to connect through wireless

networks for end-to-end communications. In order to protect
information privacy, hardware security has emerged as a crucial
challenge for modern electronics. Although cryptographic cores
are widely developed to perform data encryption, these devices
can be still easily cracked with side-channel attacks (SCAs)
[1], [2], [3], [4], [5], [6]. As encryption usually causes unique
switching patterns, vital side-channel information such as power
and electromagnetic (EM) profiles can be stolen and statistically
analyzed to retrieve plaintext, making cryptographic algorithms
no longer effective. Among different types of SCAs, the most
powerful one is power side-channel attack (PSCA) as power
usage of digital ICs is highly related to data inputs. Therefore,
simple and differential power analysis were first introduced to
directly investigate supply power profiles and predict secrete
encryption keys. Afterward, correlation power analysis was
developed to assess the correlation between measured power
profiles and predicted power model for correct key retrieve.
This reduces the minimum number of power measurements to
key disclosure to only a few thousands with low cost and easy
deployment [2].

Numerous PSCA countermeasures have been reported in the
past [3], [4], [5], [6], [7], [8], [9]. First, crypto engine algo-
rithms and implementations are upgraded to make secret key
more difficult to predict [3], [4]. However, this increases circuit
complexity and performance overhead significantly. In addition,
it is incompatible with various encryption schemes. The second
countermeasure concept is to make power usage of digital logics
independent of data variations. Power-balanced circuits such as
dual-rail precharge logic and wave dynamic differential logic
(WDDL) are reported for such [5], [6]. However, these solutions
induce power penalties and large area overheads due to the com-
plexified digital circuitry. Last, recent research efforts mainly
encrypt supply power profiles to enhance security and reduce
overhead of crypto cores. This can be realized by combining
power encryption with integrated power supplies, which are
commonly used in modern SoCs. Therefore, linear regulators,
switched-capacitor circuits, and switch mode power converters
are specifically designed to decorrelate power profiles from the
switching activities of encryption cores [7], [8], [9]. However,
severe tradeoffs originally observed in secure crypto cores will
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be automatically shifted to the implementation of integrated
power supply. This makes it challenging to realize accurate
voltage regulation and energy loss and cost minimization while
securing side-channel leakage.

In addition to the foregoing countermeasures, randomization
is highly favorable to mask critical side-channel information and
reinforce security. Thus, random switching is widely applied
to secure power supplies by randomizing feedback regulation
loop [9], [10]. However, the range of such randomization is
limited narrowly. Otherwise, dramatic loop randomization com-
promises system stability and could trigger system malfunction.
Besides, the circuit designs of such mostly rely on digital random
number generators (RNGs) with linear feedback shift registers
[9], [10]. However, the dependency of available random numbers
on supply voltage causes a pivotal threat to cryptographic secu-
rity if the attackers manipulate power input voltage physically
through power injection attack (PIA) [10].

While power analysis requires direct measurements of crypto
core power consumption, EM analysis enables an indirect SCA
by simply interpreting EM radiation pattern that is correlated to
the crypto encryption algorithms [11]. This type of noninvasive
attack can be easily performed in the middle of cryptographic
operation without physical interruption. Thus, in order to protect
crypto cores against direct and indirect SCAs, both power and
EM profiles correlated to data encryption must be kept hidden
during entire run time.

Several countermeasures have been proposed to suppress the
inadvertent EM side-channel leakage of crypto cores [7], [9],
[12]. Similar to the countermeasures against PSCAs, random
noise injection and feedback loop randomization are used to
attenuate the leaked EM spectrum amplitudes, hindering the sta-
tistical analysis of EM side-channel leakage [7], [9]. However,
these approaches will largely increase switching noise on crypto
core supply voltage and require sophisticated compensation net-
work to stabilize system control. Besides, a security-aware metal
routing technique is presented with randomization of power
regulation to encrypt EM profiles by synthesizing crypto cores
at lower-level metal layers and covering critical circuitries with
upper-level metal routing [12]. However, this specific security-
aware metal routing technique requires multiple metal layers,
which is not in favor of low-cost silicon IC processes.

As an optimized countermeasure against power and EM
SCAs, an encrypted on-chip power supply is presented in this
article to achieve power profile encryption with largely reduced
power and performance overheads. Instead of merging security
feature with power delivery in prior solutions, the proposed
power supply uses a recycled masking power stage to separate
security feature from main power path, enabling system bal-
ance among performance, power, and security. Besides, random
parallel power injection and charge recycling are utilized to
only encrypt input power IIN profile while retaining nominal
system switching action. This helps the on-chip power supply
to realize easy combination of noise injection, supply masking
and switching randomization to enhance power security and
realize EM profile encryption with reduced electromagnetic
interference (EMI) noise. With an encryption interface (EI), a
recycled masking power stage is precisely regulated by random

ON-time (ROT) modulation to inject noisy power and deliver
system power efficiently even if power input voltage VIN is
physically varied. The remainder of this article is organized
as follows. Section II reviews current SCA countermeasures
and describes system architecture of the proposed encrypted
on-chip power supply. Section III elaborates the system and
circuit implementations. Experimental results are provided in
Section IV for design validation. Finally, Section V concludes
this article.

II. SYSTEM ARCHITECTURE AND OPERATION

A. State of Current SCA Countermeasures

With power supplies commonly integrated on-chip, there
are great potentials to embed SCA countermeasures without
affecting encryption algorithms or circuits. Multiple techniques
are presented to accomplish such, which can be categorized as
noise injection, supply masking, and switching randomization.
Fig. 1(a) shows the circuit diagram of noise injection. To create
a parallel current noise INOISE, a short circuit (SC) can be used
as the pseudoload current ISC [13], which is switched by a
random clock VCLK with a RNG. The PSCA mainly relies on
the statistical correlation coefficient between the IIN and the core
power ICORE, which can be calculated as

ρIIN, ICORE = Cov (IIN, ICORE) / (σI IN × σICORE) , (1)

where Cov and σ represent covariance and standard deviation of
the matrix, respectively. Because IIN is equal to the sum of actual
supply current IS and INOISE, (1) can be rewritten by combining
IIN = IS+INOISE as

ρIIN, ICORE = Cov (IS , ICORE) /
(√

σ2
IS

+ σ2
INOISE

× σICORE

)
.

(2)
Here, INOISE is assumed to be independent of ICORE. Compared
to IS, IIN profiles are largely decorrelated from ICORE by in-
creasing INOISE variance and reducing the signal-to-noise ratio
(SNR) of IIN. However, a large INOISE is normally discharged
by the SC to the ground, increasing power penalty significantly.
A current-domain signature attenuation is reported in [12] to
mitigate this. A shunt bleed transistor and a local load capacitor
are used to compensate ICORE variations such that IIN profile
is attenuated and the injected INOISE can be largely reduced.
However, it still induces nearly 50% power overhead and the
design of power circuits and bleed transistor become more
complicated if system power demand is increased by advanced
encryption cores.

Alternatively, Fig. 1(b) shows the circuit diagram of supply
masking. An intermediate power rail VINT is switched ON or
OFF to mask side-channel information leaked from encryption
cores. The core supply voltage VCORE is regulated to deter-
mine if VINT is connected to VIN for power rail charge or
supplied to VCORE for core power delivery. This is imple-
mented in [14] by using two input decoupling capacitors to
deliver ICORE alternatively under encryption. Thus, the timing
information is protected to make post processing alignment
more difficult for PSCAs. Besides, it can easily manipulate
IIN profile by adjusting capacitor voltages. However, using
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Fig. 1. Illustrations of existing SCA countermeasures: (a) noise injection approach, (b) supply masking approach, and (c) switching randomization approach.

two capacitors could cause unreliable line regulation, potential
supply voltage glitch, and system failure. A switched-capacitor
current equalizer is used in [15] to precisely regulate only
one capacitor and achieve constant IIN profiles. However, the
capacitor has to be discharged additionally to a fixed voltage
in each switching cycle, largely increasing power consumption.
Large capacitance is critical to reduce supply voltage ripples,
which, unfortunately, increases silicon area and fabrication
cost.

Instead of exploring specialized circuit techniques, switching
randomization is a more generic solution due to its compat-
ibility to most integrated power supplies. More importantly,
this approach can protect crypto devices against power and EM
SCAs at the same time, making it superior to the aforementioned
approaches. As shown in Fig. 1(c), a random clock is widely
used to randomize system switching frequency (fSW) through
feedback loop. In [9], an integrated inductive voltage regulator
employs loop randomization to add pseudorandom delay in digi-
tal pulsewidth modulation (PWM) control. Moreover, a pseudo-
hysteresis controller is presented in [10] to randomly modulate
fSW by adjusting hysteretic windows with true random numbers.
However, Fig. 1(c) illustrates that the random sources introduce
a separate control variable, which conflicts with the regulation
purpose of the main feedback loop. Therefore, system stability
must be carefully examined and more complex compensation
networks are required to stabilize system. Furthermore, supply
voltage variations can be only reduced by narrowing randomiza-
tion range, resulting in the tradeoff between security and system
performance.

B. Proposed Encrypted On-Chip Power Supply

The discussion above indicates that existing countermeasures
face momentous challenges to balance system performance,
power, security, and cost. The fundamental cause is that secu-
rity features have been integrated into power circuits, without
considering adverse effects between each other. Consequently,
design specifications such as efficiency, voltage regulation, and
SCA immunity are compromised. Hence, it motivates this work
to propose an encrypted on-chip power supply, which splits
power and security into two parallel connections to avoid design
conflicts and thus greatly alleviate system tradeoffs. Moreover,
side-channel security is improved by simultaneously realizing

noise injection, supply masking, and switching randomization
without performance degradation and large overheads.

The system architecture of the proposed encrypted power
supply is detailed in Fig. 2(a). In addition to a classic dc–dc
power stage for conventional power delivery, a recycled masking
power stage is added, which utilizes charge and discharge paths
of on-chip temporary power storage unit (a capacitor in the
prototype of this work) as a parallel input power branch to create
noisy current IPI for power injection and thus mask IIN profile.
To reduce power overhead, system charge on the capacitor can
be efficiently recycled by conveying the discharge current ICR

to supply ICORE. Random ON-time (TON) modulation is imple-
mented in an EI to precisely regulate capacitor voltage VCS, ran-
domize switching activities of main power stage and retain clock
synchronization between parallel connections. Meanwhile, the
injected IPI can be adaptively adjusted to attain the uncorrelated
IIN profile despite the change of ICORE. Thus, random parallel
power injection and charge recycling are successfully realized
with simple structure to improve power security and reduce
overhead and silicon area.

Fig. 2(b) describes the operation schemes of this encrypted
power supply. First, by activating the charge of a capacitor in the
parallel branch while the main power IS is delivered to ICORE,
an adaptive current noise IPI is generated to store extra charge
ΔQ to the capacitor CCS. Thus, IIN is manipulated by power
injection to retain the uncorrelated profile and hide key ICORE

variations. Afterward, the stored ΔQ is recycled by ICORE to
minimize power overhead. To achieve such, the main power
conversion stage is disconnected from VIN and the capacitor
CCS is configured as an internal supply rail to transfer energy
through ICR with consistent switching as main power branch.
This not only enhances energy efficiency and maintains system
performance but also protects the timing of ICORE variations
from exposure. Random TON modulation is finally used to
decide whether the power branch or the capacitor CCS is enabled
for core power delivery. Switching randomization is hence intro-
duced to largely decorrelate IIN profiles from ICORE. Thanks to
the recycled masking power stage, the encrypted power supply
secures IIN by randomly redistributing the charge required by
ICORE, facilitating random power injection and charge recycling
for high security and low overhead.

On the other hand, the EMI noise spectrum in Fig. 2(c) shows
that the proposed power supply can effectively attenuate the
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Fig. 2. (a) System architecture, (b) operation scheme, and (c) EMI noise
spectrum of the proposed encrypted on-chip power supply.

peak EMI noise at fundamental fSW and increase entire noise
floor. Due to random TON modulation, the input current pattern
of this power supply is randomized, spreading most of EMI
spectrum energy to a wide frequency range with a higher noise
floor. This helps to suppress the EMI peak byΔEMI and provide
uncorrelated EM profile. That is, it becomes much more difficult
to detect the peak EMI noise originally correlated to the activity
of the encryption core, preventing EM SCA successfully.

Fig. 3. (a) Circuit implementation of the encrypted on-chip power supply, and
(b) timing diagram of the recycled masking power stage.

In comparison with prior arts, this power supply effectively
combines three major encryption techniques of noise injection,
supply masking, and switching randomization to decorrelate IIN
and ICORE significantly. By distributing IIN randomly, it benefits
peak EMI noise reduction and thus encrypts EM profile against
SCA. As only IIN is modified while retaining normal switching,
control complexity is significantly reduced with nearly zero
performance overhead. Moreover, it realizes charge recycling to
lower power penalty for highly efficient SCA countermeasure.

III. CIRCUIT IMPLEMENTATIONS

A. Recycled Masking Power Stage

The circuit implementation of the encrypted on-chip power
supply is illustrated in Fig. 3(a). It mainly includes the parallel
power stage of an EI and a recycled masking power stage,
and a hysteretic controller. The hysteretic controller is used
to realize precise voltage regulation with fast load transient
response [16]. A duty predictor provides the expected switching
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Fig. 4. (a) Circuit diagram, and (b) operation timing diagram of the EI in the
proposed encrypted power supply.

voltage information and modulates the hysteretic bound VHYS

adaptively through a RC matching filter RREFCREF. The RSCS

matching filter is used to sense the inductor current IL for fast
current-mode feedback control. Two reset switches SS and SREF

eliminate VCORE offset caused by the dc resistance (DCR) of
the inductor L. The recycled masking power stage adds two
switches MPI and MCR and one capacitor CCS in parallel with
main power switch MH. It operates with two states ON and OFF

in each switching cycle. Once the state ON is activated, CCS

is charged by VIN while switches MH and ML remain nominal
switching for power delivery. After this state is disabled by
the EI, the state OFF is triggered to shut down input power and
make CCS serve as a supply rail. MCR is treated as high-side
switch along with ML to operate in the consistent switching
manner as the state ON. Overall, states ON and OFF enable power
injection and charge recycling, respectively, for low overhead
SCA countermeasure.

The timing diagram of the recycled masking power stage is
shown in Fig. 3(b). In the state ON, MPI is turned ON to connect
CCS to VIN during the entire on-duty time TON. Because VCS is
discharged to be lower than VIN when the state ON is initialized,
CCS is charged by VIN continuously with the charge current of

IPI = IPI0 × e−t/Rds,PICCS , (3)

where Rds,PI represents the on-resistance of MPI. IPI0 is the
initial peak noisy current, which is equal to

IPI0 = (VIN − VCS0) /Rds,PI. (4)

Fig. 5. (a) Circuit schematic, and (b) operation scheme of the random ON-
timer.

Fig. 6. Circuit implementation of the adaptive valley modulator.

Here, VCS0 represents the initial voltage across CCS in the state
ON. The total IIN equals the sum of IPI and IMH, where IMH

is the drain current of switch MH. With the EI, the state ON is
randomly triggered to add IPI to an unpredictable IMH as shown
in Fig. 3(b). Therefore, the injected IPI can be treated as random
current noise, even if it follows a fixed exponential pattern. In
the state OFF, MH and MPI stay off to avoid any power profile
leakage. The inductor L is charged by CCS with the turn-ON of
MCR and then it is discharged through ML as nominal operation.
Once VCS reaches to a regulated valley VCSV, the state OFF ends
and VCSV is initialized as VCS0 in next switching cycle.

To estimate power overhead, it is critical to analyze power loss
distribution in the recycled masking power stage. While charge
sharing loss of CCS is dominant in the state ON, conduction loss
of switch ON-resistance causes major loss in the state OFF as the
discharge of CCS is limited by IL. With an optimal sizing of
MCR, power overhead is mainly caused by charge sharing loss
of CCS, which can be computed as

PLOSS = CCS × fSW,PI × (VIN − VCSV)
2/2. (5)
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Fig. 7. Chip micrograph.

Fig. 8. Measured IIN profile across dynamic ICORE variations (a) without,
and (b) with proposed random parallel power injection and charge recycling.

Here, VCSV is the valley voltage across CCS and fSW,PI is the
fSW of MPI. Moreover, Fig. 3(b) shows that the encrypted power
supply always maintains normal switching while only IIN profile
is manipulated by the recycled masking power stage. Thus, it
only suffers negligible power and performance overhead caused
by voltage difference between VIN and VCSV, which can be
largely reduced by regulating VCSV close to VIN. Meanwhile,
as indicated in (3) and (4), large IPI can still be achieved with a
smaller ON-resistance Rds,PI in MPI. Therefore, system trade-
offs among performance, power, and security are effectively
mitigated.

B. Encryption Interface

Fig. 4(a) shows the circuit diagram of the EI. A ROT controller
manages the operation states of main power stage and precisely
regulates the valley voltage on CCS at the reference voltage
VCSV. A valley modulator is used to adjust VCSV to make
it adaptive to ICORE and thus calibrates the injected current
noise for a constant IIN profile. A switch logic uses digital
gates to provide the clock signals for MH, ML, MPI, and MCR.
Fig. 4(b) illustrates the operation timing diagram of the EI. Once
VCS is discharged to be lower than VCSV, VRST turns high
and subsequently triggers VSEL low. While the clock VCMP is
passed to VMH and VML, VMPI, and VMCR remain low and
high, respectively. The recycled masking power stage enters the
state ON and charges VCS by VIN. After a random ON-timer
provides a high VTON, the state ON expires and the state OFF

is activated by turning VSEL high. VMH and VMPI stay high
to shut down input power. VCMP is passed to VMCR and VML

for power delivery. This continues until VCS goes below VCSV

and the next switching cycle begins. Since the effective VTON

is randomly distributed, a ROT control is realized to encrypt
IIN profile successfully. In addition, if ICORE varies, VCSV is
adaptively modulated to adjust the valley of VCS and thus the
injected power noise IPI for a fixed IIN profile. As shown in
Fig. 4(b), increasing ICORE, a lower switching node voltage VSW

is sensed to generate a higher VCSV through a valley modulator
and thus a smaller IPI2 is used for power injection. As the EI
only regulates the capacitor CCS without compromising main
voltage regulation loop, system stability is strictly retained to
achieve balanced system performance and security.

Fig. 5(a) depicts the circuit schematic of the random ON-
timer, which is designed on the basis of the border-collision
bifurcation [17]. Two currents I1 and I2 are utilized to charge
and discharge a capacitor CR, respectively, and make its voltage
VCR as a single chaotic variable. The SR-latch transitions VCR

from one state to the other for robust chaos, which is triggered by
a comparator and a signal VCMP from the hysteretic controller.

Its operation scheme is detailed in Fig. 5(b). In the switching
cycle of TSW[n], VCR is initialized as VCR[n], which is lower
than the peak reference VP. The rising edge of VCMP resets the
latch circuit and turns MPI on. Thus, CR is charged by I1 as

VCR (t) = VCR [n] + (I1 × t) /CR. (6)

If VCR crosses VP within TSW[n], the comparator will set the
latch and switch MN1 is turned on to discharge CR. Accordingly,
VCR can be calculated as

VCR (t) = VP − (I2 × t) /CR. (7)

At the end of TSW[n], VCR[n+1] is computed as

VCR [n+ 1] = VP + k × (VP − VCR [n])− V2, (8)

where k is the ratio of I2 to I1 and V2 is equal to TSW×(I2/CR). On
the contrary, if VCR is always lower than VP, CR is continuously
charged and VCR[n+1] equals

VCR [n+ 1] = VCR [n] + V1, (9)
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Fig. 9. Measured IIN profile at ICORE step-up (a) without, and (b) with
proposed random parallel power injection and charge recycling.

where V1 is equal to TSW×(I1/CR). With these two cases, the
one-dimensional chaotic map can be defined as

VCR [n+ 1]

=

{
VP + k × (VP − VCR [n])− V2, VCR [n]>VB

VCR [n] + V1, VCR [n] ≤ VB .

(10)

Here, VB equals (VP−V1) and represents the boundary case of
VCR[n] at which VCR[n+1] equals VP at the end of TSW[n]. It
has been proven that the dynamic map establishes chaos with
proper design parameters of I1, I2, and VP [18]. By sizing I1 and
I2 small, the charge and discharge rates of CR are greatly limited
such that it takes longer than TSW for VCR to intersect with VP

and the discharge process ends with an unpredictable state. Thus,
after skipping the effective VCMP, VTON is randomly triggered
at a lower fSW to define the TON for the proposed power stage.
As such a chaotic map is independent of VIN, it will keep random
characteristics even if PIA manipulates VIN aggressively.

The circuit implementation of the adaptive valley modulator
is shown in Fig. 6. To monitor system power variations, VSW is
sensed by low VCMP after a blanking time tBLK. In the sensing
period, the encrypted power supply connects VSW to either VIN

or VCS to deliver core power ICORE. Although both VIN and VCS

can be utilized for ICORE detection, the use of VIN protects the
injected power noise IPI from PIA. Thus, once VCMP turns high,

Fig. 10. Measured IIN profile at ICORE step-down (a) without, and (b) with
proposed random parallel power injection and charge recycling.

the difference between VSW and VIN is passed through a V-to-I
circuit block and then converted to IV, which is proportional to
ICORE. With a fixed biasing current IB, VCSV can be calculated
as

VCSV = VIN − (IB − IV )×RB2, (11)

where RB2 is a biasing resistor to set a proper VCSV. If the state
ON starts, VCS is always initialized as its valley, which is equal to
VCSV. Therefore, combining the (3), (4), and (11), the injected
noisy power IPI is calculated as

IPI = [(IB − IV )×RB2/Rds,PI] × e−t/Rds,PICCS , (12)

which is independent of VIN and adaptive to core power ICORE.
This feature makes the encrypted power supply resistant to PIA
and helps secure system power profiles.

IV. EXPERIMENTAL VERIFICATION

The IC prototype of the proposed encrypted on-chip power
supply is fabricated using a 65 nm CMOS silicon IC process.
Fig. 7 shows the chip photograph, which has an active die area
of only 0.19 mm2. Power transistors are fully integrated on-chip
with P-channel and N-channel MOSFETs to reduce gate drive
complexity. Despite of using a hysteretic control, a fixed fSW of
10 MHz is achieved by fSW synchronization [16]. For system
miniaturization, a 420 nH inductor L and a 1 μF output capacitor
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TABLE I
PERFORMANCE COMPARISON

Fig. 11. Conducted EMI measurement at a ICORE of 200 mA (a) without,
and (b) with proposed random parallel power injection and charge recycling.

CO are used on the power stage. Meanwhile, the flying capacitor
CCS is designed as 470 nF to support a maximum ICORE of 200
mA. With a VIN of 1.2 V, this power supply regulates core supply
voltage VCORE from 0.4 to 0.6 V efficiently.

To validate effective IIN encryption of the presented power
supply, Fig. 8 shows the measured IIN profile across dynamic
ICORE variations. For a traditional switch mode power supply as
shown in Fig. 8(a), IIN profile follows the change of core power
ICORE immediately, making it vulnerable to PSCAs. Thanks
to the recycled masking power stage, IIN is fully encrypted
by random power injection and charge recycling in Fig. 8(b),

Fig. 12. Conducted EMI measurement at a ICORE of 100 mA (a) without,
and (b) with proposed random parallel power injection and charge recycling.

leading to a concealed “white noise” like IIN profile despite
of the same ICORE activities as in Fig. 8(a). It thus greatly
reduces the correlation between IIN and ICORE for high PSCA
immunity. The detailed IIN profile is measured in Fig. 9 as
ICORE steps up from 140 to 200 mA. The classic design in
Fig. 9(a) leaks the highly correlated IIN profile with a fixed fSW
of 10 MHz. However, Fig. 9(b) illustrates that this encrypted
power supply effectively encrypts IIN profile by noise injection,
supply masking and switching randomization to protect ICORE.
Fig. 10 details the measured dynamic transient when ICORE
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Fig. 13. Measured load step-up transient response (a) without, and (b) with
proposed random parallel power injection and charge recycling.

Fig. 14. Measured efficiency without and with proposed random parallel
power injection and charge recycling.

steps down from 200 to 100 mA to verify consistent IIN en-
cryption. Thanks to the joint efforts of noise injection, supply
masking, and switching frequency randomization, the real-time
statistical correlation between IIN and ICORE is significantly
reduced.

The conducted EMI is measured through a line impedance
stabilization network and a spectrum analyzer. Fig. 11 depicts

the measured conducted EMI noise spectra under a 1.2 V-to-0.6
V conversion with a ICORE of 200 mA. If the parallel power
injection and the charge recycling are disabled, the proposed
power supply operates as a classic fixed frequency switching
power supply. Hence, as shown in Fig. 11(a), it generates a
peak EMI noise of 64.57 dBμV at the fundamental fSW of 10
MHz, which exceeds the EN55032 Class B limits. With the
random parallel power injection operation, the peak EMI noise
is measured as 43.12 dBμV in Fig. 11(b), achieving 21.45 dB
reduction to meet the EN55032 Class B limits and encrypt EM
profile. Besides, most of EMI spectrum energy is transferred
to a low frequency band from 150 kHz to 3.5 MHz and the
measured noise floor is greatly increased by random parallel
power injection and charge recycling operation. This reduces the
SNR of input power profile and thus improve security against
SCA as discussed in Section II. Fig. 12 shows the measured case
at a ICORE of 100 mA. The peak EMI noise is reduced from 60.65
dBμV to 40.76 dBμV to satisfy low EMI limits. Note that, this
encrypted power supply only manipulates IIN for low EMI and
high SCA immunity while maintaining a fixed fSW at 10 MHz.
These merits simplify design requirements of system control
loop and power components and mitigate the tradeoffs between
security and power conversion in prior SCA countermeasures
significantly.

Fig. 13 shows the measured load transient response to verify
performance overhead of this design. In response to ICORE step-
up from zero to full power of 200 mA, the encrypted power
supply achieves the VCORE droop of 54 mV with 1% settling
time tsettling of 0.78μs, which is the same as the measured results
without random parallel power injection and charge recycling.
Accordingly, performance overhead turns out to be negligible.

Fig. 14 provides the measured data on the circuit efficiencies
with and without proposed techniques. Operating in continuous
conduction mode, the encrypted power supply achieves 90.5%
peak efficiency at a ICORE of 110 mA in the 1.2 V-to-0.6 V con-
version. Thanks to the efficient charge recycling, the maximum
power overhead is limited to 4.9%.

Finally, Table I shows the comparison of this work with the
prior arts. While existing solutions directly apply randomization
to power circuits, the proposed power supply utilizes the parallel
structure to achieve power encryption without affecting power
delivery. Moreover, as a more comprehensive scheme, random
parallel power injection and charge recycling are implemented
to simultaneously accomplish noise injection, supply masking
and switching randomization to improve side-channel security.
Instead of randomizing entire system operation, this design can
operate at a fixed fSW while only encrypt IIN profiles, which is
the root cause of PSCA. The peak EMI noise is attenuated to
improve security against EM SCA with the minimal power and
performance overhead.

V. CONCLUSION

An encrypted on-chip power supply is presented in this arti-
cle as the SCA countermeasure to enhance hardware security.
Thanks to random parallel power injection and charge recy-
cling, this power supply effectively encrypts both input power
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profile and EM profile with noise injection, supply masking and
switching randomization. To achieve such, a recycled masking
power stage is implemented to inject noisy power and recycle
charge in parallel of nominal power delivery. An EI manages
the operations of power delivery and security with precise regu-
lation of the parallel input branch under ROT modulation. This
enables adaptive power injection and switching randomization
to maintain consistent input power encryption and thus mask
core power variations. Performance and power overheads are
significantly reduced with parallel power encryption to mitigate
design conflicts between power and security. The experimental
results successfully verify this design.
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