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Online Anomaly Detection in DC/DC Converters by
Statistical Feature Estimation Using GPR and GA
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Abstract—DC/DC converters play an important role in electrical
systems. The anomalous state of a dc/dc converter has a major
impact on the operation of the back-end components and the
entire electrical system. To effectively recognize an anomalous state,
particularly for dc/dc converters with unknown circuit structures,
an online anomaly detection method that involves statistical feature
estimation using Gaussian process regression (GPR) and a genetic
algorithm (GA) is proposed. In the proposed method, the normal
output range is built upon the dc/dc normal output signal using
GPR, and seven statistical features are considered as the detection
indexes. In the detection process, the output signal of the dc/dc
converter is acquired, and the corresponding extreme values of
statistical features are calculated by using GA, which can effectively
reduce the operation time and the calculation consumption. The
working state of the dc/dc converter is distinguished according to
these features. Simulation and hardware experimental results val-
idate the practicability and effectiveness of the proposed method.

Index Terms—DC/DC converter, Gaussian process regression
(GPR), genetic algorithm (GA), online anomaly detection,
statistical feature estimation.

I. INTRODUCTION

DC/DC converters have been widely applied in many elec-
trical devices, including test instruments, large-scale com-

puters, and biomedical instruments. Such converters fundamen-
tally ensure electrical devices operating in their normal states.
The reliability of a dc/dc converter, which has a strong influence
on the working state of the back-end components and the entire
electrical system [1], [2], depends on the performance of its com-
ponents. With the increasing operation time, the performance
of the components including the electrolytic capacitor, power
devices, and inductance, etc., will degrade under many types of
stresses such as the voltage, temperature, humidity, and radiation
stresses [3]. For example, the capacitance and equivalent series
resistance (ESR) of an electrolytic capacitor will gradually
decrease and increase [4], [5]. These situations can cause the
dc/dc converter working anomalously, or even affect the entire
electrical system. If the anomalous states in a dc/dc converter are
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not effectively identified and prevented, the likelihood that the
anomaly develops into the sudden circuit failure will increase,
which can ultimately cause enormous economic loss. Therefore,
it is necessary and urgent to effectively detect anomalies in dc/dc
converters.

In recent years, many studies focused on detecting and di-
agnosing the faults of dc/dc converters. These fault detection
and diagnosis methods can be divided into two categories:
model-based techniques and data-driven techniques.

Model-based methods establish the relationships between the
outputs and the degradation parameters, and they are mainly ap-
plied to the dc/dc converters with the known circuit structure. For
example, in [6]–[8], the mathematical relationship between the
instantaneous capacitor voltage and the degradation parameters
was analyzed according to the circuit structures of the Flyback
converter, buck converter, and PFC converter. Meanwhile, the
additional circuits including the online monitoring system were
required. In [9] and [10], Ahmad et al. proposed techniques
to monitor the ESR and the low-frequency impedance of an
electrolytic capacitor in a PV-based dc system. The method
in [9] needed a high sampling frequency. To decrease the sam-
pling frequency, a low-frequency current ripple was injected
into the capacitor [10]. However, the injection signal would
have some effect on the normal outputs of the back circuits.
Janne et al. [11] proposed an output voltage transient step
response analysis method to detect capacitor wear-out at the
output stage of a step-down dc/dc converter. The estimation
accuracy of the degradation capacitance was dependent on the
measurement accuracy and the noise floor level, so the robust-
ness was not very high. Hiroshi et al. [12] presented a new
method for a digitally controlled switching mode power supply
to estimate the ESR from the output voltages with a step load
change. Amaral and Cardoso [13] proposed a simple online fault
detection technique that was able to prevent structural failures
in aluminum electrolytic capacitors used in the output filter
of step-down dc/dc converters. In [14], the article presented
a fast yet robust method for fault diagnosis in nonisolated
dc/dc converters. Summarizing the aforementioned literatures,
one critical condition of applying the model-based technique
to estimate anomalous states is knowing the dc/dc converter
structure very well. Moreover, other conditions include the
additional circuits or an excitation source, which may increase
the test cost and have some effect on the normal output of dc/dc
converter.

In practical applications, the circuit structures of dc/dc con-
verters are usually unknown. Therefore, data-driven methods
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are applied to detect and diagnose the anomalous states. The
relationship between the parameters to be estimated and the
available signals is established through training data, which are
obtained from the output of the dc/dc converter. In [15] and [16],
Thanh et al. presented a novel condition monitoring scheme
for estimating the ESR and capacitance of a dc-link electrolytic
capacitor in three-phase ac/dc pulsewidth modulation converters
and PWM inverter-fed induction machine drives, respectively.
Then, a recursive least-squares algorithm was implemented to
obtain the degradation parameters. An artificial neural network
(ANN) was trained in [17] and [18] to form a mapping between
the inputs and outputs of a power electronic circuit and to
estimate the capacitance. In [19], a method was suggested for
online estimating and tracking both the capacitance and ESR
using the ratio between the capacitors voltage ripple and their
current ripple. Additional data-preprocessing modules were also
needed. Khalila et al. [20] presented an identification model
based on support vector regression, and the relation between
a known capacitor power and its corresponding capacitance
was established. The above studies established the relationships
between the degradation parameters and outputs of a dc/dc
converter using data-driven methods, such as ANN and SVM.
These methods required both normal samples and fault samples
or abnormal samples as the training data. Thus, the detection
accuracy of the data-driven methods depends on the accuracy
of these training data, especially abnormal samples. Moreover,
the fault samples or abnormal samples are usually insufficient
under the actual operation, so these samples are mainly obtained
from simulation experiments. However, differences must exist
between the fault samples obtained from the simulation exper-
iments and those extracted from the actual applications. These
situations impair the accuracy of the data-driven methods.

The detailed information of the existing techniques are shown
in Table I. The current techniques in these literatures mainly
belong to the model-based [6]–[14] and date-driven methods
[15]–[20]. A few methods [21]–[23] do not exactly belong to
these two methods. Analyzing the comparison results in Table I,
limitations and demerits of these methods still exist and are
concluded as follows.

1) Some research works mainly concentrate on building the
models to estimate or identify the component parameters, such
as the capacitance and ESR of the electrolytic capacitor. The
estimation results of these models may be influenced by the
accuracy of these models and the interference from the environ-
ment. Moreover, for detecting the anomalies caused by the weak
parameters variation in dc/dc converter, likewise the stresses,
noises, and loads, the effectiveness of the above methods may
be impractical.

2) In some studies, additional circuits will increase the test
cost, for an example, test excitation and test point are inserted
into the circuits.

3) The methods based on the model are only suitable to the
dc/dc converter with the known circuit structure. For the data-
driven methods, the high fault detection accuracy depends on
sufficient abnormal or fault samples.

Based on the aforementioned analysis, it is necessary
to propose an anomaly detection method that has the

Fig. 1. Principle of the online anomaly detection method.

capability to detect the anomalous states caused by the weak
parameters degradation of the components as well as the en-
vironmental stresses. Low-test cost and great practicability are
also two important advantages, which means the method can
be implemented economically and fulfill the actual industrial
requirement.

In this article, an anomaly detection method by statistical
feature estimation using GPR and GA is proposed. The main
principle of the proposed method are as follows. At first, the
method adopts Gaussian process regression (GPR) to estimate
the normal output range, and building the GPR model requires
only normal samples obtained from actual circuits as the training
data. Then, seven statistical features of the output are calcu-
lated by a genetic algorithm (GA), and the extreme values of
features are saved as detection indexes. Anomaly detection is
implemented by comparing the seven statistical features of the
actual output with those saved detection indexes. When one of
the features deviates from these indexes, it provides an indica-
tion that the working state of the dc/dc converter has become
abnormal.

Compared with the existing methods mentioned in Table I,
the proposed method has three merits. First one is detecting
more anomalous types and fault components, especially for the
weak parametric faults of all components. Second one is no
need the test point, test exaction, and additional test circuits, the
test cost is low. Third one is no need the structure of the dc/dc
converter. The proposed method has great practicability in the
actual applications.

This article is organized as follows. Section II presents the
principle of the proposed online anomaly detection method. The
experiments and analysis are shown in Section III to further
validate the merits of the proposed method, different compar-
ison experiments will be conducted. Meanwhile, the hardware
experiments are used to demonstrate the practicability of this
method. Finally, Section IV concludes the article.

II. METHOD OF ONLINE ANOMALY DETECTION IN

THE DC/DC CONVERTER

The online anomaly detection process is shown in Fig. 1. For
a dc/dc converter, the input and output signals are dc signals, and
the PWM signal is used as the controller signal of the MOSFET.
The oscilloscope acquires the output signals of dc/dc converter.
The output signal at the initial operation stage is regarded as
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TABLE I
INFORMATION OF THE EXISTING TECHNIQUES

“*” means that the relative information are not mentioned in the corresponding references.

the training samples. Then, the normal output range will be
estimated and the seven statistical features will be calculated.
The entire one-time calculation is implemented by MATLAB
software on a PC and the seven features will be saved as the
detection indexes. During the online anomaly detection process,
only output signal acquisition and simple index comparison are
implemented. The detailed principle of the anomaly detection
method are as follows.

A. Normal Output Range Estimated Based on the GPR Model

In this article, GPR is used to estimate the normal output
range. It will reduce the reliance on the fault samples, because
building a GPR model requires only normal samples obtained
from actual circuits as the training data. The estimated normal
output range is taken as the key criterion to detect an anomaly.
In general, GPR is defined as a collection of a finite number of

random variables {f(ti)|ti ∈ t} indexed by a set t. The stochas-
tic process is specified by giving the probability distribution for
every finite subset of variables f(ti) in a consistent manner [24].

For a dc/dc converter, t is the input space with dimension time
indexes, which is the number of inputs of the training data. f(ti)
is a one-dimensional dataset that represents the output signal xi,
i.e., the outputs of the training data, which are the normal output
samples, and the inputs of the testing data are the index values of
the actual output to be detected. The Gaussian process f(t) can
be fully described by the mean function m(t) and covariance
function k(t, t′), which are defined as follows:

m(t) = E(f(t)) (1)

k(t, t′) = E[(f(t)−m(t)) · (f(t′)−m(t′))]. (2)

GPR can be described as f(t) ∼ GP [m(t), k(t, t′)]. To en-
sure a high anomaly detection ability, it is necessary that the
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covariance function can describe all waveform trends of the
normal output of the dc/dc converter. In this study, according
to the waveform trends of the output of the dc/dc converter,
the combination covariance function is used to increase the
anomaly detection ability. The first condition is that the output
signal must be periodic, the period equals to that of the PWM
signal controlling the MOSFET transistor. Therefore, a periodic
covariance function should be used to form the combination
covariance function because of the periodic output signal which
can be defined as

kPER(t, t
′) = σ2

1exp

[
− 2

l21
sin2(π(t− t′)/p)

]
. (3)

The dc output signal also continually fluctuates because of
the ripple. The squared exponential covariance function, as a
common covariance function, is used to form the combination
covariance function

kSE(t, t
′) = σ2

2exp

[
(t− t′)2

2l22

]
(4)

where σ2
1 and σ2

2 are the vertical scaling factors that adjust the
change of the covariance function. l1 and l2 are the horizontal
scaling factors that have a relative weighting effect on the
distance between the input points t and t′. The parameter p
adjusts the estimation period.

Therefore, a periodic covariance function is combined with a
squared exponential covariance function to obtain a combination
covariance function, which can achieve the normal output range
with superior estimation performance in a dc/dc converter. The
combination covariance function kC is defined as follows:

kC(t, t
′) = kPER(t, t

′) + kSE(t, t
′)

= σ2
1exp

[
− 2

l21
sin2(π(t− t′)/p)

]

+ σ2
2exp

[
(t− t′)2

2l22

]
. (5)

In summary, the modeling process based on GPR for dc/dc
converter is as follows.

Step 1: Choose the initial normal output as the training data
and the online real-time output as the testing data.

Step 2: Construct the combination covariance function, in-
cluding a period covariance function and a squared exponential
function.

Step 3: Set the initial values of hyperparameters, and establish
a priori model of GPR.

Step 4: Use the training data to train a priori model of GPR,
and optimize the hyperparameters.

Step 5: Obtain the optimal hyperparameters and establish a
posterior model of GPR.

Step 6: Predict the mean values and the variance values of the
online real-time output.

B. Statistical Feature Calculation for a DC/DC Converter

The actual output signal of a dc/dc converter is inevitably
mixed with noise and interference because of the complex work-
ing conditions, which adversely affects the anomaly detection

accuracy. To increase the detection accuracy and robustness
of the model, statistical features of the output are adopted as
detection indexes to identify the anomalous state in this article.
This is because when the parameters of the components degrade,
it influence the entire tendency of the output. Thus, anomaly
detection is realized by comparing seven statistical features of
the actual output with those of the estimated normal output
range.

Seven statistical features in a dc/dc converter are chosen as
detection indexes to analyze the online output. The seven fea-
tures are the range, mean, standard deviation, skewness, kurtosis,
entropy, and centroid of the output signalx, which are designated
as r, m, v, s, k, e, and c, respectively.

The range r denotes the change between the maximum and
minimum values of the output signal x, namely, the amplitude
of the output-ripple voltage, as expressed in (6). xmax is the
maximum value of the output signal and xmin is the minimum
value

r = xmax − xmin. (6)

Equations (7) and (8) express the mean and standard deviation
of the output signal, respectively. The mean value is the ideal
output voltage of a dc/dc converter. The length of the output
signal x is n, and xi(i = 1, 2, . . ., n) denotes every data point
of x

m = E(x) =
1

n

n∑
i=1

xi (7)

v =
√
E(x−m)2 =

√√√√ 1

n− 1

(
n∑

i=1

x2
i − n · [E(x)]2

)
.

(8)

The skewness, a measure of the asymmetry of the output
signal relative to the mean value, is defined as follows:

s = E

[(
x−m

v

)3
]
. (9)

The kurtosis is a measure of the heaviness of the tails in the
distribution of the output signal x and can be used to establish an
effective statistical test for identifying signal changes. Equation
(10) expresses the kurtosis in the zero-mean case [25]

k = E{x4} − 3[E{x2}]2. (10)

However, it is very challenging to calculate the kurtosis of the
output signal of an analog circuit based on (10). Equation (11)
gives the unbiased estimation or approximation equation [26]

k =
E{x4}

[E{x2}]2 = n ·
∑n

i=1 x
4
i

(
∑n

i=1 x
2
i )

2
. (11)

The entropy, a fundamental concept in information theory, is
also very challenging to calculate from the output signal of an
analog circuit. Equation (12) shows the approximation equation
of the entropy e [27]

e ≈ k1(E{G1(x)})2 + k2(E{G2(x)} −
√
1/2)2 (12)
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TABLE II
OUTPUT CHANGING RATES BETWEEN THE NORMAL AND ANOMALOUS STATES

where k1 = 36/(8
√
3− 9), k2 = 24/(16

√
3− 27), G1(x) =

xexp(−x2/2), and G2(x) = exp(−x2/2).
The centroid is located in the closed region, which is formed

by the waveform of the output signal and abscissa axis. For a
zero-mean discrete-valued signal, the centroid can be obtained
by

c =

∑n
i=1 n× xi∑n

i=1 xi
. (13)

When detecting an anomaly in a dc/dc converter, statistical
feature calculation can enhance the difference between the nor-
mal state and anomalous state and increase the robustness of the
detection method. To further demonstrate the advantages of this
estimation method, a specific example is presented. For a buck
converter, the anomalous states will be caused by the parameter
degradation of the electrolytic capacitor and the inductor, etc.
Cnormal, Lnormal, and ESRnormal represent the normal capacitance
value, inductor value, and ESR of the electrolytic capacitor, re-
spectively. The anomalous states include −10% Cnormal, −15%
Cnormal, +20% ESRnormal, −25% Lnormal, and +10% ESRnormal,
denoted by anomalies 1, 2, 3, 4, and 5, respectively. Two hundred
output samples are obtained for each state, with a sampling
interval of 1 μs. The output difference between the original
signals and the seven statistical features of six states including
the normal and all five anomalous states are compared. The
difference is defined as (14). Vnormal means the original output
or the statistical features of the normal states. Vanomaly means
these outputs of the anomalous states.Drate means the anomalous
output changing rate compared with the normal outputs

Drate =

∣∣∣∣Vnormal − Vanomaly

Vnormal

∣∣∣∣× 100%. (14)

According to (14), Table II shows the results.
In Table II, the relative change rates of five anomalous states

are very small when comparing the original outputs between the
normal and anomalous states. Then, using the statistical features,
most relative change rates are larger than those when using the
original outputs, especially the relative change rates of range,
standard deviation, skewness, and centroid are great large. In
conclusion, the statistical features of the output can be used to
characterize the output deviation more clearly than the original
outputs.

C. Extreme Values Calculation for Statistic Features of the
Normal Range Based on GA

The normal output range can be obtained by GPR, the max-
imum and minimum values of seven features are needed to
acquire. For calculating the extreme values, it is necessary
to calculate seven features for each normal output and then
to compare these features. However, the normal output range
includes numerous normal outputs. Thus, the calculation will be
very large and complicated, which will increase the modeling
time and the calculation consumption of the proposed method.
Meanwhile, the extreme values are used as the detection in-
dexes, which directly determine the anomaly detection accuracy.
Hence, the article calculates these extreme values using the GA.
Because GA, as an optimum algorithm, not only can reduce the
operation time, but also can obtain more accurate extreme values
than the randomly sampling output signals mentioned in [28].
The process of GA search is described as follows.

First, set the encoded mode of the output data of every sam-
pling as binary. Each normal output is the gene of the individual,
the number of normal outputs is set as N , and the number of
sampling points is m. Therefore, the encoded digit n identifies
the least positive integer that makes 2n > N reasonable. Every
n×m matrix of binary code represents each normal output.
Second, set the fitness function. In each generation, the fitness
of every individual in the population is evaluated, which is
the value of the fitness function in the optimization problem.
Individuals with higher fitness are stochastically selected from
the current population. The equation of each statistical feature
is the objective function. The fitness function is the exponential
form of the objective function with the base of the natural
number. Third, design the genetic operators. The type of selected
operator is proportionate selection, i.e., roulette-wheel selection.
The modes of the crossover operator and mutation operator
are single-point crossover and simple mutation, respectively.
Finally, the selection process for the extreme values of the seven
statistical features is based on the GA as follows.

Step 1: Perform binary encoding and parameter initialization.
The parameters include the population, generation, crossover
probability, and mutation probability.

Step 2: Calculate the fitness values of the individuals. Each
individual expresses each normal output in the estimated normal
output range. The genes are selected, crossed, and mutated to
produce the new generation.

Step 3: Terminate the algorithm when the maximum number
of generations has been produced. The results are the maximum
and minimum values of each statistical feature.

Step 4: Compare the seven statistical features of the actual
output with the extreme values in the estimated normal output
range, and detect any anomaly in the dc/dc converter.

D. Procedure of Online Anomaly Detection

The detailed procedure of the proposed online anomaly de-
tection method is described in Fig. 2.

Step 1: Collect the actual normal outputs of the dc/dc converter
used as the training data of GPR.

Step 2: Estimate the reasonable normal output range based on
GPR, which is the key criterion to detect the anomaly outputs.
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Fig. 2. General diagram of online anomaly detection.

Fig. 3. Simulation experiment process of online anomaly detection.

Step 3: Calculate seven statistical features to describe the
output of the dc/dc converter.

Step 4: Utilize the GA to calculate the maximum and min-
imum values of these features in the estimated normal output
range.

Step 5: Compare the seven features of the actual output with
the extreme values. The anomaly will be detected online when
any one of the seven features of the actual output deviates from
the extreme values.

III. EXPERIMENTS AND ANALYSIS

The proposed online anomaly detection method can be ap-
plied to a dc/dc converter irrespective of whether the circuit
structure is known. To demonstrate the advantages and the va-
lidity, the simulation and hardware experiments are conducted.

A. Simulation Experiment Based on PSpice Simulation

When detecting the anomaly, the only needed information is
the output samples, both the circuit structure and component
parameters of the dc/dc converter are not required. To verify
the proposed method by simulation experiment, the component
parameters of the chosen experiment circuit structure are aware
here for injecting the anomalous states. The simulation exper-
iment process of online anomaly detection is shown in Fig. 3.
Buck converter is chosen as the experimental circuit, which is

TABLE III
PARAMETERS OF BUCK CONVERTER

Fig. 4. Estimated normal output range based on the GPR model.

composed by capacitor, resistors, and MOSFET transistor, etc.
The tolerance of all components is set to 5%. The amplitude
of the input voltage is +3 V. Simulations are conducted using
PSpice 16.7. The specifications and parameters of the converter
components are given in Table III. The buck converter discussed
here is just an example for showing the working procedure of the
proposed method. In fact, the proposed method can be extended
to various PWM dc/dc converters topologies irrespective of the
circuit structure.

The dc/dc converter at the initial operation stage is considered
in the normal state. The normal samples are collected as the
training data to build the model based on GPR, and the sampling
interval is set to 1μs. According to output of the dc/dc converter,
the suitable covariance function and hyperparameter values are
selected to make GPR model detect the weak anomalous states
and normal states effectively. The estimated normal output range
obtained by the GPR model is shown in Fig. 4 using MATLAB.

In Fig. 4, the normal sampling points from 0 to 300 represent
the training data, i.e., the normal outputs. For the GPR model,
the sampling points from 301 to 500 are used as the testing data.
The gray band represents the estimated normal output range,
while the red dashed line represents the online normal output.
Because the output samples in the normal output obey a Gaussian
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distribution, and the mean and square deviations are estimated
by GPR, the range of the normal output in this article is set to
twice the square deviation, i.e., approximately 95%. This setting
demonstrates that the output range of the GPR model has a high
identification ability for the normal samples.

To further demonstrate the advantages of the proposed
anomaly detection method, four comparison experiments are
conducted.

1) Online Anomaly Detection Under The Ideal Condition:
Based on a theoretical analysis, the dc/dc converter is a lin-
ear time-invariant (LTI) system. However, the dc/dc converter
cannot maintain in an LTI system in actual operation, as the
parameters of the critical components will degrade under differ-
ent working conditions. In [3], the fragile components in power
electronics converters include power device (MOSFET), capaci-
tors, inductors, and resistors. Different types of components have
different fault modes and failure mechanisms; the capacitance C
tends to decrease and the Ron, RL, and ESR tend to increase with
the increasing operation time in the dc/dc converter.

For the dc/dc converter, anomaly usually comes from two
sources. One is the parameter degradation of the components
in dc/dc converters, and the other one is the abnormal operation
conditions, such as changing loads or the operation temperature.
Based on the above analysis, there are three types of the states
to be injected. The first type is the normal states, denoted
as N1–N4, in which the parameter deviation of all compone-
nts is less than the tolerance 5%. The second type is the anoma-
lous states, in which the parameter deviation of all components
is more than the tolerance 5%, denoted as AN1–AN6, AN7, and
AN8 are the open and short faults. The third type of state is the
anomalous states, denoted as AN9–AN10, caused by the load
changes. The normal set and anomaly set are listed in Table IV.

To enhance the difference between the normal state and
anomalous state, seven statistical features are used as the de-
tection indexes. The extreme values of seven features based on
the estimated output range are quickly calculated by a GA, which
will increase the modeling time and the calculation consump-
tion. The extreme values are listed in Table V.

The extreme values in Table V are the key criteria for detecting
an anomaly in a dc/dc converter based on the proposed method.
Seven features of each state are listed in Table VI.

In Table VI, all features of the normal states N1–N4 are in the
normal output range. For the anomalous states, these cells with
the bold fronts and green shadows indicate that the correspond-
ing statistical features exceed the extreme values. Therefore,
AN1–AN10 are distinguished as anomaly states because there
is at least one feature deviating from the extreme values.

Table VII lists the comparison results among the proposed
method, the original comparison mentioned in Section II, the
estimation method mentioned in [7], and support vector data
description (SVDD) method. SVDD is widely used as a fault
classifier to detect anomalies and it adopts the same features as
the proposed method. For the original comparison, the principle
of the anomaly detection is that the output deviates from the
normal threshold values, which are the output extreme values
when all parameters of the components are in the tolerance 5%.
For the estimation method in [7], it adopts the model to calculate

TABLE IV
NORMAL SET AND ANOMALY SET IN THE BUCK CONVERTER

TABLE V
MAXIMUM AND MINIMUM VALUES OF SEVEN STATISTICAL

FEATURES UNDER IDEAL CONDITION

the capacitance and ESR values. The anomalous states can be
identified when the calculation values deviate from the tolerance
range of these two parameters. The normal criterions of the
proposed method and SVDD are acquired according to the
established models.

The results state that the proposed method has the stronger
identification ability of the normal and anomalous states than
the other three methods. The limitations for three methods are as
follows. At first, the outputs of the original comparison method
do not be processed by the feature extraction. Therefore, this
method can only identify the normal states and the anomalous
states with the obvious difference from the normal state. It has a
poor identification ability of the subtle anomalous states caused
by the weak parameter degradation and the load changing. Then,
the estimation method in [7] has two limitations, one is that
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TABLE VI
SEVEN STATISTICAL FEATURES OF THE NORMAL AND ANOMALOUS SATES

TABLE VII
DETECTION RESULTS FOR SINGLE OUTPUT USING DIFFERENT METHODS

UNDER THE IDEAL CONDITION

“√” means that this state can be detected.
“×” means that this state cannot be detected.

the parameters of the other components except for the electric
capacitor should be the nominal values when obtaining the
accurate calculation values. The normal states N2 and N4 are
improperly determined as the anomalous states. The other is
that the accuracy of calculation values is strongly determined
by the accuracy of the output. For the anomalous states AN3,
AN9, and AN10, they are improperly determined as the normal
states because the anomalous outputs deviate weakly from the
normal output. Finally, the model established by SVDD has great
identification ability of the normal state and the anomalous states
caused by the large parameter degradation. The identification
ability is not good for the anomalous sates caused by the weak
parameter degradation.

To further compare the anomaly detection ability, Monte
Carlo simulation is used here. The component tolerance is set to

TABLE VIII
DETECTION RESULTS FOR MULTIPLE OUTPUTS USING DIFFERENT METHODS

UNDER THE IDEAL CONDITION

5% and 200 simulation experiments are carried out. Table VIII
lists the comparison results.

The results from Table VIII show that the proposed method
can significantly increase the anomaly accuracy, especially for
the anomaly states caused by the weak parameter degradation
of the components.

2) Online Anomaly Detection Under Noise: The aforemen-
tioned normal outputs are obtained under ideal working con-
ditions. In fact, noise and interference inevitably exist in the
actual output of the dc/dc converter and derive from five types
of sources: the low-frequency input ripple caused by the elec-
trolytic capacitor, the high-frequency ripple caused by the high-
frequency power switch circuit, common-mode ripple noise
caused by the parasitic parameter, ultrahigh-frequency noise
caused by the power component, and ripple noise caused by
the closed-loop regulator [29]. The noise and interference may
hinder the identification of the anomalous states. To simulate the
actual outputs under different working conditions, this article
adopts the normal outputs mixed with different amplitudes of
the noise. There are four types of noise, whose amplitudes are
±10, ±25, ±40, and ±80 mV. These normal samples are used
as training data to build the GPR model. The results are shown
in Fig. 5.

In Fig. 5, different normal outputs can be included by the
estimated normal output range. The GPR model can adjust the
estimated range according to the actual output under different
working conditions and decrease the effects of the noise and
interference on the anomaly identification ability. Therefore, the
GPR model is suitable for different working conditions, and the
estimated normal output range is valid and effective.

To demonstrate the detection ability under the noise condi-
tion, the output with ±40 mV noise is used as an example.
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Fig. 5. Estimated normal output range based on the GPR model for normal
output with various noise amplitudes.

TABLE IX
MAXIMUM AND MINIMUM VALUES OF SEVEN STATISTICAL

FEATURES UNDER THE NOISE

TABLE X
DETECTION RESULTS FOR SINGLE OUTPUT USING DIFFERENT

METHODS UNDER NOISE

“√” means that this state can be detected.
“×” means that this state cannot be detected.

The extreme values of the seven statistical features are listed
in Table IX based on the proposed method.

The output for each state in Table IV is acquired under the
noise condition. The comparison experiments are conducted and
the detection results are shown in Table X.

Under the noise, the proposed method also has the stronger
identification ability of the normal and anomalous states than

TABLE XI
DETECTION RESULTS FOR MULTIPLE OUTPUTS USING

DIFFERENT METHODS UNDER NOISE

the other three methods. Because of the noise in the output,
some weak anomalous states may not be detected by the original
comparison method and SVDD. For the estimation method, the
noise existing in the output has the adverse effect on the accuracy
of the output, so the detection results are worse than that under
the ideal condition.

In the simulation environment under the noise, the tolerance
of the component has been set to 5%, 200 outputs are acquired
by Monte Carlo simulation. The comparison results are shown
in Table XI.

From Table XI, the proposed method can also obtain a high
anomaly detection accuracy, especially for the anomaly states
caused by the weak parameter degradation of the components.
Compared with the results in the ideal simulation, the detection
accuracy decreases because of the noise in the outputs.

3) Comparison of The Robustness: The article adopts sta-
tistical features to describe the output, which can enhance the
difference between the normal and anomalous state. This is
because the statistical feature expresses the entire changes of
the output in the dc/dc converter rather than each local change
of the outputs. The estimation effectiveness of statistical feature
is unaffected by the local detail changes derived from accidental
interference and noise. Therefore, this method can increase the
anomaly detection ability and the robustness. An output with
±25 mV noise is used as an example, in Fig. 6, where the red
line represents the output with the local interference, and the
normal output range is obtained by GPR. A few output samples
exceed the normal output range.

The comparison experiment is conducted to demonstrate the
advantage of the statistical feature estimation. The comparison
method is that the normal output with the local interference is
directly compared with the normal output range point by point.
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Fig. 6. Output with local interference.

The principle of anomaly detection is that the output will be
considered as an anomalous state once any one output sampling
point exceeds the normal output range. The detection results
are expressed as the number of actual output sampling points
locating outside the estimated normal output range. For the
actual output in Fig. 6, the result is 180/200, which means that
there are 20 output sampling points exceeding the normal output
range; then, this normal output with local interference is falsely
identified as an anomalous state. The low normal identification
ability leads to false alarms. When using statistical feature esti-
mation, the number of statistical features exceeding the extreme
values is used to express the anomaly detection results. The
results are that none of the features exceeds the extreme values,
which indicates that the output is the normal state. For the direct
output comparison point by point, the reason of an incorrect
detection result is that the direct output comparison shows local
changes, the robustness to noise and interference is low. In fact,
the parameter degradation of the component always has an effect
on the entire changes of the output. The statistical feature estima-
tion can express the trending changes of the output and can more
clearly indicate the anomalous states than using a direct output
comparison point by point. This demonstrates that statistical
feature estimation has a high normal state identification ability
and robustness to noise and interference.

4) Comparison of Operation Time: After sampling the out-
puts from the actual circuits, the process of anomaly detection is
completed by MATLAB on a PC. The operation time includes
the modeling time and detection time. Even though the modeling
process consumes the most operation time, this process is only
operated once before the detection process.

For the modeling time, two comparison experiments are con-
ducted to validate the statement that the proposed method needs
less modeling time. 1) For decreasing the modeling time, the
proposed method uses the GA search to obtain the extreme val-
ues of seven features. A comparison experiment between the GA
search and the related conference paper [28] is conducted. For
example, the extreme statistical features in [28] are calculated

Fig. 7. Hardware experiment platform.

by the randomly sampling 1000 output signals, the extreme
values of each feature of these output signals are considered
as the detection indexes to identify the anomalous state. The
obtained extreme values are not accurate, and the calculation cost
is high. In this article, the number of executions by a GA search
is set to 200, because the extreme values maintain unchanged
when 200 executions are performed. The large difference in
the number of executions indicates that the GA search can
significantly reduce the operation time, and the extreme values
are more accurate than the conference paper [28]. 2) The second
comparison experiment is conducted between SVDD and the
proposed method. The operation time of the proposed method
and SVDD are 11.657 and 14.265 s. The results show that the
proposed method, compared with SVDD, can weakly reduce the
modeling time.

For the detection time, only a simple comparison is imple-
mented, so the detection time is short to microseconds. It will be
very short for both SVDD and the proposed method. Therefore,
the online anomalies can be quickly detected based on the
established models.

B. Hardware Experiment

The experimental environment of the software is too ideal
to simulate the real environment where a circuit operates. In
addition, noise and interference inevitably exist in the actual
output of the dc/dc converter. A hardware experiment platform
is built to verify the effectiveness of the proposed method. The
hardware experiment circuit involves a buck converter. Fig. 7
shows the hardware experiment platform.

The hardware experiment platform consists of three major
instruments. The dc signal source is an Agilent U8001 A single
output dc power supply that supplies +3 V power to the buck
converter. The Agilent 33220-A signal generator generates the
PWM signal that controls the MOSFET transistor IRF 150. The
period of the PWM signal is set to 50 μs, and the duty cycle
is set to 50%. The MOS6012 A oscilloscope is used to show
the waveforms of the output and export the output data into the
computer.
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Fig. 8. Experiment platform in the temperature chamber.

Fig. 9. Estimated normal output based on GPR model in the hardware
experiment.

For the dc/dc converter, the anomalies are derived from the
changing load conditions and the degrading parameters of the
components. In this article, to validate the effectiveness and
practicability of the proposed method, the hardware experiments
are conducted in two types of operating conditions, including
ambient temperature and different operating temperatures.

1) Online Anomaly Detection Under Ambient Temperature:
In the hardware experiment, first, the hardware circuit is placed
in a temperature chamber, the operating temperature is set as
25 ◦C to keep the circuit under ambient temperature. The hard-
ware experiment platform in the temperature chamber is shown
as Fig. 8. Then, the number of the normal sample points and
the sampling period of the output signal are set to 500 and 1 μs,
respectively. The initial 300 points are taken as the training data,
and the normal output range is determined using GPR. Fig. 9
shows the normal output range. Finally, the extreme values of
seven statistical features are quickly calculated from the normal
output range by the GA. Seven features are listed in Table XII.

TABLE XII
MAXIMUM AND MINIMUM VALUES OF SEVEN STATISTICAL FEATURES IN

HARDWARE EXPERIMENT

TABLE XIII
ANOMALY SET IN THE HARDWARE EXPERIMENT

TABLE XIV
AVERAGE ANOMALY DETECTION ACCURACY WITH DIFFERENT DETECTION

METHODS IN HARDWARE EXPERIMENT

When the dc/dc converter operates under ambient tempera-
ture, the anomalous states derive from the degrading parameters
of the components and the changing load. Hence, in this article,
the anomalies are caused by the changing parameters of the
electrolytic capacitor and the different load conditions. The
normal capacitance and ESR values used in this article are 4.7μF
and 0.893 Ω, which, combined with 47 μF, are used to construct
the anomalous states. The values of the capacitance and ESR
are measured by the LCR measurement instrument MT 4080 A.
The anomalous set is shown in Table XIII.

For the hardware experiments, the fault or anomalous samples
are insufficient, the result is defined as the average detection
accuracy of all the anomalous states. The average anomalous
detection accuracy is shown in Table XIV.
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TABLE XV
ANOMALY DETECTION ACCURACY BY USING DIFFERENT METHODS IN

HARDWARE EXPERIMENT

The results in Table XIV demonstrate that the proposed
method, compared with the other three methods, can increase
the anomaly detection accuracy and has higher anomaly identi-
fication ability in actual operation.

For the results in Table XIV, the modeling time of the pro-
posed method and SVDD mainly consumes in the operation
process, the modeling process is the same as the simulation
experiment, so the modeling time is still 11.657 and 14.265 s.
For the detection time, it will be very short for both SVDD
and the proposed method. Because only a simple comparison is
implemented, it may be short to microseconds.

2) Online Anomaly Detection Under Abnormal Operating
Temperatures: In actual operation, the environmental stresses
of the dc/dc converter may not keep stable. In this article, the
abnormal temperature is chosen as the abnormal environment
stress. When the converter operates in the abnormal temperature
for some time, the abnormal environment stress may accelerate
the parameter degradation of the components in the dc/dc con-
verter and the load changing. The causes of anomalous states
are unclear and complex. The abnormal stresses include 35, 45,
50, 55, 60, 65, 70, 75, and 80 ◦C. The output of dc/dc converter
is considered as the normal state at the 25 ◦C operation tem-
perature. First, nine hardware circuits of the buck converter are
prepared to operate under nine temperature stresses. Then, for
each circuit, the normal output range is estimated by GPR using
the normal output at a 25 ◦C operation temperature. Finally, nine
circuits are placed into the temperature chamber to operate under
nine temperature stresses. The duration time of the temperature
experiment is 72 h, and 200 outputs of each circuit are obtained.
The anomaly detection accuracy based on the proposed method
and three comparison methods are shown in Table XV.

From Table XV, the anomaly detection accuracy of the pro-
posed method is higher than that of the other three methods,
which demonstrates that the proposed method can significantly
increase the anomaly detection accuracy and has high anomaly
identification ability.

In summary, the results of the above hardware experi-
ments show that the proposed method can detect not only
the anomalous states caused by the original defects of the

components and changing operation conditions, but also the
occasional anomaly derived from abnormal load conditions.
These results demonstrate the effectiveness and practicability
of the proposed method.

IV. CONCLUSION

This article presents a method of online anomaly detection by
statistical feature estimation using GPR and a GA for a dc/dc
converter with a known or unknown circuit structure. The normal
output range is estimated based on GPR. The extreme values
of seven statistical features are calculated by a GA using the
normal output range. In the simulation experiments, the method
is applied to a buck converter under ideal and noisy conditions.
All normal states and anomalous states can be effectively iden-
tified using the seven statistical features estimation. It is demon-
strated that the normal output range based on GPR is suitable
for application in various working conditions. Compared with
original comparison method, estimation method, and SVDD, the
proposed method has higher anomaly detection ability. Then,
relative to the direct output comparison point by point, statisti-
cal feature estimation can enhance the detection ability of the
anomalous states and the robustness. The use of a GA optimum
search algorithm not only can decrease the modeling time and the
calculation consumption, but also can obtain relatively accurate
extreme values. Finally, when the anomaly detection method is
used on a hardware circuit, the anomalous states caused by the
parameter degradation of the components and changing operat-
ing conditions can be effectively and accurately identified. The
simulation and hardware results demonstrate that the proposed
method can quickly and effectively detect online anomalies in
a dc/dc converter regardless of whether the circuit structure
is known. This novel method is appropriate for applications
that require fast online anomaly detection and has considerable
practical value. At present, the proposed method only can realize
the anomaly detection of dc/dc converter, and it cannot identify
the degradation parameters and determine the fault location.
These relative research works are the main work in the future.
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